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DANGER!
DANGEROUS ELECTRICAL VOLTAGE!

Before commencing the installation

e Installation requires qualified electrician

e Disconnect the power supply of the device.

e Ensure that devices cannot be accidentally retriggered

e Verify isolation from the supply

e Ground and short-circuit.

e Cover or enclose neighboring units that are live.

¢ Follow the engineering instructions (IL) of the device concerned.

e Only suitably qualified personnel in accordance with EN 50110-1/-2 (VDE 0105 part 100) may
work on this device/ system.

e Before installation and before touching the device ensure that you are free of electrostatic
charge.

e The functional earth (FE, PES) must be connected to the protective earth (PE) or to the
potential equalizing. The system installer is responsible for implementing this connection.

e Connecting cables and signal lines should be installed so that inductive or capacitive
interference do not impair the automation functions.

e Install automation devices and related operating elements in such a way that they are well
protected against unintentional operation.

e Suitable safety hardware and software measures should be implemented for the I/O
interface so that a line or wire breakage on the signal side does not result in undefined states
in the automation devices.

e Ensure a reliable electrical isolation of the low voltage for the 24 V supply. Only use power
supply units complying with IEC 60364-4-41 or HD 384.4.41 S2 (VDE 0100 part 410).

e Deviations of the mains voltage from the nominal value must not exceed the tolerance limits
given in the technical data, otherwise this may cause malfunction and dangerous operation.

e Emergency-Stop devices complying with IEC/EN 60204-1 must be effective in all operating
modes of the automation devices. Unlatching the emergency switching off devices must not
cause restart.

e Built-in devices for enclosures or cabinets must only be run and operated in an installed
state, desk-top devices or portable devices only when the housing is closed.

e Measures should be taken to ensure the proper restart of programs interrupted after a
voltage dip or failure. This should not cause dangerous operating states even for a short
time. If necessary, emergency switching off devices should be implemented

e Wherever faults in the automation system may cause damage to persons or property,
external measures must be implemented to ensure a safe operating state in the event of a
fault or malfunction (for example, by means of separate limit switches, mechanical
interlocks, etc.).
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Disclaimer

The information, recommendations, descriptions, and safety notations in this document are based on
Eaton’s experience and judgment and may not cover all contingencies. If further information is
required, an Eaton sales office should be consulted. Sale of the product shown in this literature is
subject to the terms and conditions outlined in the applicable Terms and Conditions for Sale of Eaton
or other contractual agreement between Eaton and the purchaser. THERE ARE NO UNDERSTANDINGS,
AGREEMENTS, WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING WARRANTIES OF FITNESS FOR A
PARTICULAR PURPOSE OR MERCHANTABILITY, OTHER THAN THOSE SPECIFICALLY SET OUT IN ANY
EXISTING CONTRACT BETWEEN THE PARTIES. ANY SUCH CONTRACT STATES THE ENTIRE OBLIGATION
OF EATON. THE CONTENTS OF THIS DOCUMENT SHALL NOT BECOME PART OF OR MODIFY ANY
CONTRACT BETWEEN THE PARTIES. As far as applicable mandatory law allows so, in no event will Eaton
be responsible to the purchaser or user in contract, in tort (including negligence), strict liability, or
otherwise for any special, indirect, incidental, or consequential damage or loss whatsoever, including
but not limited to damage or loss of use of equipment, plant or power system, cost of capital, loss of
power, additional expenses in the use of existing power facilities, or claims against the purchaser or
user by its customers resulting from the use of the information, recommendations, and descriptions
contained herein. The information contained in this manual is subject to change without notice.
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1 Introduction

The following user note provides Step-by-Step instructions how to configure the Google-Chrome
browser in kiosk-mode on a XP504.

The kiosk-mode is a special mode for applications, when the user should not have access to the OS or
other applications. The user can't close the configured application or change any settings of the
device. This mode is used for example on devices in stores or other terminals in public places.

2 Approach

2.1 Installation of the Google-Chrome browser

First of all, install the Google-Chrome browser on the XP504 by using a standalone setup-file. You can
download it from the google homepage.

2.2 Run Google-Chrome browser in kiosk-mode

Basically you can run the Google-Chrome browser directly in kiosk-mode by using an additional
parameter in the call. You can also predefine a URL to open a default webpage.

For example:

"C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" -kiosk
http://192.168.119.110:8080
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& Google Chrome Properties >

Security Details Previous Versions
General Shortcut Compatibility

‘. Google Chrome
’r I}
Tanget type: Application |

Target location: Application

Target: |.chmme.e::e" iosk http://192.168.119.1 1ﬂ:5ﬂ3ﬂ|

Start in: |"C:"-F'rogram Files\Google Chrome \Application” |

Shortcut key:  Mone

Fun: MNomal window w
Comment: Imtemetzugriff
Open File Location Change lcon... Advanced...
QK Cancel Apphy

Double click on the Google-Chrome icon will open the bowser in kiosk-mode and load the predefined
webpage (here a Galileo web-visualization):

e
A s -

In this case the user can close the browser and get access to the Windows desktop using a mouse or
a keyboard. To prevent that, Windows provides another method which is described in the next
section.
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2.3 Configure kiosk-mode for an additional user to prevent access to the
Windows-interface

To enable this variant, you will have to:

e create a new account on the XP504

e Activate Shell Launcher in Windows features
e customize prepared script

e runscript on XP504

2.3.1 Create a new account on the XP504
Go to Settings - Accounts - Family & other users and add a new user to the PC

Family & other users
Your family

Spn 0 with 8 NGISeo 3C00WNE 35 508 yOur Laemlly hare O 333 any rew
MAeDars 10 you famdy, Famdy members Ot TR Own SO0 and
SeTaon ¥ou cam hetp 3 1y 3 WS SODACOrNe WAL B
Senty. appn and gamen.

Sogm w1 Wl & Mo poof sccownd

Other users

Alow pecpie who a0e 1ot part of your famiy 35 SgN N weh thes own
SCOOGE. ThS o'} 2 tha 50 your tamdy.

g AS somecne e 10 s PC
:Il:

Set up a kiosk

Aatared wcess
ST 49 T devicn 38 8 ROGK— g CoMMD B 3 gt wgn
P DN Bl OF (S T WY G T

Fill out the form:

P e "

Create an account for this PC

H o et B eced] choou iy Bt ons 1 P st hard for
o ko guna.

i e W i . PCT

User is now available:
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Family & other users
Your family

Sign in with 3 Microsoft account to see your family here or add any new
membart 10 your fassdy. Fasily mambers get their cwn sign-in and
detkiop. You can help bids 1tay safe with sopeopriate websted, Bme
lewits, apps. and games.

Segm in with & Mecrosoft account

Other users

Ao people whid are nOL part of your lamily 10 SGN in with thae own
accounts. This won't add them to your family,

L Add somecne elie 10 this PC

!

2.3.2 Activate Shell Launcher in Windows features
After adding a new user, please activate the Shell Launcher in Windows features.

Device Lockdown - Shell Launcher

3 Wansows lestan - 0 X
Tum Windows features on oc off ®
T tam o festure on, sebect &3 chack o To Sum » festure off, chear 21 chack bow. A filled box msns that

‘wnly pirt of the fenture is bured on.

| 5 C) Y Framewerk 13 (vchoden NET 20 and 104 -

= W MY faemeweck 47 Advanced Services .
ja)

o .:uan.’.w
O | Concanars

®0
£
§
i

R

(o]l s]s]s] a]a]

If you confirm with OK, the feature will be activated.
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2.4 Customize prepared script

In this example an existing script from Microsoft ist used and adapted to our needs. The whole script
can be viewed here:

Use Shell Launcher to create a Windows 10/11 kiosk (Windows 10/11) - Configure Windows |
Microsoft Docs

The customized script:

# Check if shell launcher license is enabled
function Check-ShellLauncherLicenseEnabled

{
[string]Ssource = @"
using System;
using System.Runtime.InteropServices;

static class CheckShellLauncherlLicense

{
constintS_OK =0;

public static bool IsShellLauncherLicenseEnabled()

{

int enabled = 0;

if (NativeMethods.SLGetWindowsInformationDWORD("EmbeddedFeature-ShellLauncher-
Enabled", out enabled) !=S_OK) {
enabled =0;

}

return (enabled !=0);

}

static class NativeMethods

{
[Dllimport("Slc.dll")]

internal static extern int
SLGetWindowsInformationDWORD([MarshalAs(UnmanagedType.LPWStr)]string valueName, out int
value);

}

}
'@

Stype = Add-Type -TypeDefinition Ssource -PassThru

return Stype[0]::IsShellLauncherLicenseEnabled()
}

[bool]Sresult = $false
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Sresult = Check-ShellLauncherLicenseEnabled
"*nShell Launcher license enabled is set to " + Sresult
if (-not(Sresult))

{

"*nThis device doesn't have required license to use Shell Launcher"
exit

}

SCOMPUTER = "localhost"
SNAMESPACE = "root\standardcimv2\embedded"

# Create a handle to the class instance so we can call the static methods.
try {
SShellLauncherClass = [wmiclass]"\\SCOMPUTER\S{NAMESPACE}:WESL_UserSetting"
} catch [Exception] {
write-host S_.Exception.Message;
write-host "Make sure Shell Launcher feature is enabled"
exit
1
# This well-known security identifier (SID) corresponds to the BUILTIN\Administrators group.
SAdmins_SID = "S-1-5-32-544"
# Create a function to retrieve the SID for a user account on a machine.

function Get-UsernameSID(SAccountName) {

SNTUserObject = New-Object System.Security.Principal.NTAccount(SAccountName)
SNTUserSID = SNTUserObject.Translate([System.Security.Principal.Securityldentifier])

return SNTUserSID.Value

# Get the SID for a user account named "Cashier". Rename "Cashier" to an existing account on your
system to test this script.

SCashier_SID = Get-UsernameSID("KIOSK")

# Define actions to take when the shell program exits.
Srestart_shell =0

Srestart_device = 1

Sshutdown_device =2

# Examples. You can change these examples to use the program that you want to use as the shell.

# Set Internet Explorer as the shell for "Cashier", and restart the machine if Internet Explorer is
closed.
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SShellLauncherClass.SetCustomShell(SCashier_SID, "c:\program
files\google\chrome\application\chrome.exe -kiosk 192.168.119.110:8080", (Snull), (Snull),
Srestart_shell)

# Enable Shell Launcher
SShellLauncherClass.SetEnabled(STRUE)
SIsShellLauncherEnabled = SShellLauncherClass.IsEnabled()

"“nEnabled is set to " + SIsShellLauncherEnabled.Enabled

You can copy this script into an editor and save it as *.ps1 file or you can use this prepared file:

Shell Kiosk.psl

Please adapt the URL in line 89 as needed:

$shelllauncherClass. SetCustomShell (§Cashiex_SID, . ($null), ($null), $restart shell)

Copy the file/script to the device e.g. on drive D:\:

&l M = | Manage Data (D)

Home Share View Drive Tools

&« 3 v 1 = ThisPC » Data(D) »
=/ Pictures ~ Name Date modified Type Size
Default GalileoOpen File folder
DPC Tools File folder
Eaton h UltraVMC_1_2_30_X64_Setup File folder
i, Windows (C2) |84 Shell_Kiosk.ps1 Windows Powers... 3 KB

2.5 Run script on XP504

Now we are going to execute the script on the XP504. For this you have to log in as administrator
(use account: XP504). Start the Windows Powershell as administrator:
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Change to drive D:\ and execute the script:

In case the execution of scripts is disabled on the device, please use this command to enable it:

Call the script again:

= not public.

o True

The shell is now configured and you can reboot the device.

Login as user "Kiosk" and the browser will start directly with the defined URL.
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Now the user don't have access to Windows OS and clothing the browser will reopen it again.

2.6 Automatic Login

To avoid entering a password when logging in you can configure the "Automatically sign in" for the
user "Kiosk". For this please sign out and login with user "XP504". After loggin in, the command line is
displayed. Type in explorer.exe to continue:

[ — i - TSR Y

RPED 0Dl i, O, | B
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Minimize the command line and start the application "Run":

B Commend Promet Run

B LA J00H Al o T Db oaed

Open "netplwiz":

4 Run >

=7 Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: netplwiz "

QK Cancel Browse...

Select user "Kiosk" and deactivate the option "Users must enter a user name and password to use
this computer":

SA" Accounts X

s Agvenced

Q Use The it Bekow 10 grant o desy witrs 20055 10 your COmputet
) andtochmge rd1 and other tettngn

| Usrs roast endier & wier Abne and Sasiwied 10 ute el (Omgrdtes

Upees for this computer

User Name Oreup
L Admavaraton Users

Pavvwoed for Kaotk ‘

B} To change the pastwond for Kiotk, chck Reset Parywond

[ oo | e

Put in the user credentials and confirm with OK:
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Automatically sign in X

(G You can set up your computer so that users do not have to type a user
T

3™  name and password to sign in. To do this, specify a user that will be
automatically signed in below:

User name: { Kiesk ‘
Password: * sescseseee l

Confirm Password: | scccsccsee I

When rebooting the XP504, the user "Kiosk" is now automatically logged in.

2.7 Disable Screen Lock

Due to inactivity, the user is automatically logged out after some time. To disable this screen lock,
please do the following:

Open "regedit":

‘. Fargeiry [aetor

Comictop s

-+

Open HKEY_USERS. There should be two users defined with a long SID. First one (here xx-1007) is
user "XP504" and the second one is user "Kiosk":
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Computer\HKEY_CURRENT_USER
v B8 Computer

> HKEY_CLASSES_ROOT

; HKEY_CURRENT_USER

> HKEY_LOCAL_MACHINE
v HKEY_USERS

> DEFAULT

> §-1-5-18

> $-1-5-19

> $-1-5-20

> $-1-5-21-1975876694-3627342020-3849006199-1007

$-1-5-21-1975876694-3627342020-3843006199-1007_Classes
§-1-5-21-1975876694-3627342020-3843006199-1008

> $-1-5-21-1975876694-3627342020-3849006199-1008_Classes
> HKEY_CURRENT_CONFIG

v .V

Navigate to HKEY_USERS\S-1-5-21-xx-1008\Software\Policies\Microsoft\Windows\Control
Panel\Desktop

I Ry e = [=] =
Fia B8 Vw Frowie Hep
Comgeut s HOTY, UGBS 171 FTHOS - BT THONCT- BH04 90 VI00 Sttt Pt Moot et Cootncd Panal Desiicg.

L R T B IS ST 1500 B [ Dete

Hpplvnty ] [ Frthem ot e

e 1
[ us
== N e ] ot e L et cond

St

L T
el ek

Syt

L

e 1 Pl LT (P 1 0 i

Set value for "ScreenSaveActive" to "0":

Mame Type Data

ab| (Default) REG_SZ (value not set)
ab[SrreenSavelctive | REG 57 0

ab| ScreenSaveTime., REG 57 120

ab| SCRMSAVE.EXE REG_SZ ChAWindows\Systern 32\ ock.cmd

This setting will only deactivate the Lock Screen for user "Kiosk".
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the environment for people everywhere. We are guided by our commitment to do business right, to operate

sustainably and to help our customers manage power — today and well into the future.

By capitalizing on the global growth trends of electrification and digitalization, we're accelerating the planet’s transition to
renewable energy, helping to solve the world’s most urgent power management challenges, and doing what's best for our
stakeholders and all of society.

Founded in 1911, Eaton has been listed on the NYSE for nearly a century.
We reported revenues of $19.6 billion in 2021 and serve customers in more than 170 countries.

For more information, visit Eaton.com. Follow us on Twitter and LinkedIn.

Eaton Industries GmbH
Hein-Moeller-Str. 7- 11
D-53115 Bonn

®
2025 Eaton Corporation

E A I .N Alle Rechte vorbehalten
a 07/2025 APO50021EN

Fawering Business Warldwide


http://www.eaton.com/
https://twitter.com/eatoncorp
https://www.linkedin.com/company/eaton/

