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1 Notes on the instruction manual

Please read through this manual carefully and observe the information it contains. This will
assist you in preventing injuries and damage to property and ensure both reliable operation and
a long service life for the device.

Please keep this manual in a safe place. If you pass the device on, also pass on this manual
along with it. ABB accepts no liability for any failure to observe the instructions in this manual.

2 Safety

Warning

Electric voltage!

Dangerous currents flow through the body when coming into direct or indirect
contact with live components.

This can result in electric shock, burns or even death.

— Disconnect the mains power supply prior to installation and/or disassembly!

— Permit work on the 100-240 V supply system to be performed only by
specialist staff!

3 Intended use

This device is a part of the ABB-Welcome IP system and operates exclusively with components
from this system. The device must only be installed in dry indoor rooms.
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4.1

Environment

Consider the protection of the environment!

Used electric and electronic devices must not be disposed of with household
waste.

— The device contains valuable raw materials that can be recycled. Therefore,
dispose of the device at the appropriate collecting facility.

ABB devices

All packaging materials and devices from ABB bear the markings and test seals for proper
disposal. Always dispose of the packing materials and electric devices and their components via
an authorized collection facility or disposal company.

ABB products meet the legal requirements, in particular the laws governing electronic and
electrical devices and the REACH ordinance.

(EU-Directive 2012/19/EU WEEE and 2011/65/EU RoHS)
(EU-REACH ordinance and law for the implementation of the ordinance (EG) No0.1907/2006)
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5 Product description

5.1 Device type
Article Order number Product name Colour Slz.e (DxHXW)
number Unit: mm
IP Touch Lite 7, .
H8249-1W 2TMA130051W0010 DES+APP. LAN+WIFi White 192 x 128 x 17.2
H8249-1B 2TMA130051B0009 | 'F_rouch Lite 7, Black 192 x 128 x 17.2

DES+APP, LAN+WiFi
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5.2 Control elements

No. Description

1 Touchscreen
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5.3 Terminal description

6 12
= (] =
9
= =D
[
1 ?g T
5
No. | Description
1 LAN1 (PoE)
2 Doorbell connector
3 Power input connector
4 Speaker
5 Microphone
6 Micro USB connector emergency engineering access
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Technical data

Designation Value

Rating voltage 24V =
Operating voltage range 20-27V =
Rating current 24V =, 375 mA
Display size 7"

Resolution 1024 x 600 px
Operating temperature 0°C...+45°C
Storage temperature -25°C ... +70°C
PoE standard IEEE802.3 af

Wireless transmission band

802.11b/g/n:

2412...2462MHz (for United States)
2412...2472MHz (for European countries)
802.11a/n/ac:

5150...5250MHz

5250...5350MHz

5470...5725MHz

5725...5850MHz (for United States)

Wireless transmission power

Max. 20 dBm

Wireless transmission standard

IEEE 802.11 a/b/g/n/ac

Diameter of the cable thickness (3)

1.0 mm...1.4 mm
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7 Mounting/Installation

Warning

Electric voltage!

Dangerous currents flow through the body when coming into direct or indirect
contact with live components.

This can result in electric shock, burns or even death.

— Disconnect the mains power supply prior to installation and/or disassembly!

— Permit work on the 100-240 V supply system to be performed only by
specialist staff!

7.1 Requirement for the electrician

Warning

Electric voltage!

Install the device only if you have the necessary electrical engineering
knowledge and experience.

— Incorrect installation endangers your life and that of the user of the electrical
system.

— Incorrect installation can cause serious damage to property, e.g. due to fire.

The minimum necessary expert knowledge and requirements for the installation
are as follows:

— Apply the "five safety rules" (DIN VDE 0105, EN 50110):
1. Disconnect
2. Secure against being re-connected
3. Ensure there is no voltage
4. Connect to earth and short-circuit
5. Cover or barricade adjacent live parts.
— Use suitable personal protective clothing.
— Use only suitable tools and measuring devices.

— Check the type of supply network (TN system, IT system, TT system) to
secure the following power supply conditions (classic connection to ground,
protective grounding, necessary additional measures, etc.).
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7.2 Product dimensions

Unit: mm

192

128

7.3 Installation height
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Installation height

1.50 m (4.9 feet)
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Mounting/Installation

7.4 Surface-mounted installation
7.4.1 Surface mounting box size

(Unit: mm)

192

128

2.4

7.4.2 Surface mounted with the electrical accessory box

(Unit: mm)

83.3

NEMA &tal i
VDE&BS NEMA (America) Y Swiss

e Screwthe mounting bracketto accessory box.

Itis recommended to lock the positions marked in
gray with screws to better secure the device.
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Mounting/Installation

7.5 Flush-mounted installation

(Unit: mm)
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7.6 Cavity wall installation

(Unit: mm)

192

7.6.1 Desktop installation

[— 168

Mounting/Installation

Product manual 2TMD042300D0035
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7.7 Dismantling
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8 Commissioning

8.1 Setup wizard

There are 3 kinds of wizard setups for selection.
= Configuration without SmartAP

= Configuration via SmartAP only

= Configuration via SmartAP & APP

1. Configuration without SmartAP

Light Master Subsidiary  Subsidiary
- IR [ [
&
- IPActuator
e |

Router Private camera

e

2nd Outdoor Station
—— CAT.5/IPbusline

= This configuration applies to a single-family house only.

= In this case, no SmartAP is needed.

= In this case, all devices are connected to the home network.

= Inthis case, only 1 outdoor station and 4 panels can be supported.

= Inthis case, only 1 IP Actuator can be supported, if IP Actuator is detected, it will be
automatically assigned as default lock.

= In this case, the Outdoor Station could be IP pushbutton Outdoor Station or Mini Qutdoor
Station.

= In this case, all devices in the system obtain the signatures from the master panel.
= For more details, see chapter 8.1.1 “Configuration without SmartAP“ on page 20.
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2. Configuration via SmartAP only

Panel Panel
B CICIC]
PoE switch
Panel Panel
PoE switch
Panel Panel
B CICIC]
PoE switch
Panel Panel
B
PoE switch
| I | ) Public camera
D SmartAP
PoE switch

Outdoor Station
—— CAT.5/IPbusline

= This configuration applies primarily to blocks.
= Inthis case, SmartAP is needed.

= Inthis case, all master panels and Outdoor Stations are connected to the community
network.

= In this case, the Outdoor Station could be IP touch 5 Outdoor Station, IP keypad Outdoor
Station or IP pushbutton Outdoor Station.

= In this case, SmartAP should complete its initial setup first. Please see the product manual
of SmartAP for more details regarding the initial setup.

= In this case, the designated panels obtain the physical address by entering it manually.
= In this case, all devices in the system obtain the signatures from SmartAP.
= For more details, see chapter 8.1.2 “Configuration via SmartAP* on page 29.
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3. Configuration via SmartAP & APP

Panel Panel
B CICIC]
PoE switch
Panel Panel
PoE switch
Panel Panel
B CICIC]
PoE switch
Panel Panel
B
PoE switch
= - S
| ) Public camera
D SmartAP
PoE switch

Outdoor Station
—— CAT.5/IPbusline

= This configuration applies to buildings mainly.
= In this case, SmartAP and mobile (APP) are needed.

= Inthis case, all master panels and Outdoor Stations are connected to the community
network.

= In this case, the Outdoor Station could be IP touch 5 Outdoor Station, IP keypad Outdoor
Station or IP pushbutton Outdoor Station.

= In this case, SmartAP should complete its initial setup first. Please see the product manual
of SmartAP for more details regarding the initial setup.

= In this case, the designated panels obtain the physical address via APP scanning setup.
= In this case, all devices in the system obtain the signatures from SmartAP.
= For more details, see chapter 8.1.3 “Configuration via SmartAP & APP*“ on page 33.
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8.1.1 Configuration without SmartAP

Please follow the steps below:
[1] On the “Setup wizard” screen, select the language from the drop-down list.
[2] Select the region from the drop-down list.

[3] Tick the check box to accept the licenses. Or tap “Click to read” to view the details of the

license.

[4] Tap “Accept & continue” to access the next screen.

Setup Wizard

Select Language Select Region

Language Region
English —m

| Accept license agreement Click to read

3

| Accept OSS agreement Click to read

4

Accept & Continue

Product manual 2TMD042300D0035
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[5] On the "Configuration Mode" screen, select “Panel set-up for single family house”, tap “ i

” to see the system topology, system recommended capacity, and you can download the
product manual by scanning the QR code on the right.

[6] Tap "Continue".

{ Configuration Mode

. Via Smart Access Point

. Via Smart Access Point with Welcome App's scanning

®) Panel set-up for single family house (without Smart Access Point) 5

6

Continue

< Confiauration Made

Configuration without SmartAP

Single House Family application

The configuration without Smart Access Point is allowed only in
Single House Family System Arcitectures :
Learn more:

Recommended set-up:
« 1 Outdoor Station
« 1 Master Indoor Station and up to 3 subsidiary Indoor Stations
« 1IP Actuator

Continue
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[7] On the “Panel Addressing” screen, select “Master mode”. Only one Indoor Station can be
set to “Master mode” in the same apartment.

[8] Enter the block number, the floor number and the apartment number. The "Panel number"

preset as "01" and cannot be modified while the "Master mode" is selected.
[9] Tap "Continue".

< Confiauration Mode
otz Panel Addressing

Addressing

Master Mode

Master mode
Physical Address

Apartment

o1

9

Continue

Continue

Product manual 2TMD042300D0035
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[10]On the "IP Addressing" screen, tap "Edit" to access the corresponding screen.
= Select the connection type, it can be set to "LAN" or "WiFi".

= Select the address type, it can set to "DHCP", "Customizable address" or "ABB Legacy". If
"ABB Legacy" is selected, IP address will be "10.0.x.x".

= Please tap "Save" If the settings have been changed.
[11]Tap "Continue".

< IPAddresing

IP Address (i)

10

11

Continue

< IP Addresina
ofz Edit Building Network

Connection preferences: ()

%) LAN . WIFI

Addressing preferences:

@) DHCP(Default) . ABB Legacy . Customizable address

Continue
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[12]On the "Trusted Devices" screen, check the system recommended capacity again.
[13]Tap "Continue™.

[14]Check the system topology.

[15]Tap "Continue" to start searching the devices in the single-family house.

= On the “Trusted Devices” screen, you can also tap “Do it later” to skip this setting if your
devices are not ready. For more details, see chapter 8.2.4 “Network settings” on page 57.

< Trusted Devices

Configuration without SmartAP - Single family home mode

®

Please note

In this configuration mode, the pairing up of the devices will proceed automatically when the connection
to the private network is confirmed.

Recommended set-up:

+ 1 Outdoor Station
« 1 Master Indoor Station and up to 3 subsidiary Indoor Stations 1 2
= 1IP Actuator

13

Continue

Trusted Devices

Configuration without SmartAP - Single family home mode

®

Please note

Please connect all devices to the same network and
make sure they are powered up.
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[16]All the related devices are displayed on the list.
[17]Tap "Continue".
[18]Tap "Continue".

< Trusted Devices

Cc Add Trusted Devices

4 devices have been added to the list :

Indoor Station-01 102807ATFO6DBTC

Indoor Station-02 102807ATFO6DC52

d OS B80TATFO6DAF6 6

Private IP Actuator-01 104000CDEO17FEE

1 7 Continue
W Continue

Trusted Devices

Configuration without SmartAP - Single family home mode

®

Trusting selected devices

By clicking on “Continue”, the selected devices will be added to the System.

Further “Trust” authentication will allow the Indoor Station panels in the system to grant the Outdoor
Station devices and IP Actuator devices the authorization to unlock the door.

18

Continue
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[19]Tap "Trust all".
[20]All the related devices will be displayed on the screen.
[21]Tap "Continue".

< Trusted Devices

Cc Trust Devices

4 devices added to the list :

Indoor Station-01

Indoor Station-02

2nd 05-01 door

Trust later Trust all

Continue

Trusted Devices

Ce Trusting Process Successful

Devices trusted!

The following devices have been successfully added to your Trusted Devices
list:

- Indoor Station-01

« Indoor Station-02 2 0 door

« 2nd 0S-01
« Private IP Actuator-01

21

Continue

Continue
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[22]On the “Time & date” screen, you can carry out this setting at this time or tap “Continue” to
skip this setting for the moment.

= For more details, see chapter 8.3.4 “Configuring the trusted devices“ on page 109.

< Time & Date

12:23:44

Thu 04-01-2024

Edit Time & Date Continue

[23]On the “MyBuildings portal” screen, you can carry out this setting at this time or tap
“Continue” to skip this setting first if App is not ready.

= For more details, see chapter 8.2.6 “Time and date settings“ on page 67.

< MyBuildings Portal

Log in to myBuildings portal

Connect with app

Please make sure to connect your mobile device to the same Wifi Network as the panel.

Connect manually Continue

Product manual 2TMD042300D0035
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[24]There are 4 screens to guide you how to use the panel.

[25]Tap “Skip” if you are already familiar with the panel.

My home

®

No new events

Events

Light

Intercom

Tuesday 11:17 & F

, o
t @t‘
A 18 °C, few clouds 3
Weather

Main entrance camera

Unlock door

0O Note
After configuring the Master IS, the 2nd OS and the IPA are both finish their
configuration. But the Subsidiary IS still needs some steps to complete its
configuration.

see chapter 8.2.5 “MyBuildings settings“ on page 61
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8.1.2 Configuration via SmartAP

Please follow the steps below:
[1] On the “Setup wizard” screen, select the language from the drop-down list.

[2] Tick the check box to accept the licences. Or tap “Click to read” to view the details of the
licence.

[3] Select the region from the drop-down list.
[4] Tap “Accept & continue” to access the next screen.

Setup wizard

Select language Select region

Language Region
English —m

V| Accept license agreement Click to read

V| Accept OSS agreement Click to read

4

Accept & continue
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[5] Select “Via Smart Access Point”, tap “ i to see more details.
[6] Tap “Continue”.

[7] On the “Panel Addressing” screen, select the mode for the panel. It can be set to “Master
mode” or “Subsidiary mode”. Only one panel can be set to “Master mode” in the same
apartment.

[8] Enter the physical address, e.g. the block number, floor number and apartment number.
= If the panel is set to “Subsidiary mode”, you still need to enter the device number.

= If “Configuration via Welcome APP’s scanning process” is enabled, the physical address of
this panel will be set via the APP.

[9] Tap “Continue”.

{ Configuration Mode

5 ®) Via Smart Access Point
. Via Smart Access Point with Welcome App's scanning

. Panel set-up for single family house (without Smart Access Point)

6

Continue

< Confiauration Mode
=2 Panel Addressing

Addressing

Master Mode
Master mode

Physical Address

Apartment
02

9

Continue

Continue
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[10]On the "IP Addressing" screen, go to “Building network” section, tap "Edit" to access the
corresponding screen.

= Select the connection type, it can be set to "LAN" or "WiFi".

= Select the address type, it can set to "DHCP", "Customizable address" or "ABB Legacy". If
"ABB Legacy" is selected, IP address will be "10.0.x.x".

= Please tap "Save" If the settings have been changed.

[11]Go to "Private network" section, tap "Edit" and carry out the similar operation as “Building
network”.

[12]Tap "Continue".

< IP Addresing

IP Address (i)

10 11
E B

12

Continue

< IP Addresina
=2 Edit Building Network

Connection preferences: ff:

8 Lan . WIFI . Disable

Addressing preferences:

®) DHCP(Default) . ABB Legacy . Customizable address

Continue
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[13]On the “Time & date-” screen, you can carry out this setting at this time or do it later by
pressing “Continue”. For more details, see chapter 8.2.4 “Network settings” on page 57.

[14]There are 4 screens to guide you on how to use the panel.
[15]Tap “Skip” if you are already familiar with the panel.

Now, the dashboard will be displayed on the screen.

< Time & Date

13:55:10

Sun 01-01-2023

Edit Time & Date Continue

Installation name

No new events s 4 p 19°C, few clouds
Events b d Weather p
N 3

Elevator

¥ Main Entrance Camera

Guard unit Intercom Unlock door

see chapter 8.2.6 “Time and date settings” on page 67
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8.1.3 Configuration via SmartAP & APP

Please follow the steps below:
[1] On the “Setup wizard” screen, select the language from the drop-down list.

[2] Tick the check box to accept the licences. Or tap “Click to read” to view the details of the
licence.

[3] Select the region from the drop-down list.
[4] Tap “Accept & continue” to access the next screen.

Setup wizard

Select language Select region

Language Region
English —m

V| Accept license agreement Click to read

V| Accept OSS agreement Click to read

4

Accept & continue
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[5] Select “Via Smart Access Point with Welcome APP”, tap “ i » to see more details.
[6] Tap “Continue”.

[7] On the “Panel Addressing” screen, select the mode for the panel. It can be set to “Master
mode” or “Subsidiary mode”. Only one panel can be set to “Master mode” in the same
apartment.

[8] Tap “Continue”.

{ Configuration Mode

. Via Smart Access Point

5 @ Via Smart Access Point with Welcome App's scanning

. Panel set-up for single family house (without Smart Access Point)

6

Continue

< Confiauration Maode
={z Panel Addressing

Addressing

Master Mode
Master mode

8

Continue

Continue
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[9] On the "IP Addressing" screen, go to “Building network” section, tap "Edit" to access the
corresponding screen.

= Select the connection type, it can be set to "LAN" or "WiFi".

= Select the address type, it can set to "DHCP", "Customizable address" or "ABB Legacy". If
"ABB Legacy" is selected, IP address will be "10.0.x.x".

= Please tap "Save" If the settings have been changed.

[10]Go to "Private network" section, tap "Edit" and carry out the similar operation as “Building
network”.

[11]Tap “Continue”.

< IP Addresing

IP Address (i)

9

11

Continue

< IP Addresina
=2 Edit Building Network

Connection preferences: ff:

8 Lan . WIFI . Disable

Addressing preferences:

®) DHCP(Default) . ABB Legacy . Customizable address

Continue
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[12]On the “Configuration via Welcome APP’s Scanning Process” screen, tap “APP download” if
you have not yet downloaded the APP.

[13]Scan the designated QR code by using your mobile to download the APP, then tap
“Continue”.

Configuration via Welcome App’s Scanning Process

For a quick configuration via scanning, please activate “Configuration Mode” under “Favorites” in the
Welcome APP. Otherwise please continue by clicking on “Setup wizard”.

IP Touch Lite 7

Serial Number : 102807ATFO6DB7C(TFR)

12

0 App download £ Setup wizard

< Confiauration via Welcome Abnn’s Scannina Process

App Download

Android:

For a quick configuration via scanning, please activate “Configuration Mode” under
“Favorites” in the Welcome APP.

Continue

A

Product manual 2TMD042300D0035



[14]Create a building structure on the APP. For more details, see chapter 8.2.4 “Network
settings” on page 57.

[15]Use the APP to scan the QR code on the designated panels. For more details, see
chapter 8.1.4 “Creating a building structure on APP*“ on page 39.

[16]Import the building structure from APP to SmartAP. For more details, see chapter 8.1.5
“Scanning the QR code on the panel” on page 43.

Concerning the steps 14 - 16, if the step has been completed, please move to the next step.

After importing the building structure, SmartAP will set the physical address for the designated
panels and assign the signatures at the same time.

< Configuration via Welcome App’s Scanning Process

For a quick configuration via scanning, please activate “Configuration Mode"” under “Favorites” in the
Welcome APP. Otherwise please continue by clicking on “Setup wizard”.

IP Touch Lite 7

Serial Number : 102807ATFO6DB7C(TFR)

[J App download £ Setup wizard
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[17]0On the “Time & date” screen, you can carry out this setting at this time or do it later by
pressing “Continue”. For more details, see chapter 8.1.6 “Importing the building structure
from APP to SmartAP“ on page 45.

[18]There are 4 screens to guide you on how to use the panel.
[19]Tap “Skip” if you are already familiar with the panel.

Now, the dashboard will be displayed on the screen.

< Time & Date

13:09:30

Sun 01-01-2023

Edit Time & Date Continue

Installation name

@ "
No new events 19 °C, few clouds
Events : . Weather p

Elevator 'Eam'.?.' L Ry [ T -
s -~ b 5 3 Main Entrance Camera

- d__:L N ;*&m

Guard unit Intercom Unlock door

B

see chapter 8.2.6 “Time and date settings“ on page 67
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8.1.4 Creating a building structure on APP

Please follow the steps below:

[1] On the home screen of the APP, tap “ .
[2] Tap “Configuration mode”.
[3] Tap “OK” to access configuration mode.

Favorites Favorites

Notice

Are you sure you want to
switch to configuration mode?

b 4 (0K3

[4] On the “Projects” screen, tap “ ©

[5] On the “Add project” screen, enter the project name.

[6] Select the building type according to the system topology. It must be set to “Building”.
[7] Tap “Add” to create a new project.

[8] Tap the designated project.

Projects Add project

< Projects

Te:
E st 3
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[9] On the designated project screen, tap “ o

[10]On the “Add building” screen, enter the building name.
[11]Enter the building number.

[12]Tap “Add” to create a new building.

Repeat step 9~12 to create multiple buildings.

[13]Tap the designated building.

< <

Add building

Building structure Building structure

01 Building A
- [ | >
Building A

[14]On the designated building screen, tap “ @

[15]On the “Add a floor” screen, select the floor name from the drop-down list. It can be set to
“Floor” or “Ground floor”.

[16]Tap “Add” to create a new floor.
Repeat step 15~16 to create multiple floors for the designated building.

[17]Tap the designated floor.

4 Building A Add a floor < Building A
o
il
MName
Floor o /\
&.Floor

R 4 Floor

Please tap on "+* to add a new floor.
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[18]0On the designated floor screen, tap “ o ” to add a room.
[19]Enter the alias name for the designated room.

[20]Tap “Add” to create a new room.

[21]On the designated floor screen, swipe a room name to the right.

[22]Tap “ ” to create multiple rooms as a batch.

1.Floor Add room
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[23]Enter the duplicate number.

[24]Tap “Duplicate”.

[25]Enter the alias name for each room now or do it later.

[26]Tap “Duplicate”.

[27]0n the designated floor screen, swipe the designated room name to the right.

[28]Tap “ ” to set the alias name for the designated room.

< 1.Floor

Duplicate Jacky Duplicate Jacky

o 01 Jacky >
Jacky_1
, E: Cl 02 Jacky,
()
“ Jacky_2 =
o 0 Jacky2 N
Jacky_3
oy 04 Jacky N

24 ¥ Duplicate 26 ¥ Duplicate
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8.1.5 Scanning the QR code on the panel

Please follow the steps below:

[1] On the designated floor screen, tap the designated room.

[2] On the designated room screen, tap “ e
[3] On the “Add device” screen, scan the QR code displayed on the panel.

£ 1.Floor Add device
o o > -

o 02 Jacky 1 >
o 03 Jacky_2 >
»] 04 Jacky_3 >
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[4] On the “Device” screen, serial number of the device will be displayed.
[5] Check the location.

[6] Check the device type.

[7] Tap “Add” to add a new device.

[8] The result is displayed on the screen if success.

Repeat step 1~7 to add multiple devices.

< -

=y Indoor Station 1
number:103 FO4DB7C

01 Building A ~
1.Floor ~
01 Jacky v

Device Type

Indoor Station hd
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8.1.6

Importing the building structure from APP to SmartAP

= SmartAP can import the building created in the App.
= You can import one building once or several buildings as a batch.

Preconditions
= The APP must be on the same network as SmartAP.
= The building structure has been created in the App.

D [ wetcome App
A\
@ -

Router

Smart Access Point

Importing rule

The building structure will be overwritten according to the rules below:
= A, B, C, D, E, F means the building number.

= B and B+ is the same building number.

= + means the building structure has been changed.

App SmartAP before SmartAP after
B+ A B, C A B+ C

B+, C+ A B, C A, B+, C+

D, EF A B, C A/B,CD,EF

Product manual 2TMD042300D0035
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Commissioning

Importing process

Please follow the steps below:

[1] On the home screen of the SmartAP, click " ¥ .
[2] A pop-up window will appear, please keep the window open and do not click " v ".

INFORMATION

Please open your APP to import the Building Structure

v

[3] On the "Projects" screen of the APP, swipe the designated project name to the right.

[4] Tap" E

[5] Tap the designated SmartAP in the list.

[6] Enter the account and the password of the designated SmartAP.
[7] Tap "OK".

[8] "Upload successfully" will be displayed if successful. Tap "OK".
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Commissioning

[9] On the configuration screen of SmartAP, the project name will be displayed on the screen.
[10]Click " .
[11]Click "Confirm".

IMPORT BUILDING STRUCTURE

INFORMATION

It will averwrite the existing settings. Would like 1o continue?
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Commissioning

[12]The import result will be displayed.
[13]Click "\ " to complete the import process.

INFORMATION

1 2 1 success, 0 failures
L
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8.2 System settings

8.2.1 Accessing the "Settings" screen

On the dashboard, tap ¢ s - to access the “Settings” screen.

My home 22:01 Su 01-01-2023

N

1 new event
Events
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8.2.2

Display settings

1. Accessing the “Display” screen

On the “Settings” screen, tap “Display” to access the corresponding screen.

{ Settings

Display

Sound

~ Network Connections

ime & Date

Access Management

b User Settings

Video Surveillance

0, Intercom List

Program Button

Advanced Settings

(™ Software Update

2. Adjusting the brightness

Please follow the steps below:

15:01 Mon 01-01-2024

SETTINGS SCREENSAVER

m Activate display cleaning mode

Brightness

Display Mode

Color Theme
Dark theme

Temperature

Temperature

° Celsius

[1] On the “Display” screen, tap “Settings”.

[2] Go to the “Brightness” section, drag the scroll bar to adjust the brightness.

% Settings

isplay

]y Sound

©

Network Connections

ime & Date

Access Management

1‘ User Settings

2 Video Surveillance

Intercom List

|:\ Program Button

Advanced Settings

(" * Software Update

Product manual 2TMD042300D0035

.7

1 15:01 Mon 01-01-2024

SETTINGS SCREENSAVER

Activate display cleaning mode

2 Brightness

Display Mode

Color Theme
Dark theme

Temperature

Temperature

® Celsius

.7
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3. Configuring the “Display mode”
Please follow the steps below:
[1] On the “Display” screen, tap “Settings”.

[2] On the “Display mode” section, select the display mode from the drop-down list. It can be
set to “Dark theme” (default) or “Light theme”.

Settings 1 15:01 Mon 01-01-2024

Display SETTINGS SCREENSAVER

Sound
f’gs“) Activate display cleaning mode

Network Connections
Brightness

- o s

Time & Date

Access Management

1| User Settings Display Mode

- Color Theme 2
Video Surveillance Dark theme

0, Intercom List
Temperature

[] Program Button Temperature
® Celsius

03 Advanced Settings

=

(% Software Update

If the display mode is set to “Light theme”, the Ul will be displayed as follows:

¥ Settings 15:01 Mon 01-01-2024 ofa At <)
@ Display SETTINGS  SCREENSAVER
) Sound

i, Activate display cleaning mode

“5  Network Connections

Brightness

@E‘ Time & Date , )
e 2

<o Access Management

,Q\ User Settings Display Mode

Color Theme

&5 Video Surveillance Light theme
0 Intercom List
Temperature
[] Program Button Temperature .
° Celsius

0% Advanced Settings

(™ Software Update
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4. Configuring the unit of “Temperature”
Please follow the steps below:
[1] On the “Display” screen, tap “Settings”.

[2] Go to the “Temperature” section, select the unit from the drop-down list. It can be set to
“Celsius” (default) or “Fahrenheit”.

Settings 15:02 Mon 01-0

Display SETTINGS SCREENSAVER

Sound 1

Network Connections

Activate display cleaning mode

Brightness

Time & Date )
.'.CI):.

Access Management

1| User Settings Display Mode
Color Theme

Video Surveillance Dark theme

Intercom List
- 00000000~ nnn Temperature

[] Program Button Temperature
® Celsius

#33 Advanced Settings

=

(% Software Update
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5. Configuring the screensaver
Please follow the steps below:
[1] On the “Display” screen, tap “Screensaver”.

[2] Go to the “Screen saver mode” section, select the screen saver mode from the drop-down
list. It can be set to “Default images”, “Clock” (default) or “Weather from internet”.

= If “Default images” is selected, there will be 3 built-in images playing in a loop according to
the “Slide interval” setting (default: 10 seconds).

= If “Clock” is selected, there will be a clock displaying the current time at a random location
on the screen.

= If “Weather from internet” is selected, weather information will be displayed at a random
location on the screen. This option is available only when the weather data can be displayed
normally.

[3] Go to the “Start screen saver after” section, set the start time (default: 20 seconds). The
screensaver will start if no operation is carried out within the set time.

[4] Go to the “Turn display off after” section, set the screen off time (default: 2 minutes). The
screen of the panel will be turned off if no operation is carried out within the set time.

Settings
Display SETTINGS  SCREENSAVER 1

Sound Screen Saver Mode 2

Screen Saver
-~ Network Connections Deafault images

. Time & Date

Slide Interval

10 seconds

Access Management

L User Settings Start Screen Saver After 3

Delay in Seconds
H Video Surveillance 20 seconds

Intercom List
Turn Display Off After 4

Delay in Minutes
2 min

: Program Button

§03 Advanced Settings

(™ Software Update
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8.2.3 Sound settings

1. Accessing the “Sound” screen

On the “Settings” screen, tap “Sound” to access the corresponding screen.

Settings 15:05 Mon 01-01-2024

Display

Ringtone Volume

<> ® O

]} Sound
Network Connections

ime & Date

Qutdoor Station Doorbell Ringtone

Ringtone Ringtone
Access Management “ ~
9 Ringtone 1 Ringtone 2

AL User Settings

Intercom Guard Unit

Ringtone Ringtone
- rveil C v ~
40 Video Surveillance Ringtone 3 Ringtone 4

Intercom List q
\/ Repeat ringtone
[ Program Button

Click Sound
Advanced Settings
/| Activate click sound

¥ Software Update

2. Adjusting the ringtone volume
Please follow the steps below:

[1] On the “Sound” screen, go to the “Ringtone volume” section, drag the scroll bar to adjust the
ringtone volume.
Settings 5:05 Mon 01-01-2024

Display

Ringtone Volume

1 < ®

) Sound
Network Connections

Time & Date 5 5
QOutdoor Station Doorbell Ringtone

Ringtone Ringtone
Access Management “ ~
9 Ringtone 1 Ringtone 2

{ User Settings

Intercom Guard Unit

Ringtone Ringtone
N aillane
+0 Video Surveillance Ringtone 3 ¥ Ringtone 4 ¥

Intercom List q
\/ Repeat ringtone
[ Program Button

Click Sound

%2 Advanced Settings
| Activate click sound

(™ Software Update
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3. Configuring the repeat ringtone

Please follow the steps below:

[1] On the “Sound” screen, tick/untick the check box to enable/disable the function.
= Enable (default) = rings repeated ringtone within 30 seconds

= Disable = rings only once

 Settings 15:05 Mon 01-01-2024

Display

Ringtone Volume

< o —

Sound

=~ Network Connections

- Time & Date

Qutdoor Station Doorbell Ringtone

Ringtone Ringtone
Access Management
ag Ringtone 1 Ringtone 2

L User Settings .
0 gs Intercom Guard Unit

. ) Ringtone Ringtone
L Video Surveillance Ringtone 3 v Ringtone 4 v

0, Intercom List

1 /| Repeatringtone

[] Program Button

Click Sound
52 Advanced Settings
| Activate click sound

(™ Software Update

4. Identifying the incoming call devices through the ringtones
Please follow the steps below:

[1] On the “Sound” screen, select the ringtone (built-in 4 ringtones) from the drop-down list. The
panel will ring the designated ringtone during an incoming call to indicate the device type.

Settings 15:05 Mon 01-01-2024

Display
Ringtone Volume
) Sound
<

=~ Network Connections

- Time & Date
QOutdoor Station Doorbell Ringtone

Ringtone Ringtone
Access Management
: L‘J 1

_\_‘ User Settings

Intercom Guard Unit

. ) Ringtone Ringtone
Ly Video Surveillance Ringtone 3 v Ringtone 4 v

0 Intercom List )
! \/ Repeat ringtone

[] Program Button

Click Sound
52 Advanced Settings
/| Activate click sound

(™ Software Update
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5. Configuring the “Click sound”
Please follow the steps below:

[1] On the “Sound” screen, go to the “Click sound” section, tick/untick the check box to
enable/disable the function.

= Enable (default) = plays a sound when the screen is touched.
= Disable = mutes the sound when the screen is touched.

Settings 15:05 Mon 01-01-2024

> Display

Ringtone Volume

<> o

-]) Sound
~ Network Connections

Time & Date

QOutdoor Station Doorbell Ringtone

Access Management Ringtane Ringtona
es5 al el
ag Ringtone 1 v Ringtone 2 ¥

L User Settings 7
0 gs Intercom Guard Unit

. ) Ringtone Ringtone
Video Surveillance Ringtone 3 v Ringtone 4 v

Intercom List .
/| Repeatringtone

[] Program Button

Click Sound

1 \/ Activate click sound

52 Advanced Settings

(™ Software Update
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8.24 Network settings

This chapter applies to “Private network" only.
Accessing the "Network settings" screen
Please follow the steps below:

On the “Settings” screen, tap “Sound” to access the corresponding screen.

Settings 05:03 Mo
Display PRIVATE NETWORK MOBILE APP MYBUILDINGS PORTAL

Sound Network port
WIFI \/ Activate Private Network

=" Network Connections

Time & Date Connect manually

Access Management

Available Networks
4§ User Settings

’-cf;‘ TP-LINK_Jacky

Video Surveillance
° Harry_TP-LINK_5G
0, Intercom List
Alex_XDR3010
: Program Button
YeeShare_f20b

03 Advanced Settings

(™ Software Update
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WiFi settings

If "Private network" is set to "WiFi" during "Setup Wizard" or during "Advanced settings"”, you
can configure WiFi settings here.

Please follow the steps below:
[1] On the “Network connections” screen, tap “Private Network”.
[2] Tick the check box to enable WiFi function.

[3] Select the designated WiFi from the available list or tap “Connect manually” to enter the
WiFi name manually (in case the WiFi name is not found on the list).

[4] Enter the WiFi password.

[5] “DHCP” is enabled by default. You can untick the check box and enter the IP address
manually.

[6] Tap “Connect”.

% Settings 05:03 Mon 22-04-2024
@ Display PRIVATE NETWORK ~ MOBILEAPP  MYBUILDINGS PORTAL

Sound Network port
WIFI 2 / Activate Private Network

Network Connections

. Time & Date Connect manually

Access Management

Available Networks

l‘ User Settings 3

Video Surveillance
U, Intercom List
[] Program Button
Advanced Settings

(" * Software Update

Connect to

Enter Password

6 Connect
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[7] “Connected” will be displayed if successful.

05:13 Mon 22-04-2(
Display PRIVATE NETWORK ~ MOBILE APP
Sound Network port

WIFI

Network Connections

Time & Date Connect manually

Access Management
My Networks
User Settings
—_
—
o]
Video Surveillance
Available Networks

Intercom List

—
—
o]

Program Button

Advanced Settings

" Software Update

Product manual 2TMD042300D0035

MYBUILDINGS PORTAL

\/ Activate Private Network

Connected

] v
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LAN settings

If "Private network" is set to "LAN" during "Setup Wizard" or during "Advanced settings", you
can configure LAN settings here.

Please follow the steps below:
[1] On the “Network connections” screen, tap “Private Network”.
[2] "DHCP" is default value. You can disable it and enter the static address manually.

¥ Settings

@ Display 1RIVATE NETWORK MOBILE APP MYBUILDINGS PORTAL

Sound Network port
LAN

Network Connections

S Time & Date \/ DHCP 2

S _ _

4 User Settings

v Video Surveillance _ _
5 OK
Intercom List -

[] Program Button

52 Advanced Settings

(% Software Update
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8.2.5 MyBuildings settings

There are 2 ways to configure MyBuildings.

1. Accessing MyBuildings portal manually

Please follow the steps below:

[1] On the “Network connections” screen, tap “MyBuildings portal”.
[2] Tap “Login”.

[3] Enter the account, the password and the alias name.

[4] Tap “Login”.

Settings 15:54 Mo 11-09-2023 1

@ Display NETWORK  WELCOME APP  MYBUILDINGS PORTAL
Sound Not logged in

Network connections

Login to myBuildings portal:

2. Login 2

Q.. Time and date
Access management
_ User settings
v Video Surveillance
0, Intercom list
Program button
Advanced settings

(% Software update

X Settings 15:58 Mo 11-09-2023

]
Display
&> myBuildings portal
Sound Login

5 Networl

Time an Login to myBuildings portal:

] Username Password
=5 Access jackycheng003 PP

User set Identify this panel as:
Device name

Video St IP Touch Lite 7

Intercor

Progran

Advanceu scwunys

Software update
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[5] The account name will be displayed if successful.

[6] Tapping “Log out” will disconnect from the MyBuildings portal.

Settings
Display

) Sound
Network connections
Time and date
Access management
User settings

40 Video Surveillance
Intercom list

|:| Program button
Advanced settings

(™ Software update

Product manual 2TMD042300D0035

Mo 11-09-2023

NETWORK WELCOME APP MYBUILDINGS PORTAL

Loggedinas: jackycheng003 5

3409086f-130c-41ff-a420-43574f08cfTe
(Not activated)

2023.09.11 - 2025.09.11

IP Touch Lite 7

Disconnect from myBuildings portal:

Log out 6
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2. Accessing the MyBuildings portal via APP

Precondition

= You are logged in to the APP with the designated MyBuildings account.
= The APP and the panel are on the same network.

Please follow the steps below:

[1] On the “Network connections” screen, tap “Welcome APP”.

[2] Tap “+".

[3] A pop-up window will appear; leave this window open and do not tap “x”.

x, Settings 01:49 Mo 02-01-2023
@ Display NETWORK  WELCOMEAPP  MYBUILDINGS PORTAL
1) Sound 1

Network connections
Q. Time and date
Access management
_ User settings
y Video Surveillance
Intercom list
[] Program button
Advanced settings

(% Software update

X Settings 16:30 Mo 11-09-2023
]
Display
Pairing up via QR code
Sound
" Networl

Time an

= Access

S User set

s Video St

0 Intercor
[J Progran

gggg Advanceu seuuniys

(% Software update
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[4] On the APP home screen, tap “ .
[5] Tap “Pair Devices”.

[6] Tap “IP Gateway/Touch Panel”. Tap
[7] Tap “IP Touch Lite 7”.
[8] Tap “Start Scanning”.

Product manual 2TMD042300D0035

Favorites

IP Gateway/Touch P

+C

Favorites

Panel Models

. Video indoor station 4.3 Wifi

SmartTouch 10

|
By ¢ P Touch Lite 7° 7

D IP Touch 7 & 10

< vay/Touch Panel

1. Open the QR code menu

Pair Devices
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[9] Tap “OK” to give the APP permission to use the camera.

[10]Tap “Add panel to MyBuildings portal” to sync the APP’s MyBuildings account to the panel.

[11]At the same time as adding the MyBuildings portal, the APP will pair the panel.
[12]On the panel screen, tick the designated check boxes to grant the rights for the APP.
[13]On the panel screen, tap “OK”.

[14]0n APP screen, tap “Exit Setting”.

v/Touch P

Add panel to MyBuildings portal Pairing WiFi indoor station
MyBuildings User name: jackycheng003
Friendly name +/ Send pairing request
IP Touch Lite 7

/ Waiting for pairing result

Add panel to MyBuildings portal +/ Congratulations, the pairing is complete!

[ Exit Setting

( Settings 15:21 Mo 11-09-2023

@ Display NETWORK WELCOME APP MYBUILDINGS PORTAL

Sound

688f7211-al4a-47b5-

H Jacky honor abca-89echd49a829
Network connections )

. Rights
Q. Time and date
W/ Incoming Call
Access management

/ Surveillance call

_ User settings \/ Open door

v Video Surveillance \/ Turn on the light 1 2

0, Intercom list \/ Access history

/ Delete history
Program button

& 13
3 Advanced settings

(% Software update
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The weather data will be displayed on the dashboard after the panel is logged into the
MyBuildings portal.

@) Note
The latitude and the longitude also need to be set to obtain the correct weather
data. For more details, see chapter 8.2.6 “Time and date settings“ on page 67.

15:26 Mo 11-09-2023

N 7

1 new event
Events
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8.2.6 Time and date settings
On the “Settings” screen, tap “Time and date” to access the corresponding screen.

X Settings 09:37 Tu 12-09-2023

@ Display Time setting Time zone setting

Time setup Time zone
y SmartAP (UTC+08:00) mmmmmm .. .
]) Sound

\/ Set summertime automatically
S Network connections

@ Time and date
Time Format
24 hours
Access management
Date Format

,ﬂ_\ User settings DD-MM-

First day of week

L rvei| Ci
w2 Video Surveillance Monday

0 Intercom list
Location

|7| Program button Region

E:’é‘:; Advanced settings
i

(% Software update

Longitude

118.04

No. Description
Time server setting
Select the time server from the drop-down list.
1 — Default server = obtain the time data from the preset NTP servers.
— SmartAP = obtain the time data from SmartAP.
— Customize = obtain the time data from the specified NPT server.
— Manual = enter the date and time manually.
2 Select the time zone from the drop-down list.
3 Select the time format from the drop-down list. It can be set to “12 hours” or “24 hours”.
4 Select the date format from the drop-down list.
5 Set the first day for the week. It can be set to “Saturday”, “Sunday” or “Monday”.
6 Select the region from the drop-down list.
7 Latitude
Enter the latitude value according to your location. This setting will affect the weather data.
8 Longitude
Enter the longitude value according to your location. This setting will affect the weather data.
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8.2.7 Changing advanced setting password

Please follow the steps below:

[1] On the “Settings” screen, tap “Access management”.

[2] Tap “Secured areas”.

[3] Tap “Advanced settings”.

[4] Tap “Change pincode”.

[5] Enter the existing password (original password is “345678").
[6] Enter the new password twice.

[7] Tap “OK".

¥ Settings 11:06 Tu 12-09-2023

Display SECURED AREAS OUTDOOR STATION

Sound
- aan Advanced settings - Reset Adv.Setting pincode
= Networl ectio == —

9. Time and date

4 Change pincode

Access management
L User settings
Ly Video Surveillance

\/ Allow remote settings via SmartAP

ntercom list
Program button
Advanced settings

(* Software update

> Settings 11:07 Tu 12-09-2023

1
Display
Advanced settings pincode

Sound
> Networt

Enter old password:
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Time an

Access

Enter new password:
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S User set
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8.2.8 Resetting advanced setting password

Please follow the steps below:

[1] Within 3 minutes when the panel is powered on, on the “Settings” screen, tap “Access
management”.

[2] Tap “Secured areas”.

[3] Tap “Advanced settings”.

[4] Tap “Reset Adv. Setting pincode”.
[5] Tap “Yes’.

Display SECURED AREAS  OUTDOOR STATION

£]) Sound 2

Advanced settings 3 & Reset Adv.Setting pincode

Networl nections
Time and date
Change pincode
Access management
AL User settings
+0 Video Surveillance
\/ Allow remote settings via SmartAP
ntercom list
() Program button
Ej['{jjjg Advanced settings
(% Software update

Settings 20:01 Su01-01-2023
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] Warning

]y Sound Reset advanced settings pincode

R ig pincode
-'é‘. etworl

@m Time an

Do you want to recover the password?
=3 Access

SL User set YES
0 Video St 5
{Q Intercor

(] Program

@ Advanceu scuunya

(* Software update
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8.2.9 Configuring unlock password

1. Enabling the unlock password

Please follow the steps below:

[1] On the “Settings” screen, tap “Access management”.
[2] Tap “Outdoor Station”.

[3] Tick the check box to enable the function (disabled by default).

[4] Enter the unlock password (3...8 digits).

[5] Tap “V".

[6] Re-enter the unlock password (3...8 digits).
[7] Tap “V".

X Settings

Display SECURED AREAS ~ OUTDOOR STATION 2

Sound

3 «/ Use pincode for outdoor station

~ . r new pi E
Network connections Enter new pincode:

S Time and date
Access management
28 User settings
Ly Video Surveillance
0, Intercom list
Program button
Advanced settings
(™ Software update
X Settings 14:59 Tu12-0
Display SECURED AREAS ~ OUTDOOR STATION

Sound .
«/ Use pincode for outdoor station

~ . 2 w pincode:
Network connections Repeat new pincod

S Time and date
Access management
AL User settings
L Video Surveillance
ntercom list
Program button
% Advanced settings

% Software update
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2. Changing the unlock password

Please follow the steps below:

[1] On the “Settings” screen, tap “Access management”.
[2] Tap “Outdoor Station”.

[3] Tap “Change pincode”.

[4] Enter the existing unlock password.

[5] Tap “OK”.

X Settings 14:59 Tu 12-09-2023

@ Display SECURED AREAS  OUTDOOR STATION 2
S |
c]) Soun / Use pincode for outdoor station

= Network connections

@ . "
S Time and date

Access management 1 Change pincode

AL User settings

+0 Video Surveillance
0 Intercom list

(] Program button
Q[ojg Advanced settings
(* Software update

14:59 Tu12-0

’.‘ Time an
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[6] Enter the new unlock password.
[7] Tap “OK".

[8] Repeat the unlock password.
[9] Tap “OK”.

14:59 Tu

Change pincode

Enter new pincode

15:00 Tu12-0

3. Resetting the unlock password

The unlock password will be cleared when the “Resetting user settings” function is carried out.
For more details, see chapter 8.2.14 “Resetting user settings“ on page 78.
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8.2.10 Language setting

Please follow the steps below:

[1] On the “Settings” screen, tap “User settings”.
[2] Tap “Language”.
[3] Select the language from the drop-down list.

X Settings

Display LANGUAGE DOOR COMMUNICATION RESET USER SETTINGS

Sound 2

Language

Network c
Language

English
Time and date
English

Access management
Deutsch

Italiana

User settings 1

Video Surveillance Espafiol

Intercom list Francais
Program button
Advanced settings

Ve

~* Software update
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8.2.11 Automatic snapshots setting

Please follow the steps below:

[1] On the “Settings” screen, tap “User settings”.
[2] Tap “Door Communication”.

[3] Tick the check box to enable the function.

The panel will take 3 snapshots automatically in the 3rd, 5th, 7th second during an incoming call
when this function is enabled.

¥ Settings 20:32 Su 01-01-2023

Display LANGUAGE DOOR COMMUNICATION RESET USER SETTINGS CARD MANAC

Sound . 2
\/ Automatic snapshots

Network connections
o/ Missed call notification

9. Time and date
. Link call with Private IP Actuator

User settings

S _

Video Surveillance

Intercom list

(] Program button

Advanced settings

(* Software update
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8.2.12 Missed call setting

Please follow the steps below:

[1] On the “Settings” screen, tap “User settings”.
[2] Tap “Door Communication”.

[3] Tick the check box to enable the function.

When the function is enabled, g will be displayed on the status bar to indicate the missed
calls.

X Settings 20:32 Su 01-01-2023

Display LANGUAGE DOOR COMMUNICATION RESET USER SETTINGS CARD MANAC

Sound 2

\/ Automatic snapshots

~ Network connections

3 / Missed call notification

Time and date
- Link call with Private IP Actuator

(L User settings

B _

& Video Surveillance

Intercom list

Program button

Advanced settings

(% Software update
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8.2.13 Linking call setting

People with hearing impairments cannot hear the ringing tone of an incoming call. It is
recommended to link the call with a light connected to an IP actuator. The designated light will
turn on during an incoming call when this setting is enabled.

Please follow the steps below:

[1] On the “Settings” screen, tap “User settings”.
[2] Tap “Door Communication”.

[3] Tick the check box to enable the function.

[4] Select “Auxiliary Lock” in this case.

Settings 20: u 01-01-2023

@ Display LANGUAGE DOOR COMMUNICATION RESET USER SETTINGS CARD MANAC

Sound 2

,J Automatic snapshots

Netw io 7 7 7
o/ Missed call notification

Time and date
\/ Link call with Private IP Actuator

=5 Access management

Select Private |P Actuator
Private IP Actuator-01-Auxiliary Lock ¥ 4

) User settings 1

L Video Surveillance

Intercom list

Program button

Advanced settings

% Software update
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[5] On the designated IPA screen of SmartAP, click “Unlock setting”.

[6] On the “Relay lock” section, set “Relay mode” to “Lights”.
[7] Enter the relay time (1....300 seconds).
[8] Click “Save”.

HOME @ & sos @ B DOOR ENTRY SYSTEM
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=)
ceo®
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Rating/BIR RE , i 24VDC, 350mA
ABB-Welcome IP

Sats  Reset

oM Zceskt
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Settings

Unlock setting >
Local firmware update >
Online firmware update b
List of trusted devices >

HoME @ & sos @ B

DOOR ENTRY SYSTEM

Private IPA 008-0402-01

|
|
|
|
|

ua
Y ee9e0ee®

00 OC+ LOCKs LOCK- GND 05 EXT
Ly

IP Actuator/ 5
ing/BERE ;l 24VDC,350mA
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Settings
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Lock-GNE
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DC output(NC) v
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8.2.14 Resetting user settings

Please follow the steps below:

[1] On the “Settings” screen, tap “User settings”.
[2] Tap “Reset user settings”.

[3] Tap “Reset user settings”.

[4] On the pop-up warning window, tap “Yes”.

X Settings 20:33 Su 01-01-2023

Display LANGUAGE DOOR COMMUNICATION RESET USER SETTINGS CARD MANAC

Sound 2

Reset user settings:
= Network connections

[l Resetusersettings 3

9., Time and date
Access management
! User settings 1
Ly Video Surveillance
ntercom list
(J Program button
Advanced settings

(™ Software update

(|
ARD MANAC
A Reset user settings

Be careful

The following data will be lost:

- Display settings
« Sound settings
Wifi settings
All history data, like pictures,recordings etc.

Are you sure?
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The following settings will be restored to the default settings:
= Display settings

= Sound settings

= Unlock password

= History records

The following settings will remain unchanged:
=  WiFi settings

= APP settings

= MyBuildings settings

= Longitude and Latitude settings
= Advanced setting password

= Language setting

= Link call with private IP actuator
= Card management

= Private IPC setting

= Public IPC setting

= Program button setting
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8.2.15 Configuring Outdoor Station cameras

Precondition

= This panel and the designated Outdoor Stations should be in the same building.
1. Add Outdoor Station cameras

Please follow the steps below:

[1] On the “Settings” screen, tap “Video Surveillance”.

[2] Tap “Outdoor Station cameras”.

3] Tap* @

[4] Tap the designated Outdoor Station on the list.
[5] Tap “Add selected” or tap “Add all” to add the cameras.

X Settings 22:15 Tu12-09-2023

&) Sound

IP PRIVATE CAMERAS IP PUBLIC CAMERAS Outdoor Station CAMERAS 2

= Network connections
&5 Timeand date

Access management
AL User settings

- .
Video Surveillance “ﬁ

0 Intercom list
No camera

() Program button Get started by adding a new camera.
C[Ojﬂ Advanced settings
Software update

) About

Add Outdoor Station Cameras

3 Outdoor Station cameras found. Select one:

4 I

F Outdoor Station2

[ GateStation 1

5

Add selected Add ALL Cancel
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2. Removing an Outdoor Station camera

Please follow the steps below:

[1] On the “Settings” screen, tap “Video Surveillance”.
[2] Tap “Outdoor Station cameras”.

[3] Swipe the designate Outdoor Station to the left.

[4] Tap*© ” to remove it.

% Settings 10:31 Fr15-09-2023

Display

Sound 3
Gate Staggion ! 4
Networ ctio - 4 <

Time and date
Access management

4 User settings

Video Surveillance 1

Intercom list

(] Program button

Advanced settings

Vs

~* Software update
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8.2.16 Configuring private cameras

Precondition
= The designated private cameras and the panel should be on the same network.
= The panel supports IP cameras with the Onvif protocol (Profile S).

Topology

Master Subsidiary  Subsidiary
A
A

~

Private camera

Router

[

Outdoor Station
—— CAT.5/IPbusline
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1. Adding private cameras

Please follow the steps below:

[1] On the “Settings” screen, tap “Video Surveillance”.
[2] Tap “IP private cameras”.

[3] Tap*© °

[4] Tap “Automatic search”.

Settings 14:22 Th14-0

]y Sound
IP PRIVATE CAMERAS IP PUBLIC CAMERAS

o Networ ctio 2

L% in ate
o Time and date
Access management

(ﬂ_‘ User settings

Video Surveillance “F/J

ntercom list

No ¢
— Automatic search 4
(1) Program button Get started by i
Advanced settings Entry Manually

r:":',\ Software update 3 e
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[5] Tap the designated camera.
[6] Tap “Add selected”.

[7] Enter the account and password for the camera.

[8] Tap “Connect Camera”.

14:27 Th14-0

< Add Private Cameras

Sound

4 Private cameras found. Select one:

Video St

Add selected

> Connect IP camera
192.168.2.151(

User name
Test

Password

ERAEEEEARE

8

Connect Camera
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[9] Tap “Cancel’ to close the window. Or tap “Add new IP camera” to start adding a new
camera.

[10]Tap the relevant camera.
[11]Surveillance will be initiated in a small window for 120 seconds.

[12]Tap “ @ ” to take a snapshot.

[13]The snapshot will be displayed on the screen. This snapshot will be the cover when the
camera is added to the dashboard.

[14]Enter the alias name for the camera.

Success
192.168.2.151 ( ) Connected

IP camera successfully connected

"192.168.2.151 ( ) " has been successfully
connected and added to the system.

To add additional cameras to the system please select “Add new IP
Camera”.

To terminate the process please select “Cancel” or close the window.

9

Add new IP Camera Cancel

Settings 14:34 Th 14-09-2023

© Display IP PRIVATE CAMERAS IP PUBLIC CAMERAS Outdoor Station CAMERAS 1 3

Sound

B
12

QJ

" Network connections
) Time and date

Access management

L User settings m

. . \/ Default Outdoor Station Camera
Video Surveillance
Name
J, Intercom list Outdoor Station 1

/| Visual doorbell
C] Program button

) Show on dashboard

503 Advanced settings
¢ g IP address: 192.168.2.151
URL: rtsp://192.168.2.151:554 /Streaming/
(* Software update (€
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[15]Tick the check box to set the camera for the default Outdoor Station. You need to set
“Outdoor Station cameras” before implementing this setting. For more details, see
chapter 8.2.15 “Configuring Outdoor Station cameras® on page 80.

[16]Select the designated Outdoor Station from the drop-down list.

[17]Tick the check box to enable the “Visual doorbell” function.

[18]Tap “ @ ” to add the camera to the dashboard. “ ” will be displayed on the screen if

successful. Tap “ @ ” to remove the camera from the dashboard.

X Settings 14:34 Th 14-09-2023

@ Display IP PRIVATE CAMERAS IP PUBLIC CAMERAS Qutdoor Station CAMERAS

£]) Sound
R
= Network connections i
&5 Timeand date
Access management

AL User settings

1 5 \/ Default Outdoor Station Camera

Name

Intercom list Outdoor Station 1
Visual doorbell
(] Program button 1 7 v

e 1 8 ) Show on dashboard
Advanced settings oo an e

168.2.151:554 /Streaming/
017

Video Surveillance

(™ Software update
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2. Removing private cameras

Please follow the steps below:

[1] On the “Settings” screen, tap “Video Surveillance”.
[2] Tap “IP private cameras”.

[3] Swipe the designate camera to the left.

[4] Tap*© ” to remove it.

X Settings 10:41 Fr15-09-2023

Display IP PRIVATE CAMERAS IP PUBLIC CAMERAS

Sound

Networ ctio ) | -A 4
Time and date

Access management

4 User settings
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8.2.17 Configuring public cameras

Precondition

* The designated public cameras have obtained the signatures from SmartAP.
= The designated panel and SmartAP should be on the same network.

= The panel supports IP cameras with the Onvif protocol (Profile S).

Topology

Panel Panel
B IO
PoE switch

Panel Panel
) o o s [ s
PoE switch

Panel Panel
) o e s [ s
PoE switch

Panel Panel
. o ] e ] o o
PoE switch

I I |7 - Public camera
SmartAP

o I I s
PoE switch

Outdoor Station
—— CAT.5/IPbusline
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1. Adding public cameras

Please follow the steps below:

[1] On the “Settings” screen, tap “Video Surveillance”.
[2] Tap “IP public cameras”.

3] Tap* @,

Settings

]9 Sound
IP PRIVATE CAMERAS IP PUBLIC CAMERAS

Network connections 2

Time and date
Access management

4§ User settings

- 00000 "
Video Surveillance 1 “\f/)

Intercom list

No camera

(] Program button Get started by adding a new camera.

Advanced settings

Software update g 3

) About
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[4] Tap the designated camera on the list.

[5] Tap “Add selected” or tap “Add all” to add the cameras.

[6] Tap the designated camera.

[7] Surveillance will be initiated in a small window and last for 120 seconds.

[8] Tap*“ @ ” to take a snapshot.

[9] The snapshot will be displayed on the screen and it will be used as the cover when the
camera is added to the dashboard.

[10]Enter the alias name for the camera.

Add Public Cameras

Time an 1 Public cameras found. Select one:

a

5

Add selected Add ALL Cancel

14:34 Th 14-09-2023

@ Display IP PRIVATE CAMERAS IP PUBLIC CAMERAS Outdoor Station CAMERAS

1 General 6

Sound
= Network connections
Time and date

Access management

Name

L User settings General

5 Video Surveillance J Default Outdoor Station Camera

Name

{ Intercom list Outdoor Station 1

(] Program button ) Show on dashboard

E[E:)Tg Advanced settings

7

(¥ Software update
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[11]Tick the check box to set the default camera of the Outdoor Station. “Outdoor Station
cameras” needs to be set before this setting. For more details, see chapter 8.2.15
“Configuring Outdoor Station cameras” on page 80.

[12]Select the designated Outdoor Station from the drop-down list.

[13]Tap “ @ ” to add the camera to the dashboard. Tap “ @ ” to remove the camera from the
dashboard.

Settings 14:34 Th 14-09-2023

Display IP PRIVATE CAMERAS IP PUBLIC CAMERAS Qutdoor Station CAMERAS

Sound .
. s General
‘=" Network connections
Q.- Time and date
Access management

. Name
i1Y User settings General

Video Surveillance 1 1 \/ Default Outdoor Station Camera

Name

Intercom list Qutdoor Station 1

: Program button 1 3 ) Show on dashboard

Advanced settings

(% Software update
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2. Removing public cameras

Please follow the steps below:

[1] On the “Settings” screen, tap “Video Surveillance”.
[2] Tap “IP public cameras”.

[3] Swipe the relevant camera to the left.

[4] Tap*© ” to remove it.

% Settings 10:36 Fr15-09-2023

Display IP PRIVATE CAMERAS IP PUBLIC CAMERAS

Sound 2
7 5 General 1 4
Networ ctio 4 =

Time and date
Access management

4 User settings

Video Surveillance 1

Intercom list

Program button

Advanced settings
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~* Software update
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8.2.18 Configuring intercom list

1. Adding an intercom

Please follow the steps below:

[1] On the “Settings” screen, tap “Intercom list”.

[2] Tap “Intercom list”.

(3] Tap*“ Q-

[4] Select the device type. It can be set to “Intercom (external)”, “Intercom (Internal)” or “Guard

Unit”.

[5] Enter the physical address of the object device.

[6] The device name will be generated automatically. You can also enter the alias name.

[7] Tap “Save & close”.

Settings
Display
]y Sound

= Network connections

. Tin E
o Time and date
Access management

rE:]*\ User settings

+2 Video Surveillance

Intercom list 1

(] Program button
E[E:)'jjg Advanced settings

(* Software update

09:41 Fr15-09-2023

INTERCOM LIST 2

09:43 Fr1l
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Device name
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01
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[8] Tap the relevant intercom.
[9] Tap “Edit details” to edit the settings.

[10]The intercom will be added to the dashboard automatically. Tap “ @ ” to remove it from the
dashboard.

09:43 Fr 15-09-2023

£]) Sound
INTERCOM LIST

& Networ

Indoor Station 008-01-01 8
Q5 Timeand date
Access management

er settings

+0 Video Surveillance

Edit details 9

ntercom list

() Program button 1 0 ) Show on dashboard

3 Advanced settings
Software update

(i) About
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2. Removing an intercom

Please follow the steps below:

[1] On the “Settings” screen, tap “Intercom list”.
[2] Tap “Intercom list”.

[3] Swipe the relevant intercom to the left.

[4] Tap*© ” to remove it.

Settings

Display INTERCOM LIST 2

Sound
A Guard Unit 1 3 L (

Networl .
Indoor Station 008-Q

9. Time and date
Access management

4 User settings
Edit details

Video Surveillance
[} Show on dashboard
0, Intercom list 1

Program button

3 Advanced settings

(* Software update
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8.2.19 Configuring program buttons

1. Adding a program button

Please follow the steps below:

[1] On the “Settings” screen, tap “Program button”.
[2] Tap “Program button”.

(3] Tap*“ O

[4] Select the type from the drop-down list. It can be set to “Lock” or “Light”.
[5] Select the associated device from the devices list.
[6] Enter the alias name for the program button.

Settings 10:46 Fr15-09-2023

@ Display PROGRAM BUTTON  DOOR COMMUNICATION SCREEN
£]) Sound 2
= Network connections

. Time and date
<3 Access management

(L User settings

Video Surveillance No program button
Get started by adding a new button.

0, Intercom list

: Program button 1

. +
§03 Advanced settings 3

=

" Software update
10:47 Fr15-
]

[0 Add new program button

Devices List

 Time an Private IP Actuator 1

/

) Program Save & close
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[7] Tap the designated program button.
[8] Tap “Edit details” to edit the settings.

[9] The program button will be added to the dashboard automatically. Tap “ @ ”to remove it
from the dashboard.
X Settings 10:48 Fr15-09-2023
@ Display PROGRAM BUTTON DOOR COMMUNICATION SCREEN

£]) Sound
Light1 8

= Networ nections
Time and date

<o Access management

AL User settings

9 Edit details
1 0 ) Show on dashboard

+0 Video Surveillance

Intercom list

Program button

Advanced settings

(% Software update
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2. Removing a program button

Please follow the steps below:

[1] On the “Settings” screen, tap “Program button”.
[2] Tap “Program button”.

[3] Swipe the relevant program button to the left.

[4] Tap*© ” to remove it.

X Settings 10:48 Fr15-09-2023
Display PROGRAM BUTTON DOOR COMMUNICATION SCREEN
Sound .

e | e 3 oo 4

Networ ections
Time and date
Access management

4 User settings

Edit details

Video Surveillance

) Show on dashboard
Intercom list

] Program button 1

Advanced settings
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~* Software update
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3. Adding program buttons to the door communication screen
Please follow the steps below:

[1] On the “Settings” screen, tap “Program button”.

[2] Tap “Door communication screen”.

[3] Default value is “None”.

[4] Select the designated program button from the drop-down list.

[5] The designated program button will be displayed on the door communication screen.

Up to 2 program buttons can be added to the door communication screen.

X Settings 10:51 Fr15-09-2023

Sound

PROGRAM BUTTON DOOR COMMUNICATION SCREEN 2

" Network connections

5 Time and date Select one of each type of the programmable
buttons to be utilized in the call pages:

~® Access management
User settings a-
+

Video Surveillance o,
=0z

Intercom list
Program button 1

E:o:g Advanced settings

.;—j Software update

(i) About
\J/

[\ Video Surveillance

Outdoor Station 1
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8.2.20 Software update

Please follow the steps below:

[1] On the “Settings” screen, tap “Software update”.

[2] The current software version will be displayed on the screen.

[3] Tick the check box to enable the download function.

[4] Tap “Check for update”.

[5] The new version will be displayed on the screen.

[6] A release note for the new version will be displayed on the screen.
[7] Tap “Download”.

% Settings : u 01-01-2023

]y Sound

'.é: Network connections 2
Software version: V0.94 (20230906)

- Time and date

3 / Check and download automatically

Access management
0, User settings 4 (™ Check for update
Video Surveillance
J, Intercom list
: Program button
Advanced settings

(% Software update 1
(i) About
( Settings 20:50 Su (

und

Software update

Online

7 ., Download
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[8] It will take a little while to download the new software. Please ensure that the panel has
connect to the internet.

[9] Tick the check box to accept the licence.
[10]Tap “OK".

Software update

Installing...

Installing..

Video Si Reboot...

Softwar

About

Su 01-01-202!

& ¥

Software update
Licence agreement End User-agreement

No new &
=i IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT CAREFULLY BEFORE CONTINUING WITH THIS PROGRAM

Outdoor S INSTALL

This End-User License Agreement ("EULA") is a legal agreement between you
(either an individual or a single entity) and ABB Xiamen Smart Technology
Co., Ltd. or its affiliates (the “Company”) for the "SOFTWARE PRODUCT".
SOFTWARE PRODUCT means the machine readable (object code) version of
the computer programs including firmware, any copies made, bug fixes for,
updates to, or upgrades thereof, and associated software components,
media, printed materials, and "online" or electronic documentation.. “Use” or
“Using” means to download, install, copy, activate, access or otherwise use

9 \/ Accept license agreement

10
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[11]“Installation successful!” will be displayed on the screen if successful.
[12]Tap “Close window”.

21:06 Su01-01
_& ¥
Software update
Installation successfull
No new e
Events G
Installation successful!

Outdoor S V9.99_20230906

X Close window 'I 2
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8.2.21 About

1. Viewing the status of the network

Please follow the steps below:

[1] On the “Settings” screen, tap “About”.

[2] Tap “Network”.

[3] “Community network” data and “Private network” data will be displayed on the screen.

Settings

]) Sound

Network Connections
Q.. Time & Date
Access Management
1N User Settings
v Video Surveillance
Intercom List
[] Program Button
52 Advanced Settings

Software Update

About 1
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NETWORK COMMON

Building Network Private Network

Network port WIFI Network port
IP-Address 192.168.88.12 IP-Address

Subnet Mask 255.255.255.0 Subnet Mask

Default Default
Gateway R Gateway

DNS 192.168.88.91 DNS

MyBuilding Portal

Logged in as jackycheng003
Device ID 706a84be-d5b4-49d4-8421-3e7384ea5¢cT0
Subscription (Not activated)

Device Name IP Touch Lite 7
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2. Viewing the status of MyBuildings portal

Please follow the steps below:

[1] On the “Settings” screen, tap “About”.

[2] Tap “Network”.

[3] “MyBuildings portal” data will be displayed on the screen.

Settings

]) Sound
Network Connections
Time & Date
Access Management

9. | User Settings

+5 Video Surveillance

Intercom List

|j Program Button

Advanced Settings

(% Software Update

About 1

Product manual 2TMD042300D0035

04:34 Mon 22-04-2024

NETWORK COMMON

Building Network Private Network

Network port WIFI Network port
IP-Address 192.168.88.12 IP-Address

Subnet Mask 255.255.255.0 Subnet Mask

Default Default
Gateway Emitna e Gateway

DNS 192.168.88.91 DNS

MyBuilding Portal

Logged in as jackycheng003 3
Device ID 706a84be-d5b4-49d4-8421-3e7384ea5¢T0

Subscription (Not activated)

Device Name IP Touch Lite 7
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3. Viewing the basic information

Please follow the steps below:

[1] On the “Settings” screen, tap “About”.

[2] Tap “Common”.

[3] The following basic information will be displayed on the screen.

Physical address

Master mode

Community network address & private network address
Firmware version & hardware version

Serial number

Signature

Licence agreement

% Settings 04:35 Mon 22-04-2024

]) Sound
NETWORK COMMON 2

=" Network Connections
Common

Time & Date
Indoor Station Address 001-0101-01

Access Management Master Mode Master
IP- Building Network Addr. 192.168.88.12

User Settings IP- Private Network Addr.

Video Surveillance

Firmware Version 3 HGI29_Main_V1.10_20240311_MP_X2000

Hardware Version HGI29_Main_V1.00_20230922_MP

. Serial Number 10280TATFO6DBTC(TFR)
Intercom List
Signature TT97TEECACO11C48B

Program Button PKI Certificate 2023-08-16 02:00:00 - 2026-08-16 01:59:59

Advanced Settings .
Show license agreement

‘::, Software Update

About 1

Software & User agreements

Product manual 2TMD042300D0035
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8.3 Advanced settings

8.3.1 Accessing the "Advanced settings" screen

Please follow the steps below:

[1] On the “Settings” screen, tap “Advanced settings”.

[2] Enter the advanced password (The system default advanced password is 345678). The
user must change this when accessing the advanced settings for the first time. For more
details, see chapter 8.2.7 “Changing advanced setting password“ on page 68.

X Settings 13:23 Fr 15-09-2023
@ Display
Enter advanced settings pincode:
Sound
=~ Network connections
S, Time and date
5 Access management
L, User settings
L Video Surveillance

0, Intercom list

(] Program button

Advanced settings 1

(™ Software update
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8.3.2 Configuring the physical address

Please follow the steps below:
[1] On the “Advanced settings” screen, tap “Panel’”.

[2] Select the device mode from the drop-down list. It can be set to “Master mode” or
“Subsidiary mode”.

= Only one panel can be set to “Master mode” in the same apartment.

[3] Go to “Physical address” section, tap “ ” to set the physical address.

> Settings 04:35 Mon 22-04-2024

]) Sound

PANEL ’I ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

%" Network Connections
Addressing
me & Date Master Made
Master mode

Access Management

28 User Settings Enable trusted devices function
Video Surveillance
Physical Address
) Intercom List
[] Program Button
o2 Advanced Settings

(%) Software Update

";:j About
=12 Set Device Details

Physical Address

Block Apartment
001 01

Floor

oL

Save & Close
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8.3.3

Configuring the IP address

Please follow the steps below:

[1] On the “Advanced settings” screen, tap “Panel’”.

[2] Go to “IP Address” section, tap “ ” .to configure the IP Address.

[ Settings

Display

]) Sound

= Network Connections

me & Date

Access Management

i User Settings

Video Surveillance

0, Intercom List
[J Program Button
s03 Advanced Settings

(* Software Update

Select the connection type, it can be set to "LAN" or "WiFi".

Select the network type, it can set to "DHCP", "Customizable address" or "ABB Legacy".
If "ABB Legacy" is selected, IP address will be "10.0.x.x".

Tap "Save" to save the changing.

04:36 Mon 22-04-2024

PANEL ACTUATORS QUTDOOR STATIONS TRUSTED DEVICES

1

Addressing

Master Mode
Master mode

Enable trusted devices function

Physical Address

IP Address

Connection preferences:

. LAN

Setting

Addressing preferences:

@) DHCP(Default)

Product manual 2TMD042300D0035

. ABB Legacy . Customizable address
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8.34 Configuring the trusted devices

This function applies to single family house application.

Master panel will create a certification and assign the certificates to other devices on the same
home networks (e.g. 2nd outdoor station, private IP actuator and subsidiary indoor station).
Only IP pushbutton outdoor station and mini Outdoor Station can be supported in this case.

Only the master panel can carry out this function.

Light Master Subsidiary  Subsidiary
&
N
IPActuator

Private camera

e

2nd Outdoor Station
—— CAT.5/IPbusline
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1. Enabling the trusted function
Please follow the steps below:

[1] On the “Advanced Settings” screen, ensure “Enable trusted devices function” is enabled.
The function will be enabled if you select "Configuration without SmartAP" in the wizard
setup.

Settings 08:07 Wed 01-11-2023

]) Sound
PANEL ACTUATORS QOUTDOOR STATIONS TRUSTED DEVICES

~ Network Connections
Addressing

- Time & Date Master Mode
- Master mode v

Access Management

L, User Settings Set physical address

L Video Surveillance
Enable trusted devices function | [ ]

Intercom List

Program Button Physical Address
Advanced Settings _

(% Software Update
= IP Address

About

2. Accessing the “Trusted devices” screen.
Please follow the steps below:

[1] On the “Advanced Settings” screen, tap “Trusted Devices” to access the corresponding
screen.

[2] The master panel will be displayed on the screen by default.

> Settings 08:09 Wed 01-11-2023

]y Sound
PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES 1

=~ Network Connections

@_ Time & Date Trusted Devices 2 Device Details:

Indoor Station-01
Access Management
4 User Settings
Ly Video Surveillance
Intercom List
Program Button

Advanced Settings

Software Update

) About
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3. Adding devices via search

Please follow the steps below:

[1] On the “Trusted Devices” screen, tap “ @

[2] Select “Automatic search”.

[3] The devices in the same home network will be displayed on the list.
[4] Tap “Continue”.

Settings 08:35 Wed 01-11-2023
> Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

Sound

Trusted Devices Device Details:
" Network Connections
Indoor Station-01

., Time & Date
Indoor Station-02

Access Management

User Settings

Video Surveillance
Automatic search 2

Entry manually

Intercom List
() Program Button
Advanced Settings

" Software Update

Add Trusted Devices

3 devices have been added to the list :

Indoor Station-01

Indoor Station-02 3

2nd 05-01

4

Continue

Advanceu ociunya

Product manual 2TMD042300D0035
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[5] Tap “Trust All".
[6] All trusted devices will be displayed on the screen.

[7] l@ will be displayed on the right to indicate the 2nd Outdoor Station or IP Actuator.

Trust device

Trusting all devices

By clicking on the Trust Button, the all devices will be trusted.

This authentication will allow the Indoor Station panels in the system to grant the
Outdoor Station devices and IP Actuator devices the authorisation to unlock the door.

5

Trust All Cancel

Nceu scunys

Settings 08:37 Wed 01-11-2023
Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES
Sound

Trusted Devices Device Details:

" Network Connections
Indoor Station-01

Time & Date —h
B ————— Indoor 5t

Access Management

2nd 05-01
User Settings
Video Surveillance Trust all devices
Intercom List
Program Button

Advanced Settings

pdate
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4. Adding the device manually

Please follow the steps below:

[1] On the “Trusted Devices” screen, tap “ o
[2] Select “Entry manually”.

[3] Select the device type from the drop-down list. It can be set to "2nd OS", "Private IP
actuator" or "Indoor station".

[4] Enter the device number.
[5] Enter the serial number.

[6] If the device is connected to the router in the same apartment, then this function should be
disabled.

[7] Tap “Save & Close”.

{ Settings 08:27 Wed 01-11-2023
@ Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

) Sound
Trusted Devices Device Details:

" Network Connections
Indoor Station-01

“ Time & Date
Indoor Station-02

=3 Access Management

0 Ue .
AL User Settings

+0 Video Surveillance

Automatic search

), Intercom List

_ Entry manually
Program Button

Advanced Settings

ndate

Manually add Trusted Devices

Device Type

2nd 0S

Serial Number

101807ATF0296C0

. In community network 6

Cancel Save & Close

Ceu seLumys

Product manual 2TMD042300D0035
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[8] The designated device has been added to the list.
[9] Tap “Trust all devices” as the new device is not yet a trusted device.
[10]Tap “Trust All".

Settings 6 Wed 01-11-2023

Display PANEL ACTUATORS QUTDOOR STATIONS

]) Sound

Trusted Devices Device Details:
"E? Network Connections
Indoor Station-01

Time & Date
Indoor Station-02

2nd 0S-01 8

Video Surveillance Trust all devices

Access Management

User Settings

Intercom List

Program Button

Advanced Settings

Y Software Update

Trust device

Trusting all devices

By clicking on the Trust Button, the all devices will be trusted.

This authentication will allow the Indoor Station panels in the system to grant the
Outdoor Station devices and IP Actuator devices the authorisation to unlock the door.

10

Trust All Cancel

NCeu sciunya
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[11]The designated device is now a trusted device, and @ will be displayed on the right to

indicate the 2nd Outdoor Station or IP Actuator.

[12]“Trust all devices” will be enabled if all devices have been set to trusted.

Sound

=~ Network Connections

- Time & Date

Access Management
4 User Settings
Ly Video Surveillance
ntercom List
Program Button
Advanced Settings

(* Software Update

5. Removing the trusted device

Please follow the steps below:

08:37 Wed 01-11-2023

PANEL ACTUATORS QUTDOOR STATIONS

Trusted Devices

Indoor Station-01

Indoor Station-02

2nd 0S-01

Trust all devices

TRUSTED DEVICES

Device Details:

[1] On the “Trusted Devices” screen, swipe the relevant device to the left.

[2] Tap*© m ” to remove the device.

ettings

Display

Sound

~ Network Connections

ne & Date

Access Management

User Settings

L Video Surveillance

ntercom List

Program Button

Advanced Settings

* Software Update

Product manual 2TMD042300D0035

08:38 Wed 01-11-2

PANEL ACTUATORS QUTDOOCR STATIONS

Trusted Devices

Indoor Station-01

Indoor Station-02

25-01 1

Trust all devices

TRUSTED DEVICES

Device Details:
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8.3.5 Configuring the "Manual snapshot" function

If this function is enabled, you can take snapshots during door communication.
Please follow the steps below:

[1] On the “Advanced settings” screen, tap “Panel”.

[2] Go to the “Options” section.

[3] Tick the check box to enable the function.

[4] Tap “X Settings” to exit the setting.

[5] Tap “OK” to save the change.

14:07 Fr 15-09-2023

@ Display PANEL 1ACTUATORS OUTDOOR STATIONS

£]) Sound

Options 2

3 ‘/ Manual snapshot . Manual video recording

. Auto Unlock - Delete call History

= Network connections
&5 Timeand date
Access management

0 Us i
AL User settings 5
Default guard unit

e
1

0 Intercom list

Reset panel option
(] Program button

Reset to factory setting
Ej[o]j; Advanced settings

(™ Software update

Warning
PANEL

Do you want to save the change?
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[6] After the setting, “ S~ will be displayed on the door communication screen. You can tap
the icon to take snapshots as you need. A maximum of 3 snapshots can be taken for each
door communication.

Video Surveillance

0

Outdoor Station 1
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8.3.6 Configuring the "Manual video recording" function

If this function is enabled, you can record a video during door communication.
Please follow the steps below:

[1] On the “Advanced settings” screen, tap “Panel’.

[2] Go to the “Options” section.

[3] Tick the check box to enable the function.

[4] Tap “X Settings” to exit the setting.

[5] Tap “OK” to save the change.

14:34 Fr 15-09-2023

@ Display PANEL ACTUATORS OUTDOOR STATIONS

£]) Sound 1 Options 2

. Manual snapshot \/ Manual video recording 3

= Network connections
@lﬂ Time and date . Auto Unlock . Delete call History

Access management

Default guard unit

altetois
- 1

+0 Video Surveillance

0 Intercom list Reset panel option

Reset to factory setting
E| Program button

Ej['djj; Advanced settings

(™ Software update

Warning
PANEL

Do you want to save the change?
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[6] After the setting, “ *™ ” will be displayed on the door communication screen. You can tap
this icon to start record a video. Maximum 120 seconds video can be recorded for each call.

Video Surveillance

Il

Outdoor Station 1
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8.3.7 Configuring the "Auto unlock" function

If this function is enabled, the panel will release the lock on the Outdoor Station automatically
after 5 seconds during an incoming call.

This function can only be set on the “Master mode” panel.

Please follow the steps below:

[1] On the “Advanced settings” screen, tap “Panel’.

[2] Go to the “Options” section.

[3] Tick the check box to enable the function.

[4] Tap “X Settings” to exit the setting.

[5] Tap “OK” to save the change.

Settings

@ Display

]9 Sound
"= Network connections

()

@Iﬂ Time and date

Access management

’,Eﬁl‘\ User settings

+«2 Video Surveillance

Intercom list

() Program button

Advanced settings

(* Software update

Warning

1 Time an

Product manual 2TMD042300D0035

08:43 Mo 18-09-2023

PANEL ACTUATORS OUTDOOR STATIONS

Options 2

. Manual snapshot

3 o/ Auto Unlock

Default guard unit
Guard unit address
1

Reset panel option

. Manual video recording

. Delete call History

Reset to factory setting

Do you want to save the change?
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[6] On the “Settings” screen, tap “User settings”.

[7] Tap “Door communication”.

[8] Tick the check box to enable the function.

[9] Select the unlock mode.

= Automatically unlock = automatically unlock at any time, skip the subsequent steps.

= Auto-unlock programmable timer = automatically unlock at the specific time, continue from

step 10.

[10]If “Auto-unlock programmable time” is selected, tap “ °

_ Settings

@ Display

£]) Sound
Network connections
Time and date

Access management

User settings 6

L Video Surveillance
Intercom list
(] Program button
Advanced settings

(™ Software update

@ Display

Sound
Network connections
Time and date
Access management
User settings

L Video Surveillance
Intercom list
Program button
Advanced settings

e

* Software update

Product manual 2TMD042300D0035

08:43 Mo 18-09-2023

LANGUAGE DOOR COMMUNICATIQ7 RESET USER SETTINGS

J Automatic snapshots

o/ Missed call notification

\/ Link call with Private IP Actuator

Select Private |P Actuator

Private IP Actuator-01-Auxiliary Lock v

8 ,J Auto-unlock functions

9

. Automatically unlock

®  Auto-unlock programmable timer

CARD MANAC

Friday 3:58 - 14:58

08:44 Mo 18-09-2023

LANGUAGE DOOR COMMUNICATION RESET USER SETTINGS

o/ Missed call notification

\/ Link call with Private IP Actuator

Select Private IP Actuator

Private IP Actuator-Ol-Auxiliary Lock v

\/ Auto-unlock functions
. Automatically unlock

® Auto-unlock programmable timer

Friday

CARD MANAC
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[11]Set “Start time” and “End time”.

[12]Select the designated days.

Tap the designated day to select it or invert the selection.
Tap “Weekdays” to select 5 working days together.

Tap “Weekend” to select “Saturday” and “Sunday” together.

[13]Tap “ o ” to complete the setting.
[14]Ensure the function is enabled.

=)
[15]“ @ ” will be displayed on the status bar if the function is activated.

@ Edit auto-unlock time slot

Start time End time On Which days?

ork

Monday Tuesday  Wednes...

il Time an

1 1 Thursday Friday

Weekdays

12

> Settings 08:46 Mo 18-09-2023

Display LANGUAGE DOOR COMMUNICATION RESET USER SETTINGS

Sound
J Link call with Private IP Actuator

" Network connections
Select Private IP Actuator
Private IP Actuator-01-Auxiliary Lock v

@~ Time and date

o/ Auto-unlock functions
Access management
. Automatically unlock
User settings
®  Auto-unlock programmable timer
Video Surveillance

3:58 - 14:58
), Intercom list Friday 13:58 - 14:58

. Monday-Friday 08:00 - 18:00
Program button

I

§03 Advanced settings

+

(¥ Software update

Product manual 2TMD042300D0035

ARD MANAC

CARD MANAC
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8.3.8 Configuring the "Delete call history" function

Call history records cannot be removed by default.
Please follow the steps to enable the delete function.
[1] On the “Advanced settings” screen, tap “Panel’.
[2] Go to the “Options” section.

[3] Tick the check box to enable the function.

[4] Tap “X Settings” to exit the setting.

[5] Tap “OK” to save the change.

11:05 Mo 18-09-2023

@ Display PANEL ACTUATORS  OUTDOOR STATIONS

<y Sound 1 R

= Network connections
Options

@lﬂ Time and date . Manual snapshot . Manual video recording
Access management . Auto Unlock 3 /| Delete call History
AL User settings
. Default guard unit
+0 Video Surveillance g

- Guard unit address
" ) 1
O, Intercom list

() Pregram button Reset panel option
Ejrdj; Advanced settings Reset to factory setting
Y,

(™ Software update

Warning
PANEL

Do you want to save the change?

Product manual 2TMD042300D0035 | 123



[6] On the dashboard, tap the “Events” module.
[7] On the “Notification center” screen, swipe the relevant record to the left.

[8] Tap*“ &% ” to remove the record.
[9] Tap “Delete all” to remove all the history records.

11:05 Mo 18-09-2023

5 new events
Events

General 20 3 Guard Unit 1

)

HIKVISION DS-2DC7320IW-A Lightl

¢ Notification center 11:05 Mo 18-09-2023

CALL HISTORY

15-09-2023
14:34

Outdoor Station 1 7

15-09-2023 .
14:07 Outdoor Station 1
15-09-2023

13:55 Outdoor Station 1

15-09-2023 HIKVISICN
13:40 DS-2DC7320IW-A

15-09-2023

13:39 Outdoor Station 1

15-09-2023

13:39 Outdoor Station 1

15-09-2023 HIKVISICN
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8.3.9 Configuring the address of default Guard Unit

Please follow the steps below:

[1] On the “Advanced settings” screen, tap “Panel’.
[2] Go to the “Default Guard Unit” section.

[3] Enter the address (1...32).

[4] Tap “X Settings” to exit the setting.

[5] Tap “OK” to save the change.

An SoS message will be sent to the default Guard Unit when it is triggered.

X Settings 11:18 Mo 18-09-2023

<@ Display ANEL  ACTUATORS OUTDOOR STATIONS

£]) Sound Options

) Manual snapshot Manual video recording
= Network connections v v

@m Time and date o/ Auto Unlock /| Delete call History

Access management 2
Default guard unit

i
- 1

+0 Video Surveillance

O Intercom list Reset panel option

Reset to factory setting
E| Program button

Advanced settings

(™ Software update

Warning
PANEL

Do you want to save the change?

Cancel

Product manual 2TMD042300D0035 | 125



8.3.10 Restoring to factory default

Please follow the steps below:

[1] On the “Advanced settings” screen, tap “Panel’.
[2] Go to the “Reset panel option” section.

[3] Tap “Reset to factory setting”.

[4] Tap “Yes’.

X Settings 11:24 Mo 18-0

Display T\NEL ACTUATORS  OUTDOOR STATIONS

Sound Options
o ) . Manual snapshot . Manual video recording
~ Network connections

Time and date . Auto Unlock \/ Delete call History

Access management

Default guard unit

User settings Guard unit adress
- 1
Ly Video Surveillance
Reset panel option 2

Reset to factory setting 3

Intercom list
Program button

07 Advanced settings -

(™ Software update

A Resetoption

Be careful

All system set ups will be lost:

Please be aware that by clcking YES, all system set ups will be lost, and
the panel will be returned to factory settings.

Are you sure?

Product manual 2TMD042300D0035
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8.4 Configuring the IP Actuator

IP Actuator can be configured via this panel. Please see the product manual of IP Actuator for

more details.
Settings
Display
) Sound
> Cloud Connections
Time & Date
Access Management
User Settings
2 Video Surveillance
» Intercom List
) Program Button
3 Advanced Settings
Software Update

About

Product manual 2TMD042300D0035

01:37 pm Sat 2018-12-01 L; -

BUILDING AUTOMATION ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

IP Actuator Device Setting

Set device details
Power Lock

Output Mode o Unlock Time(s)
ACoutput 5

Relay Lock

ety Type Tumonbight g
Turn onthe light 30 seconds

Lock Management

Link Exit Button with Lock

Power lock /| Report when unleck

Door Status

_ - Dosrstatus detection

Device Version: HGMS51_V1.17_20240304_PP_STM32F407VE
Serial Num: 104000CDEOL7FEE(KZU)
Signature :  4CCATDO6C37F69A8
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8.5

Configuring the Outdoor Station

The IP pushbutton Outdoor Station and mini Outdoor Station can be configured via this panel.
Please see the product manual of the related Outdoor Station for more details.

X Settings 01:38 pm Sat2018-12-01 (§

@ Display PANEL BUILDING AUTOMATION ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

]) Sound
Device Setting
Cloud Connections
v Set device details

95 Time & Date

= Access Management Lock Management

Unlock Type When Swiping

ser Settings Default Lock

iy veil Default Lock Subsicary Lock
+2 Video Surveillance 1P Actuator NO-NC.COM

Locktype of IP Actuator

O Intercom List Power lock
wer loc

(O Program Button Device
o1

Ao s P
5 5

oftware Update

Bout Door Alarm

[l oetectionalarm W 7emper proofalarm

Product manual 2TMD042300D0035
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9 Operation

9.1 Dashboard

9.1.1 Dashboard overview

My home 14:16 Tu 19-09-2023

b

© 2!‘ Neﬁja. o)

5 new events
Events Assistance

~—

General 3 20000 58 Guard Unit 1

No. Description
1 There are 2 screens available for use, the second screen is empty by default.
The three main functional modules are always fixed at the top of the first screen.
* Events; this indicates if there is a new event, for instance, you are receiving a call, or you
5 have a missed call. For more details, see chapter 9.11 “History“ on page 159.
= Alert; you can tap this to send an alarm request. For more details, see chapter 9.10
“Sending an alarm request* on page 158.
= Weather; this displays the current weather information.
3 Other controls for various sizes
4 Tap “ @ ” to access the “Settings” screen.
5 Tap“ 7 10 edit the dashboard.
Status bar
Al =3
“ Q- ” = doorbell rings; “ B » =“Auto Unlock” function is enabled.
6 “ @ "= WiFiis available, * %2 "= WiFi is not available.
“ g ” indicates missed calls; tap it to access the “Call History” screen.
“ E(IJ) ” indicates “Unmute” status; tap it to adjust the voice volume
7 Tap “ @ ” to view more details of the dashboard
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9.1.2 Accessing the editing status

On the dashboard, tap “ T to access the editing mode.

09:36 We 20-09-2023

®

5 new events
Events
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9.1.3 Creating a control for the camera

In this case, we are using “Outdoor Station Camera” as an example. Please follow the steps
below:

[1] Ensure the dashboard is in editing mode, tap a blank area of dashboard, then tap “ + ” to
add a control.

[2] Select “Camera” from the drop-down list.

[3] Select the device type from the drop-down list. It can be set to “Outdoor Station Camera”,
“Public Camera” or “Private Camera”.

[4] Tap “Next”.

[J Add new control

Control frame type

Camera

Type of camera

Outdoor Station Camera w
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[5] Inthis case, select the designated Outdoor Station from the drop-down list.
[6] Enter the alias name of the device.

[7] Select the size of the frame. It can be set to “1 slot”, “2 slots” or “4 slots”.
[8] Tap “Save & close”.

[9] You can also tap “Create preview image” to create a cover for the control.

[10]Tap “x” at the top right corner of the screen to exit editing mode; the relevant frame will be
displayed on the dashboard.

Outdoor Station Camera

Function set up

Select Camera

Gate Station 1

Device Name

Gate Station 1

size

9 8

@ Create preview image Save&Close
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9.1.4 Creating a control for the intercom

In this case, we are using “Intercom (external)’ as an example. Please follow the steps below:

[1] Ensure the dashboard is in editing mode, tap a blank area of dashboard, then tap “ + ” to
add a control.

[2] Select “Intercom” from the drop-down list.

[3] Select the intercom type from the drop-down list. It can be set to “Intercom (external)”,
“Intercom (internal)” or “Guard Unit”.

[4] Tap “Next”.

J Add new control

-

Control frame type

Intercom

Type of intercom

Intercom (external) ~
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[5] Inthis case, select the designated panel from the drop-down list.

[6] Enter the alias name of the device.

[7] Select the size of the frame. It can be set to “1 slot”, “2 slots” or “4 slots”.
[8] Tap “Save & close”.

[9] Tap “x” at the top right corner of the screen to exit editing mode; the relevant frame will be
displayed on the dashboard.

) Intercom addressing setting

-

Function set up

Select Intercom

Indoor Station 008-01-01

Device Name
Indoor Station 008-01-01

8

Save&Close

My home 08:31 We 20-09-2023

Indoor Station 008-01-01

9
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9.1.5 Creating a control for the light

Please follow the steps below:

[1] Ensure the dashboard is in editing mode, tap a blank area of dashboard, then tap “-+ ” to
add a control.

[2] Select “Light” from the drop-down list.
[3] Tap “Next”.

[] Add new control

_+_

Control frame type
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[4] Select the designated light from the drop-down list.

[5] Enter the alias name of the device.

[6] Select the size of the frame. It can be set to “1 slot”, “2 slots” or “4 slots”.
[7] Tap “Save & close”.

[8] Tap “x” at the top right corner of the screen to exit editing mode; the relevant frame will be
displayed on the dashboard.

Light setting

Function set up

Select Light

Light1

Device Name
Light1

/

Save&Close

My home 08:51 We 20-09-2023

Lightl

Product manual 2TMD042300D0035 | 136



9.1.6 Creating a control for the door lock

Please follow the steps below:

[1] Ensure the dashboard is in editing mode, tap a blank area of dashboard, then tap “ + ” to
add a control.

[2] Select “Door Unlock” from the drop-down list.
[3] Tap “Next”.

[] Add new control

_+_

Control frame type

Door Unlock ~
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[4]
[5]
[6]
[7]
[8]

Select the designated Outdoor Station from the drop-down list.
Enter the alias name of the device.

Select the size of the frame. It can be set to “1 slot”, “2 slots” or “4 slots”.

Tap “Save & close”.

Tap “x
displayed on the dashboard.

[~ Door Unlock setting

-

Function set up

Select Door Unlock

Unlock OS1

Device Name
Unlock OS1

/

Save&Close

My home 09:12 We 20-09-2023

Unlock OS1
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9.1.7 Creating a control for the elevator

Please follow the steps below:

[1] Ensure the dashboard is in editing mode, tap a blank area of dashboard, then tap “ + ” to
add a control.

[2] Select “Elevator” from the drop-down list.
[3] Tap “Next”.

[] Add new control

_+_

Control frame type

Elevator ~
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[4] Enter the alias name of the device.
[5] Select the size of the frame. It can be set to “1 slot”, “2 slots” or “4 slots”.
[6] Tap “Save & close”.

[7] Tap “x” at the top right corner of the screen to exit editing mode; the relevant frame will be
displayed on the dashboard.

[ Elevator Controller Control setting

_+_

Function set up

Device Name
Elevator

6

Save&Close

My home 09:20 We 20-09-2023

Elevator

Tl
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9.1.8 Editing the control
Ensure the dashboard is in editing mode.
= Tap the arrow icon to move the control in the direction indicated by the arrow.

= Tap*® 9 ” to edit the control.
— Tap “Delete control frame” to remove the control from the dashboard.

— Tap “Next” to change the settings of the control.

Elevator

Elevator
[] Edit control frame

Control frame type

Elevator ~

Delete control frame
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9.2 Incoming call

9.2.1 Call from Outdoor Stations

1. During an incoming call

[} Incomming 1
Outdoor Station 1 2

3

Function

¢ i;\l' Incoming” indicates an incoming call (maximum 30 seconds).

Display the device name.

Display the image
= Display the image of the calling Outdoor Station by default.

* If a camera has been assigned to the calling Outdoor Station, the image from the camera will
be displayed here.
* The countdown (9...1) will be displayed in the last 9 s.

Tap * ‘ZL ” to mute the current ringtone.

Tap “ @ ” to accept the call.

« O

Tap ” to release the default lock on the calling Outdoor Station.

If IP cameras have been added to the dashboard. Tap “<” or “>” to display the images from
these cameras.

Tap the program button, if any, to carry out the programmable function.

Tap “ ™ » o record a video.

10

Tap “ <l - to take a snapshot manually.

Product manual 2TMD042300D0035

| 142



2. During a-communication

{) Communication | orec ) X
9 10 11 12

Outdoor Station 1 2

3

No. | Function
1 ¢ i;\l' Communication” indicates a communication process (maximum 120 seconds).
2 Display the device name.
Display the image
= Display the image of the calling Outdoor Station by default.
3 * If a camera has been assigned to the calling Outdoor Station, the image from the camera will
be displayed here.
* The countdown (9...1) will be displayed in the last 9 s.
4 Tap “ 3% ” to mute the microphone.
5 Tap “ ” to end the call.
6 Tap “ = to release the default lock on the calling Outdoor Station.
7 If IP cameras have been added to the dashboard. Tap “<” or “>” to display the images from the
cameras.
8 Tap the program button, if any, to carry out the programmable function.
9 Tap “ ™ » o record a video.
10 Tap “ (o1 to take a snapshot manually.
11 Tap “ Eq)) ” to adjust the volume of the voice.
12 Tap “ X ” to quit the communication.
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9.2.2 Call from Guard Units or Indoor Stations

1. During an incoming call

[l Incomming 1
Guard Unit 30 2

No. Function

1 ¢ ‘-g Incoming” indicates an incoming call.
2 Display the device name.
3 Display “ ” to indicate no image can be displayed on the screen.

The countdown (9...1) will be displayed in the last 9 s.

4 Tap “ QL ” to mute the current ringtone.

5 Tap “ @ ” to accept the call.
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2. During communication

[l Communication 1

Guard Unit 30 2

No. Function

1 ¢ Q Communication” indicates a communication process.
2 Display the device name.
3 Display “ ” to indicate no image can be displayed on the screen.

The countdown (9...1) will be displayed in the last 9 s.

4 Tap “ \,@ ” to mute the microphone.

5 Tap “ ” to end the call.
6 Tap “ Eq» ” to adjust the volume of the voice.
7 Tap “ X ” to quit the communication.
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9.2.3 Call from doorbell

<
When the doorbell is pressed, this device will display * ans for 5 seconds on the status bar.

If the doorbell is associated with the camera, the panel will display the image from the camera
automatically.

My home 14:51 We 20-09-2023

o 7 _ R

6 new events | 325 °G¢brol;‘en{ lo o
Events Assistance “ eather
4 . _

Outdoor Station 1 Gate Station 1 IPC3234SR3-DVZ28

Product manual 2TMD042300D0035

| 146



9.3 Intercom

Please follow the steps below:

[1] Adding a control for Intercom to the dashboard. For more details, see chapter 9.1.4
“Creating a control for the intercom” on page 133.

[2] On the dashboard, tap the designated intercom to initiate a call.

My home 15:12 We 20-09-2023

Indoor Station 008-01-01

p

[l Dailing
Indoor Station 008-01-01
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9.4 Call Guard Unit

Please follow the steps below:

[1] Configuring the address of the default Guard Unit. For more details, see chapter 8.3.9
“Configuring the address of default Guard Unit“ on page 125.

[2] Adding a control for the Guard Unit to the dashboard. For more details, see chapter 9.1.4
“Creating a control for the intercom” on page 133.

[3] On the dashboard, tap the relevant Guard Unit to initiate a call.

My home 16:06 We 20-09-2023

Indoor Station 008-01-01 Guard Unit 1

[\ Dailing

S

Guard Unit 1
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9.5 Surveillance

9.5.1 Accessing video surveillance

Please follow the steps below:

[1] Adding a control for the designated Outdoor Station or the IP camera to the dashboard.

= For more details, see chapter 9.1.3 “Creating a control for the camera® on page 131.

[2] On the dashboard, tap the designated Outdoor Station or IP camera to initiate a
surveillance.

My home 20:02 Su 01-01-2023

6 new events Alep

Events Assistance

Outdoor Station 1 Gate Station 1 IPC3234SR3-DVZ28
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9.5.2 Surveillance from outdoor stations

0 Video Surveillance | orec ) X
8 9 10 11

Outdoor Station 1 2

3

No. Description

“ i;\l' Video Surveillance” indicates surveillance (120 seconds).

2 Display the device name.

Display the image
= Display the image of the relevant Outdoor Station.

3 * |If a camera has been assigned to the calling Outdoor Station, the image from the camera
will be displayed here.

* The countdown (9...1) will be displayed in the last 9 s.
0

Tap“ ¥ ”to unmute the microphone.

4
Tap “ 3% ” to mute the microphone.

5 Tap “ =3 to release the default lock on the relevant Outdoor Station.

6 If IP cameras have been added to the dashboard. Tap “<”or “>” to display the images from the
cameras.

7 Tap the program button, if any, to carry out the programmable function.

8 Tap “ ™ » to record a video.

9 Tap “ (o1 to take a snapshot manually.

10 Tap “ 4)) ” to adjust the volume of the voice.

11 Tap “ X ” to quit the surveillance.
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95.3 Surveillance from IP camera

[\ Video Surveillance 1
IPC3234SR3-DVZ28 2

=

No. Function

1 “ Q‘ Video Surveillance” indicates a surveillance process (120 seconds).
2 Display the device name.

3 Display “ ” to indicate no image can be displayed on the screen.

The countdown (9...1) will be displayed in the last 9 s.
If IP cameras have been added to the dashboard. Tap “<” or “>” to display the images of other

4 cameras.

S Tap “ ™ » to record a video.

6 Tap “ @ ” to take a snapshot manually.
7 Tap “ X ” to quit the surveillance.
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9.6 Releasing the lock

Please follow the steps below:

[1] Adding a control for the relevant lock to the dashboard. For more details, see chapter 9.1.6
“Creating a control for the door lock“ on page 137.

[2] On the dashboard, tap the designated door lock to release it.
[3] ¢ BA ” will be displayed on the screen if successful.

My home 20:44 Su 01-01-2023

Unlock 0S1

My home 20:44 Su 01-01-2023

Unlock OS1
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9.7 Turn on a light

Please follow the steps below:

[1] Adding a control for the designated light to the dashboard. For more details, see
chapter 9.1.5 “Creating a control for the light* on page 135.

[2] On the dashboard, tap the designated light to turn on it.

[3] ¢ 20t will be displayed on the screen if successful.

My home 21:05 Su 01-01-2023

Light1

My home 21:05 Su 01-01-2023

Light1
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9.8 Call the elevator

Please follow the steps below:

[1] Adding a control for the designated elevator to the dashboard. For more details, see
chapter 9.1.7 “Creating a control for the elevator on page 139.

[2] On the dashboard, tap the designated elevator to activate it.

[3] Tap the directionicone.g.“ = ”to call the elevator. ° ” will be displayed if successful.

My home 21:13 Su 01-01-2023

Elevator

T2

My home 21:13 Su 01-01-2023

Elevator
[fJ Calling Elevator

Select travel direction:
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[4] “ ” will be displayed on the dashboard to indicate the process.

My home 21:13 Su 01-01-2023

Elevator
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9.9 Configuring the voice

9.9.1 Adjusting the voice volume

Please follow the steps below:

[1] On the dashboard, tap the voice icon “ Eq))
[2] In the pop-up window, drag the scroll bar to adjust the voice volume.

My home 11:23 Th 21-09-2023

o) 7 | W

2 new events Nep : e _ 288°Cclearsky.

Events Assistance 4 Weather . >

Outdoor Station 1 Gate Station 1 IPC3234SR3-DVZ28

My home 11:24 Th 21-09-2023

' Volume .
! ® o
@ ‘ ot 19 <

2 new events Alep ﬁ :

Events Assistantiih 5 Do not disturb (=] Forall panels @

Outdoor Station 1 Gate Station 1
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9.9.2 Configuring the "Mute" function

Please follow the steps below:

[1] On the dashboard, tap the voice icon “ '<]))

[2] On the pop-up window, select the mute type. It can be set to “2 hours”, “Today” or “Always”.
[3] Select the relevant objects.

= If “For all panels” is disabled, the mute function only applies to the current panel.

= If “For all panels” is enabled, the mute function will apply to all panels in the same
apartment.

If the panel is restarted, all the settings about the “Mute” function will be cleared.
My home 11:23 Th 21-09-2023

VB o

2 new events 28.8 °C,clear skyy
Events Assistance Weather

Outdoor Station 1 Gate Station 1 IPC3234SR3-DVZ28

S

My home 11:24 Th 21-09-2023 = %

)

' Volume Mute end time:2023-09-22 00:00:00
@ -

2 new events Alep

Events Assistance Do not disturb [=]] For all panels &

S
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9.10 Sending an alarm request

If you are in distress, something _has happened at home, or if you live with an old or sick person
at home and they need some support, they can send an alarm request.

An automatic message will be sent to the accounts that are shared between the family and
APP.

Please follow the steps below:
[1] On the dashboard, tap “Alert” to access the corresponding screen.
[2] Tap “Send alert”.

[3] “SOS signal has been sent” will be displayed on the screen if successful.
My home 10:52 Th 21-09-2023

ox 7 _

5 new events
Events

Outdoor Station 1 Gate Station 1 IPC3234SR3-DVZ28

Warning

Alert Request
5 new eve
Alert Request

Outdoor S By confirming the Alert Request an automated warning message to all
mobiles connected to the account and to the default Guard Unit (if any
connected) will be forwarded.

Send ALERT Cancel

2
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9.11 History
Accessing the “Call History” screen
On the dashboard, tap “Events” to access the “Call history” screen.

“ ‘CI ” indicates there are missed calls.

My home 11:11 Th 21-09-2023

® 7‘H ~O8

4 new events Ne.ﬁ | 28.8°C,clear sky

Events Assistance 4 Weather -

Outdoor Station 1 Gate Station 1 IPC3234SR3-DVZ28

S
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Viewing the call records

On the “Call History” screen,

Notification center 14:21 Th 21-09-2023

CALL HISTORY

1 2 3

21-09-2023
(] 14:20 Gl

21-09-2023 Indoor Station
@ 14:20 008-01-01

21-09-2023
EJL it Unlock OS1

21-09-2023 .
|/—/3] e Outdoor Station 1

- N 21-09-2023 .
. ' 13:54 Outdoor Station 1

21-09-2023 . N
13:54 Outdoor Station 1 =

& . 21-09-2023

NutAnnr CHatinn 1

No. | Description

“ ° ” indicates that the record contains a video.

“® ” indicates a missed call.

“ m ” indicates the SOS record
e

“ ” indicates an intercom

“ E_ ” indicates an unlock

“ Iﬂ ” indicates that the record doesn’t contain a snapshot
2 Displays the date and the time of the record.
3 Displays the object name

<
“ ” = missed call
S

“ ” = incoming call
4 A

“ Qb ” = outgoing call

« g unlock
5 Play videos or display the images
6 Scroll down to view other videos or images
7 Swipe the designated record to left and tap “ 2 ” to remove it.
8 Tap “Delete All” to remove all history records.
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9.12 Clean screen

Please follow the steps below:
[1] On the “Settings”, “Display” screen, tap “Settings”.
[2] Tap “Activate display cleaning mode”.

[3] The countdown (30...1) is displayed on the screen. Any operations on the screen will be
invalid. This panel will exit “Cleaning mode” if an incoming call is received.

X Settings 1 22:03 5u01-01-2023

Display SETTINGS SCREENSAVER
Sound

F Activate display cleaning mode 2

" Network connections
Brightness
@~ Time and date :
o

Access management

. User settings Display mode

Calor theme

Video Surveillance Dark theme

J, Intercom list
(] Program button
Advanced settings

Ve

~* Software update
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10

10.1

Cyber security

Disclaimer

This product H8249-1. is designed to be connected and to communicate information and data
via a network interface, which should be connected to a secure network. It is the customer’s
sole responsibility to provide and continuously ensure a secure connection between the product
and customer’s network or any other network (as the case may be) and to establish and
maintain appropriate measures (such as but not limited to the installation of firewalls, application
of authentication measures, encryption of data, installation of antivirus programs, etc.) to protect
the H8249-1. product, the network, its system and interfaces against any kind of security
breaches, unauthorized access, interference, intrusion, leakage and/or theft of data or
information. ABB Ltd and its affiliates are not liable for damages and/or losses related to such
security breaches, unauthorized access, interference, intrusion, leakage and/or theft of data or
information.

Although ABB provides functionality testing on the products and updates that we release, you
should institute your own testing program for any product updates or other major system
updates (to include but not limited to code changes, configuration file changes, third party
software updates or patches, hardware change out, etc.) to ensure that the security measures
that you have implemented have not been compromised and system functionality in your
environment is as expected.
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10.2 Performance and service

Network performance

Type Value

Ethernet 100 Mbps (148,810 packets/s)
ARP 70 Mbps (104,167 packets/s)
IP 75 Mbps (111,607 packets/s)
ICMP 100 Mbps (148,810 packets/s)
UbDP 0.7 Mbps (1042 packets/sec)
TCP 15 Mbps (22,321 packets/sec)

Port and service

Port Service Purpose

5060 UDP To be used by sip client

50602 UDP To be used by sip server

5061 TCP To be used by sip server

5070 TCP To be used by sip server

5222 TCP To be used for xmpp-client

5269 TCP To be used for xmpp-server

7005 TCP To be used for connectivity detection
7006 TCP To be used for connectivity detection
7777 TCP/UDP To be used for device management
8001 TCP To be used for data upload

8887 TCP To be used for firmware update

Product manual 2TMD042300D0035

| 163



10.3

10.4

10.5

Deployment guideline
Please do not install it within a public place and ensure that physical access to the devices is
granted only to trusted personal.

All devices on one system shall be signed by a public CA at the commissioning stage; in normal
situations, the management software functions as the CA.

If the user decides to remove the device from the system, the user shall reset the device to the
factory settings to remove all the configuration data and sensitive data on the device. This will
prevent sensitive data leaks.

The communication of the device is protected by encrypted authentication protocols based on
best security practices such as SSL.

The devices themselves come with built-in mechanisms such as firewalls to defend against
network intrusions and mitigate attack methods such as DDOS.

However, it is still recommended that:

[1] IP touch and its deployed associated devices use Layer 2/Layer 3 isolation technology to
further enhance network protection.

[2] Itis recommended to apply “MAC filter” and “Rate limiter” in the switch to prevent DOS
attack.

[3] Restrict and protect access to devices such as IP touch on the intranet through firewalls to
strengthen external intrusion protection.

Upgrading

The device supports firmware updating via “Smart Access Point”. In this mode, a signature file
will be used to verify the authentication and integrity of firmware.

Users are strongly advised not to upgrade their devices using firmware that has not been
officially released by ABB.

Malware prevention solution

All official firmware versions of the device are scanned for malware before release, and the
firmware upgrade mechanism ensures that only the legally released firmware can be upgraded.

While ABB provides maximum security for its products, it strongly advises users not to
disassemble the devices or even replace components, which could lead to malware intrusion.
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11 Notice

We reserve the right to at all times make technical changes as well as changes to the contents
of this document without prior notice.

The detailed specifications agreed to at the time of ordering apply to all orders. ABB accepts no
responsibility for possible errors or incompleteness in this document.

We reserve all rights to this document and the topics and illustrations contained therein. The
document and its contents, or excerpts thereof, must not be reproduced, transmitted or reused
by third parties without prior written consent by ABB.
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Contact us

ABB Xiamen Smart Technology Co., Ltd.

No. 881, FangShanXiEr Road, Xiang’An Industrial
Area, Torch Hi-Tech Industrial Development
Zone, Xiamen

Tel: +86 592 295 9000

Fax: +86 592 562 5072

www.abb.com

Approvals and Compliances

Copyright® 2024 ABB
All rights reserved

Notice

We reserve the right to at all times
make technical changes as well as
changes to the contents of this
document without prior notice.

The detailed specifications agreed
upon apply for orders. ABB accepts
no responsibility for possible errors
or incompleteness in this document.

We reserve all rights to this
document and the topics and
illustrations contained therein. The
document and its contents, or
extracts thereof, must not be
reproduced, transmitted or reused
by third parties without prior
written consent by ABB.



