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0.1 About this manual

0.1 About this manual

The devices to which this system description mainly applies are touch panels with Linux as an embedded
operating system. XV-303 devices have a capacitive touch display, while XV-102 panels feature resistive
touch controls, so that input can be entered directly on the display.

Fiir die XControl Modularsteuerungen sind die Einstellung {iber einen Webbrowser erreichbar.

In order to be able to use this system, you must first be familiar with how to design and configure projects
using software.

Please send any comments, recommendations, and suggestions concerning this document to: After-
SalesEGBonn@eaton.com

List of revisions
New topics, deleted topics, and changes in comparison to earlier versions.
Make sure to always use the latest documentation for your device.

The latest version of this documentation, as well as additional references, is available for download on the
Internet.

@ Eaton.com/documentation

Please send any comments, recommendations, or suggestions regarding this document to:
DocumentationEGBonn@eaton.com

0.1.1 List of revisions

The following significant amendments have been introduced since previous issues:
Publication date Keyword

10/2024 New edition

07/2025 Extension with new functions
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0.1 About this manual

0.1.2 Target group

This documentation is intended for people who are familiar with the Linux operating system and who will be
using the touch panels as operating and monitoring devices or the XControl Modular PLCs as integrated oper-
ating and control devices in their own applications.

0.1.3 Legal disclaimer

All the information in this manual has been prepared to the best of our knowledge and in accordance with the
state of the art. However, this does not exclude the possibility of there being errors or inaccuracies. We
assume no liability for the correctness and completeness of this information. In particular, this information
does not guarantee any particular properties.

It is assumed that the user of this document is thoroughly familiar with the information found in the manuals
for the touch panel, the XC modular control system and the corresponding usage information for incor-
poration into automation processes.

Hazards posed by the automation software cannot be eliminated if the safety instructions are not observed —
especially if the devices are installed and commissioned by unqualified personnel and/or the devices are
used improperly. Eaton assumes no liability for any damages resulting from cases such as these.
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0.1 About this manual

0.1.4 Writing conventions

Tab. 1: Format conventions used throughout this manual

Award Meaning

Monospaced Used for displays, elements at the file level, source code command lines
Font

Button Used to indicate GUI button text

Option Option, designation, or menu in the software

Menu path\submenu\...\item  Used for paths to views and dialog boxes in the software
Menu/command Used for commands found in the menu

Angle brackets are used to indicate variable values

<name> .
that you must replace with your own values

Property damage warning

ATTENTION

Warns about the possibility of material damage.

Notes

% Indicates useful tips

P Indicates instructions to be followed

ﬂ Additional information, background information,
information worth knowing, useful additional information

0.1.4.1 Additional information for use
Documents (such as manuals) are listed together with the corresponding name and Eaton number.

Links to external Internet addresses; specified as target addresses without http(s)://www.

Links in the text will be shown in blue.
-> Reference: See section or other additional usage information

System description 07/25 Eaton.com 6



1. Introduction

1. Introduction

Starting in 2024, Eaton will offer touch panels that can be run with Linux as an operating system.
Linux makes it possible for users to configure their system according to their own specific needs.

Eaton offers a Configuration Tool for its touch panels.
This Configuration Tool features two user-friendly configuration interfaces for touch panels — a "local con-
figuration" and a "web configuration."

When using a local configuration, all settings can be configured directly on the corresponding touch panel. In
contrast, using a web configuration makes it possible to configure the same settings from a PC so that you
can set up your system quickly and efficiently.

To use the interface on the touch panel, you simply need to tap directly where you want.
The corresponding page contents will either be subdivided into multiple tabs or scrollable. Further tabs may
become visible with the = button.

Settings can be selected with slider controls -~ (disabled) [ (enabled) or drop-down menus® as appro-
priate.

Input can be entered with the usual elements that appear when tapping the corresponding area.

2O =

Abb. 1: for example keyboards

Disabled functions will be grayed out.
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2. First Start Wizard

2. First Start Wizard

The first time you start the device, as well as after a factory reset, the First Start Wizard will appear.
Please note that the First Start Wizard is only available in English.
> Accept the end-user license agreement (EULA).

The screen will show a message indicating where additional information can be found.
You will then be able to use the wizard.

L]
\H* Welcome

Thank you for choosing this Eaton product.

Further information about the product such as data sheets and manuals can be found in the “Eaton EMEA Online Catalog”. You can scan the
QR code to access it.

Please also check whether newer operating system or software versions are available for download in the download area.

14|
T ] Tit
Import SD GARD Manual

The QR code will link to additional information at eaton.com (including manuals, for example).

P Selectthe setup method you want.

Import Used to import an existing configuration
SD CARD Setup: Used to run the system from the SD card
Manual Used to configure settings individually

System description 07/25 Eaton.com 8



2. First Start Wizard
2.1 Manual

2.1 Manual

This page can be used to configure basic settings manually.
As soon as you define a pin code, users without the PIN will only be able to see device
information and legal information.
In addition, these users will not be able to configure any settings.

® Entera pin code for the device so that the PIN will be required in order to unlock configuration settings
(the code must be greater than or equal to four digits).

™ Entera password for the web configuration
(at least eight characters, which must include at least one uppercase letter, one lowercase letter, one
number, and one special character)

Security configuration

Please enter a pin code (>=4 digits) o
0000

Allow device configuration without pin code (not recommended)

Please enter a password for the web configuration
0000000000

Allow access to the Web configuration without password (not recommeded)

< >
Back Next

You can choose to allow access without a password,
but this is strongly advised against due to cybersecurity concerns.

> Tapping [Next will take you to the network configuration settings.

By default, Autolp and DHCP will be enabled for all available Ethernet interfaces.
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ﬁ MNetwork configuration

ETHERNET 1t

Lisn astorratic IP sehup [DHCP or Auioip)

P address

182,168, 119.101

Metmah
2EE2EE2E5 0

Galewary

192.168.119.1

g w
Eacs Firisr

Tapping the input field will open an on-screen keyboard.
™ Enterthe correct IP address, netmask, and gateway.

If the device features more than one Ethernetinterface, each one will have its own tab.

> Tap Finish to complete the configuration process. The device will restart.

@ Device setup successful. The device will restart shortly.

Reboot

The device will start up with the configuration you just set up.

0 Success

2. First Start Wizard
2.1 Manual

ﬂ The device will restart automatically and the device configuration (Configuration Tool) will then be

opened directly.
You can also restart the device manually by tapping the Reboot button.

System description 07/25 Eaton.com
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2. First Start Wizard
2.2 Import

2.2 Import
The import function is intended especially for series production with a minimal amount of manual work.

This option makes it possible to run an automated, user-friendly initial installation for stand-alone devices and
to restore devices with a backup.

The backup must be available on an external storage medium, usually a USB stick or SD card.

E Eaton has a sample configuration for series production scenarios available for download. Click on
the following link to download it: eaton-linux-series-production.zip.

% Recommendation

You can use this sample configuration and make the necessary changes to meet your
specific needs.

2.2.1 Creating a password file

% Backup files will not work without the corresponding password file.
Please note that this password file needs to be created manually.

® Create an empty file on your PC, e.g. in the text editor, and rename it to the name of your backup file.
®  Enterthe password in plaintext.
Please note that this password must be identical to the password you entered when creating the cor-
responding backup = Abschnitt "Backup file", Seite 59.
> Change the file format from TXT to PASS in the file manager.

% Please note that the PASS file must have the same name as the backup file without
fail.
In other words, if your backup file is named "machine_basic.gpg", then the password
file will need to be named "machine_basic.pass".

There are two configuration import modes available: Standard and Series Production

2.2.2 Import — Standard mode

If the system does not find a configuration file for series production in the storage device's root directory, it
will automatically use Standard mode.
% Files with the following extensions will be detected as installation files in the root dir-

ectory:

* rauch, *.ipk, and *.gpg.

Before the import operation starts, you will need to confirm the list of detected installation files.
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https://www.eaton.com/content/dam/eaton/technicaldocumentation/software/eaton-linux-series-production.zip

2. First Start Wizard
2.2 Import

9 The installation is carried out in groups:

First: * .raucb files (OS updates)
then: *.ipk files (Galileo Runtime + project or CODESYS - Runtime)
Finally: *.gpg files (backups).

The installation order within a group will be determined based on the names of the cor-
responding files.

Generally speaking, 0S updates will be installed first, then IPKS files, and finally the backups.
9 If there are multiple files within a group (multiple backups, for instance), they will be
installed in alphabetical order.

Once you confirm the list, the installation will be carried out automatically. The system will also restart auto-
matically as needed.

2.2.2.1 Expire

»  Insertthe storage device with the backup into the touch panel.

11 Import configuration

Please insert a USB drive containing your application and device configuration.

<
Back

If the storage device is recognized, the installation files on it will be listed in the order in which they will be
processed.

System description 07/25 Eaton.com 12



2. First Start Wizard
2.2 Import

11 Verify application and device configuration

/mnt/mmeblk0p1/update-bundle-full-release-eaton-xv303.raucb
337ab227f77aa2¢2715ef9710e11707817bb0d45f3477¢c14227e006b9b686C1

: : : /mnt/mmeblkOp1/XV303L_V3_5_20_40.ipk

EEE f52ef94a2bebd2f642aa38017cf7d60e0e615d6388facT129da2e563b34c967¢
: : : /mnt/mmcblkOp1/galilec.ipk

EEE 729976b6calBe6825a3d4ci59afe5d26956a26ae0169d0efb5hBabdiBc 778557

O /mnt/mmcblk0p1/CIFS_Backup.gpg
81e83d0ae3cad25645231884balc3bdb4a447¢1d6308374e6be34c071efabb878

O /mnt/mmcblk0p1/Machine_Settings_Base.gpg
9d165a8d50b2b611bd41695321141fa425(c1 7f3a958ec915bd09a064865aebc

[x] v
Cancel Accept

> Tostart setting up the device with the backup, tap Accept.

If the device detects that the backup file is corrupted or otherwise faulty, it will provide you with the option of
tapping Reboot to restart the device or Factory reset to restore the device to its default settings.

0 Failure

A\ Failed to open password file for backup file

| [ e

An error can occur if the required matching *.pass password file is not found on the USB storage
device or contains the wrong password..
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2. First Start Wizard
2.2 Import

If you attempt to import a device configuration with no/with an incorrect PIN/password combination, an error
message will appear after the import operation to let you know that the PIN/password configuration is invalid.
After restarting, the First Start Wizard will appear again and you will have the option of finishing the First Start
Wizard by manually configuring the corresponding settings (PIN/Password setting and Network setting).
% Even if the password file is invalid, all other data (OS updates, IPKS files, and backups)

will be imported if you manually finish the wizard.

Once you are done with the setup process, the device will restart automatically.
9 You can also restart it by clicking on the Reboot button.

o Success

@ Device setup successful. The device will restart shortly.

Reboot

2.2.3 Import - Series production
A JavaScript Object Notation (JSON) configuration file is used to transfer data.

If there is a <mass-production.json> configuration file in the USB drive's or SD card's root directory, Series
Production mode will be used automatically.

Click on the following link to download a sample configuration for series production scenarios that can be
imported: eaton-linux-series-production.zip.

The <mass-production.json> configuration file defines multiple preconfigured installation scenarios for vari-
ous device models.

In turn, these scenarios make it possible for users to automatically install OS updates, applications, and
device settings with an external storage device (both for initial installations and restore operations).

2.2.3.1 eaton-linux-series-production.zip sample import configuration for series production scenarios

The <mass-production.json> configuration file in this ZIP file contains five installations for different device
models.

System description 07/25 Eaton.com

=y

4


https://www.eaton.com/content/dam/eaton/technicaldocumentation/software/eaton-linux-series-production.zip

2. First Start Wizard

2.2 Import
w ..o eaton-linux-series- production.zip Machine A
Machine A Machine B
Machine C
Machine B
Machine O
Machine C
Machine E
Machine D SharedSettings
Machine E

D mass-production.json

These installations differ from each other in terms of the components being installed:

¢ Machine type A
Installs CODESYS and Galileo and restores general and device-specific settings.
¢ Machine type B
Installs CODESYS and restores device-specific settings.
* Machine type C
Installs Galileo and restores device-specific data and user management data.
¢ Machine type D
Runs a firmware update and restores network settings.
¢ Machine type E
Full system installation with CODESYS, Galileo, user management data, remote access, and all relevant
device settings.

The series production description below refers to this sample import configuration throughout.

2.2.3.2 Structure of the configuration file *.json

The file consists of a JSON object with key <mass_production_options>, which contains an array with the
various installation options.

Each of these options describes a full or partial device configuration.

Required field:

name Display name of the installation option in the First Start Wizard.
This field is mandatory.

Optional fields:

rauc_bundles List of paths to RAUC bundles (.raucb) for firmware updates
codesys_ipk Path to CODESYS installation file (.ipk)

galileo_ipk Path to Galileo installation file (.ipk)

other_ipks List of additional installation files (.ipk)

backup_archives List of encrypted backups (.gpg) for restoring device settings.

All paths must be relative to the storage device's root directory.

Note on file combinations

Each option can contain 0OS updates, applications, and backups.
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2. First Start Wizard
2.2 Import

% The configurations can be designed flexibly.
Possible combinations include:

» Firmware update only (rauc_bundles only)

« Applications only (codesys_ipk, galileo_ipk, other_ipks
only)

» Device settings only (backup_archives only)

» Any combination of the above components

The order of installation is prioritized:
1. RAUC-Bundles

2. CODESYS

3. Galileo

4. Other IPKs

5. Backup archives

2.2.3.3 Preparing the storage medium

1. Create directory structure

™ Inthe root directory on the storage device, create the various directories required by the paths ref-
erenced in the <mass-production.json> file (Machine A/, SharedSettings/, for example).

2. Dropping files
> Copy all the required installation files (RAUCB, IPK, GPG) to the corresponding directories.
3. Provide password files

For each backup file in GPG format, there must be a password file with the same name and the .pass exten-
sion.
Example

MachineA_Network.gpg
MachineA_Network.pass

4. Save configuration file

P Savethe <mass-production.json> configuration file in the storage device's root directory.

2.2.3.4 Expire

When you plug in the storage device and start the device, the First Start Wizard will automatically detect the
<mass-production.json> file and offer the installation options defined in it.

Once you select one of the installation options, all the files that will be installed will be shown together with
their full path and SHA-256 checksum.

In order for the import operation to start, you will first need to confirm your selection.

Once you confirm the list, the installation will be carried out automatically. The system will also restart auto-
matically as needed.

> Plug the prepared storage device into a new device or a device that has been reset.
P Selectthe Import option in the First Start Wizard.
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2. First Start Wizard
2.2 Import

The options defined in the configuration file will be shown.

11 Select mass production target

Machine type A: XV303 with device settings, CODESYS and Galileo without device specific data

Machine type B: XV303 with device settings, just CODESYS

Machine type C: XV303 with device settings, just Galileo with device specific data

Machine type D: XV303 with network settings only and firmware update

AEEE

Machine type E: XV303 with CODESYS and Galileo including user data, all settings, seperate network, remote access and user

management backups

< >
Next

Back

In this example, the options are Machine A through Machine E as defined in the sample configuration.

When you select one of the available options, the corresponding files will be loaded and shown with their full
path and SHA-256 checksum.

11 Verify application and device configuration

- /mnt/mmeblkOp1/Machine E/XV303L_V3_5_20_40.ipk
mEE {52ef94albebd2i642aa38017¢cf7d60e0e615d6388facT129da2e563b34c967¢

: : B /mnt/mmeblkOp1/Machine E/MachineE_Galileo.ipk
EEE 729976b6cal8c6825a3d4ci59ale5d26956a26ae0169d0cfb5b6a6d6cT78557

Q /mnt/mmeblk0p1/SharedSettings/Machine_Settings_Base.gpg
9d165a8d50b2b611bd41695321141fad25fc17£32958ec915bd09a064865aebe

O /mnt/mmcblk0p1/Machine E/MachineE_Network.gpg
7704c0e7556ac616b44b8151981bdcbed039163adbefal7e451ad2fc5df20389

O /mnt/mmcblkOp1/Machine E/MachineE_CODESYS_BootProject.gpg
56b18f9d1 8feb1B6cda590a4629cc201aa91839536995157f28be17203d927235

O /mnt/mmcblkOp1/Machine E/MachineE_Galileo_UserData.gpg
9a0ac43c6a205eb1d6653e3a76a4d8785e74973c3473adc22e86ba7c8d76882¢

Q /mnt/mmcblk0Op1/Machine E/MachineE_RemoteAccess.gpg
¢f010eBacdeasas50086b401fic00a9586632100ebl0e3i747bide55f09abe2

Q /mnt/mmcblk0Op1/Machine E/MachineE_UserManagement.gpg
3715d4f5afde97e15ch7cdadcdaf6ed413ce78d26fd6d1705a7257id63a9592

) v
Cancel Accept

® Tostart setting up the device with the backup, tap Accept.
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2. First Start Wizard
2.2 Import

2.2.3.5 Error during import
The installation is aborted with an error message if:
¢ There is more than one RAUC bundle in an option.

» Afile specified in the <mass-production.json> file is not found.

If no user management data is available, the system will output a warning to this effect at the end of the
installation in order to let you know that no user management data could be found.

Even if this happens, you can finish the setup by restarting the device and then manually entering the pass-
word in the First Start Wizard.

% Do not switch off the device during installation.

Once the installation is finished, the device will restart automatically.

System description 07/25 Eaton.com 18



2. First Start Wizard
2.3 SD CARD

2.3 SD CARD

This option can be used to set up the operating system with an SD card instead of internal memory.

There will be three available options, which are described below:

Set up SD card with encryption (recom- Used to set up an SD card with encryption (recommended)
mended) — encrypted

] Set up SD card without encryption Used to use an existing SD card — unencrypted

T Reuse an existing SD card Used to use an existing SD card — reuse

ﬁ Set up SD card with encryption (recommended)

ﬁ Set up SD card without encryption

11 Reuse an existing SD card

< >
Back Next
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2. First Start Wizard
2.3 SD CARD

231 Set up SD card with encryption (recommended)
Setting up an SD card — encrypted

You must have inserted an SD card and a USB storage device into the device
(the operating system is stored on the SD card, while the key is stored on the USB storage device).
USB drive and SD card found. When pressing "Start" the SD card will be initialized with an encrypted filesystem and the

device will reboot afterwards. A backup of the encryption key will be stored on the USB drive. Please refer to the
documentation for more information.

Cancel

\ - \

% If there is no key file on the USB storage device, one will be created.

If there is a key file on the USB storage device already, it will be used for the encryption operation.
This also means that you can set up multiple SD cards using the same key.

> Tap Start to start the SD card setup process.
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2. First Start Wizard
2.3 SD CARD

o Success

@ Device setup successful. The device will restart shortly.

Reboot

The device will restart automatically and the First Start Wizard will resume.
The SD CARD option will be grayed out (disabled).
Starting at this point, the device will run from the SD card (in addition, the user data will be found on the SD
card).
The device will restart automatically and the device configuration (Configuration Tool)
will then be opened directly.
You can also restart the device manually by tapping the Reboot button.

You can now remove the USB storage device.
The USB storage device used to set up the SD card is only required for the "Reuse an existing SD
card" option and will only work together with the SD card you just set up.

ATTENTION
If you format or overwrite the USB storage device, you will no longer

be able to reuse the SD card.

% Recommendation:

Save the "sd_card_key.key" file found on the USB storage device in a safe place in
case you need to use it in the future. This file will make it possible to set up a USB stor-
age device in such a way that you will be able to reuse the encrypted SD card(s) at
any time.
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2. First Start Wizard
2.3 SD CARD

L]
\H\ Welcome

Thank you for choosing this Eaton product.

Further information about the product such as data sheets and manuals can be found in the “Eaton EMEA Online Catalog”. You can scan the
QR code to access it.

Please also check whether newer operating system or software versions are available for download in the download area.

i [
Import SD CARD

Now use the = "Import’, Seite 11 and - "Manual", Seite 9 functions as described.

If there is no SD card, the following screen will appear:

The device requires an encrypted user data SD card. Please insert the card and reboot.

Alternatively, perform a factory reset and set up a different user data storage.

Reboot Factory reset

If this happens, either insert the correct SD card and restart the device by tapping Reboot or restore the
device to its default settings by tapping Factory reset.
Once the system has been set up, the key from the USB storage device will not be needed any-
more, since the key will have been stored on the device.
You will not need the USB storage device with the key after this point unless you want to reuse the
encrypted SD card on a different device.
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2. First Start Wizard
2.3 SD CARD

232 [ Set up SD card without encryption
Using an existing SD card — unencrypted

There must be an SD card in the device.
Aside from encryption, the general procedure and behavior are identical
to the ones for the encrypted version.

SD card found. When pressing "Start" the SD card will be initialized with an filesystem and the device will reboot afterwards.
For more information please refer to the documentation.

o v
Cancel Start

> Tap Start to start the SD card setup process.
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2. First Start Wizard
2.3 SD CARD

@ Device setup successful. The device will restart shortly.

Reboot

0 Success

The device will restart automatically and the First Start Wizard will resume.

The SD CARD option will be grayed out (disabled).
The device will restart automatically and the device configuration (Configuration Tool)
will then be opened directly.
You can also restart the device manually by tapping the Reboot button.

Thank you for choosing this Eaton product.

Further information about the product such as data sheets and manuals can be found in the “Eaton EMEA Online Catalog”. You can scan the
QR code to access it.

Please also check whether newer operating system or software versions are available for download in the download area.

T "] Tit
Import SD GARD Manual

Now use the = "Import", Seite 11 and = "Manual", Seite 9 functions as described.
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2. First Start Wizard
2.3 SD CARD

If there is no SD card, the following screen will appear:

The device requires an encrypted user data SD card. Please insert the card and reboot.

Alternatively, perform a factory reset and set up a different user data storage.

Reboot Factory reset

If this happens, either insert the correct SD card and restart the device by tapping Reboot or restore the
device to its default settings by tapping Factory reset.
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2. First Start Wizard
2.3 SD CARD

2.3.3 Reuse an existing SD card
Using an existing SD card — reuse

If you set up an SD card so that the device can run from it, you will also be able to use the card on any device
from the same device family.
On the same device:

 Ifthe device has been restored to its default settings with Factory reset
or
* On a different device from the same device family

Use case 1:Replacing a faulty or defective device with a new one.

Use case 2: For mass production.

You can clone the SD card with a 1:1 duplicator and transfer the same configuration to a large number of
devices.

Please note that this use case requires for the customer to have appropriate hardware.

The behavior of the unencrypted SD card will be different from that of the encrypted SD card only in terms of
how a corresponding USB storage device needs to be inserted for the latter.

If the SD card is unencrypted, it will be enough for it to be inserted if the "Reuse an existing SD card" option is
selected.

SD card found. When pressing "Start" the SD card will be integrated and the device will reboot. For more information please
refer to the documentation.

Cancel

(] ‘ Y

Start

If the SD card is encrypted, the USB storage device matching the SD card must be inserted when the "Reuse
an existing SD card" option is selected.
If the USB storage device does not match the SD card, you will not be able to use the First Start Wizard.

If the inserted USB storage device is the wrong one, or if there is no USB storage device inserted, a "Could
not open key file" error message will appear.
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2. First Start Wizard
2.3 SD CARD

SD card found. When pressing "Start" the SD card will be integrated and the device will reboot. For more information please

refer to the documentation.

Cancel

‘ )

> Tap Start to integrate the SD card into the system.

@ Device setup successful. The device will restart shortly.

Reboot

w
=
Q
Q
D
0
w

The device will restart automatically. At this point, the First Start Wizard is done.
After this restart, you will be able to use the device right away with the settings stored on the SD card.

The Configuration Tool will start.
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2. First Start Wizard
2.4 Background information

2.4 Background information

The bootloader, the operating system, and the default configuration parameters are always stored in internal
memory.

If you use an SD CARD installation, only the "userdata” will be stored on the SD card. Please note that this is
an important difference with regard to earlier devices with Windows CE, where the operating system was
also stored on the SD card and saved from there.

The aforementioned "userdata” includes the device settings ( /etc Linux directory), the user home directories (
/home ) that contain the Galileo runtime and application and XSOFT-CODESYS runtime and application, and
the /usr and /var Linux directories.

/ Filesystem root

/boot Boot loader files

/bin Binaries

/sbin System binaries

/1ib Shared libraries

/dev Devices files

/proc Process information

/srv Service data

/userdata Partition for user data either on internal storage or on SDCard. Do not access here!
/etc Configuration files on [liSefdata partition

User personal data on F partition

Home folder of user «admin»

Home folder of user «galileo»: Galileo runtime and application
Codesys runtime and applications

Jusr User binaries on [iSErdatd partition
Variable files on [liS€rdata partition
Log files

/mnt Mount directory

/mnt/mmcblke SDCard

/mnt/sdal USB-Storage

/tmp Temporary files, volatile

_ Partition for factory setting, readonly

Abb. 2: Overview of Linux filesystem
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3. Local configuration

3. Local configuration

The local configuration will have the same basic setup for all touch panels. Differences with regard to the
pages available and their content will arise based on the optional features of the individual devices in ques-

tion.

[ Device Information

Device Information Header 8 @

Device Name

Device
= Model
¢+ Network ‘v vy
Serial N
) Display o
) Image
D Date & Time ,
@ Remote image Page content depending on the menu
£ Backup & Restore ETHER
¢ Update e
O ETHER
&a User Management -
ETHER
-
@ Services (PXVAVEV m
ETHER
&) Log
Header

The title bar will show the name of the page that is currently active. Moreover, additional information at

eaton.com regarding the product can be accessed by scanning a QR code on the right.
E End User License Agreement (EULA)

Product documents

. EPAS code (not available yet)

In addition:

Change language

English and German are available.

Pin code

Device access based on entering a PIN, = Abschnitt " — User Management', Seite 69
grayed out —a PIN has not been set

. exit the application when called externally

Additional icons may appear depending on the specific Configuration Tool page.
These icons are described in the respective sections.

29
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3. Local configuration
3.1 — Devicce information

3.1 P — Devicce information

This screen has two tabs.

3.1.1 General

Device Overview
Device: Device name, model number, serial number, boot device, device time

Versions: Imagename, Image Version

Interface: Optional based on device model (check type plate)
E.g., Ethernet1, Ethernet1 MAC, Ethernet 2 Ethernet2 MAC.

be shown here &9 .

The boot device setting will be shown:
internal memory or SD card

% If one of the available connectors (Ethernet 2, for example) is not connected, this will

Device Information

P Device Information | General | Additional

B Device Device Name
EA-081735

> Network Model Number

. XV-303-70-C00-A00-2C

[=] Display
Serial Number

D Date & Time 101500066595
Image Name

g Remote Access eaton-image-release

Image Version
£3) Backup & Restore 9 I

1.1.0
(¥ Update ETHERNET 1
192.168.119.1(Static)
&a User Management ETHERNET 1 MAC
@) Services 00:05:4b:08:17:35
ETHERNET 2 20
&Y Logs 0.0.0.0(DHGP)

ETUEDKET 2 MAM

3.1.2 Additional

Shows the load data for the device.
ﬂ This data can help with diagnostics if you are experiencing any problems with the device.
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3. Local configuration
3.1 — Devicce information

Device Information

P} Device Information General | Additional

@ Device CPU Usage
45.4 %
&> Network
103.1 MiB
[=] Display
Panel Temperature
[ Date & Time 33.25°C
Operating Hours
g Remote Access 12h
£3) Backup & Restore
(& Update
& User Management
[®] Services
& Logs
CPU loading Current capacity utilization

Available memory  Clicking onwiII show memory consumption details: Total, Used, Free, and Buff/Cache

Total 493.2 MiB
Used 220.3MiB

Free 104.3 MiB

Buff/Cache 168.6 MiB
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3. Local configuration
3.1 — Devicce information

Device temperature  The current temperature

Operating hours Clicking on wiII show the number of operating hours for each device temperature
range.

Operating Hours Q

<0°C Oh
0-10 °C Oh

11-20 °C Oh

21-30 °C Oh

31-40°C

41-50 °C

System description 07/25 Eaton.com 32



3. Local configuration
3.2 — Device

3.2 — Device

This menu device has three subpages. One for the storage media settings and one for the RAM as well as one
for the system, where the file browser can be found, among other things.

3.2.1 Storage

The USB port and SD card interfaces will be locked by default.

You can enable them on this page.
The storage device must be formatted to FAT32, NTFS, or exFAT in order for the device
to recognize it.

I’ Device Information | Storage | System Memory

I B Device USB -

<+ Network
USB factory reset
El Display A Enabling USB factory reset feature can pose a security risk. Please make sure you are following the security guidelines in
the factory reset chapter of the user manual to prevent access to the device's USB slot.
[=) Date & Time

SD card

ﬁ Remote Access
USB & SD autostart

£-) Backup & Restore
(& Update
aa User Management
[3] Services

&Y Logs
SD card If the SD card is configured as a boot device, it will be enabled at all times.
Please note that the lock on these interfaces will not affect the First Start Wizard.

USB & SD auto-  Makes it possible to run scripts from a USB drive when the device starts.
start

USB factory reset Makes it possible to restore the device to its default settings with a USB storage device (usually a USB drive) configured for
this purpose.

—> Abschnitt "Factory reset”, Seite 97
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3. Local configuration
3.2 — Device

3.2.2 System

This tab can be used to reboot the device or
restore it to its default settings.

P} Device Information Storage | System Memory

I B Device X Factory reset
¢ Network
) Reboot
t] Date & Time BB File browser

“E Remote Access
43) Backup & Restore
(& Update

2o User Management
[&] Services

&Y Logs

> Reset to default settings
Before the settings are reset to their default values, an explicit prompt will appear reminding you that this will restore the device to its ini-
tial condition.

L‘) Restart

A confirmation prompt will appear before the device is restarted.

In addition, you can open the file browser here.
This browser can be used to open various directories that provide access to internal memory and external
storage devices.

Admin — for the home directory of the admin user ( /home/admin )
External —for storage devices ( /mnt)
Public — for the shared public directory ( /public )
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3. Local configuration
3.2 — Device

File browser

f ] ®

Admin External Public

The paths to the external storage devices are:

SD card: /mnt/mmchlkOp1 (p1 stands for the first partition)
USB port: /mnt/sda'

Please note that you will only have access to basic file management functions (files cannot be edited).

Once you select an existing file, the following options will be available:

&

B N E @] S

/mnt XDO@Ooagea2

Takes you back (page by page) to the file browser
If the path you are in contains additional subdirectories, you will need to tap the button multiple times to get all the way back to the
browser

Cut
Copy
Paste (grayed out until a file has been copied)

Delete

Rename

Dropdown menu contains

_}
::I Close; exits the file browser
Depending on how much space is available in the title bar, some options may be moved to a drop-down menu.

/mnt/mmcblk0/Neuer Ordner

Test1.txt

[ ] 16 B

2024-09-02T11:27:00.000

Files of any type can be added or created in this created directory.

35
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3. Local configuration
3.2 — Device

3.2.3 Working memory

You can disable swap memory under this tab.

% Do not disable swap memory

without first making sure that you have enough RAM and a buffer for spikes in RAM
usage!

I} Device Information Storage System | Memory

| i Device Swap Memory -

&9 Network

[=] Display

D Date & Time

ﬁ' Remote Access
£+) Backup & Restore
(& Update

&5 User Management
[&] Services

&Y Logs

Disabling the swap memory on a device can be beneficial, but also involves risks depending on the specific
intended use and system configuration.

[t can make sense to disable it if:

* You need real-time behavior (such as in the case of controllers and visualizations)

» System stability achieved with "slow continued running" has a higher priority
or

e There is enough RAM so that swapping is not required

The main advantage is predictability, since the following will happen if there is not enough RAM available:

* Processes will be terminated instead of running slowly

» The storage device's service life will be longer
and

* Memory problems will be easier to detect,
since they will result in an error and will not slow down the system
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3. Local configuration
3.3 — Network

3.3 ¢ — Network
The Network page shows all network-related settings.

The number of tabs will depend on the features of the specific device in question.
The ETHERNET2 tab will only show up if the device features a second Ethernet port.

3.3.1 General
Device name

You can enter the device name here. EA-{last three bytes of MAC address}
Conventions: Between 1 and 64 characters long

No spaces
No consecutive periods in the name
The only special characters allowed are periods ( . ) and hyphens ( - )

Device names must not end with a hyphen ( - )

DNS entries

These address entries can be entered below each other.
% Manual DNS entries will take priority over automatic DNS entries.

P \When entering DNS entries, make sure to enter each one in a new line.

XA

ETHERNET 2

7 Device Information | General | ETHERNET 1
B Device Device Name
EA-080454
| <+ Network Manual DNS entries
[=] Display
D Date & Time

Automatic DNS entries

g Remote Access

£-) Backup & Restore
Proxy
(& Update

25 User Management Diagnostics
[&] Services
&Y Logs

Please note that you will only be able to edit manual DNS entries.
The keyboard screen appears automatically when you select a line;
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3. Local configuration
3.3 — Network

you can switch to a new line by pressing Enter;
the automatic entries are automatically adopted by the DHCP server if DHCP is activated.

Network diagnostics

Ping is supported as a diagnostic tool. It can be used to check whether a specific host on the network can be
reached and how quickly.

When using this function, you can enter any IP address or hostname you want, as well as any number of
pings you want.

I} Device Information Ping Utility

@ Device IP/Host Name
192.168.119.235
| &3 Network Ping Count
4
(=] Display Ping Status
[ Date & Time

e

g Remote Access

£+) Backup & Restore

(& Update

25 User Management
[&] Services

& Logs

Once you click on the "Ping" button, the corresponding progress will be shown under "Ping Status".
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3. Local configuration
3.3 — Network

" Device Information | Ping Utility

B Device IP/Host Name
192.168.119.235
I &> Network Ping Count
4
(=] Display Ping Status
, 64 bytes from 192.168.119.235: seq=0 tt=64 time=5.610 ms
(3} Date & Time 64 bytes from 192.168.119.235: seq=1 =64 time=0.400 ms
64 bytes from 192.168.119.235: seq=2 ttl=64 time=0.311 ms
‘a‘ Remote Access 64 bytes from 192.168.119.235: seq=3 ttl=64 time=0.317 ms

--- 192.168.119.235 ping statistics ---
¥2) Backup & Restore 4 packets transmitted, 4 packets received, 0% packet loss
round-trip minfavg/max = 0.311/1.659/5.610 ms

(€ Update

& User Management
[&] Services

& Logs

P To exit this page, click on (K4 at the top right of the title bar.

Proxy settings

You can use a proxy server.

A proxy server can be needed when you want to access a network from another network (with an example
being accessing the Internet from a company's intranet structure).

Please note that transparent proxies do not need to be entered here.

P Set Proxy" will open the "Proxy" page.

You will be able to set up the proxy server after enabling the "Enable Proxy" slider.
™ To exit this page, click on (K4 at the top right of the title bar.

Once you enable the proxy server with the slider, you will be able to select the protocol you want °
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3. Local configuration
3.3 — Network

" Device Information
g Enable Proxy -

Device
i v Protocol
HTTP (]
&% Network
HTTP
[2] Display
HTTPS
(7] Date & Time
FTP
ﬁ Remote Access
SOCKS

42) Backup & Restore
(¢ Update
& User Management

[®] Services

Logs
Dt

The following are available:

o HTTP
« HTTPS
. FTP

- SOCKS

Once you have selected a protocol, you can then enter the proxy URL, as well as any hosts that should ignore
the proxy server.
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3. Local configuration

3.3 — Network
" Device Information
r Enable Proxy -
Device
i V! Protocol
HTTP
| <> Network ©
@ Display . Use same proxy for all Protocols
[5) Date & Time RrosLE
? Remote Access Ignore Hosts
£+) Backup & Restore
(¥ Update
25 User Management
[2] Services
Logs ( ]
@ g Reset Changes

To overwrite all protocols with the proxy URL for the currently selected protocol, enable the Use same proxy
for all Protocols option.

If you exit the page with [E4 and there are unsaved changes, a dialog box will appear asking whether you want
to apply the changes or discard them.

3.3.2 Ethernet

Depending on the specific device model in question, there will be one or two configurable Ethernet inter-
faces.

The tab will show the status of the Ethernet interface’s connection. Additionally, you can enter the IP address,
subnet mask, and gateway here.
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I Device Information
B Device

I ¢+ Network
[=] Display
[ Date & Time
? Remote
£2) Backup & Restore
@ Update
2+ User Management
[2] Services

&) Log

3. Local configuration
3.3 — Network

Network

ETHERNET 1

Link Status

Connected

Use network interface exclusively for EtherCAT

DHCP @«

MAC Address
00:05:4b:07:6c:96

% For Ethernet 1 only:

There is the option of using the interface for EtherCAT.

Once you enable this option, the device will restart automatically as soon as the set-
ting is applied.

% If DHCP is disabled, you

must set up an IP address, subnet mask, and gateway!

Enabling the DHCP option will disable the input fields for the IP address, subnet mask, and gateway.
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3. Local configuration
3.3 — Network

I Device Information ETHERNET 2

Link Status
Device &9
i Disconnected
| & Network DHCP
(= Display IP Address
i 192.168.178.20

(5] Date & Time
Subnet Mask

“i Remote 255.255.255.0
Gateway

£3) Backup & Restore 192.168.178.1

@ Update MAC Address

b2:d8:a9:c5:97:99

& User Management

[&] Services

&) Log
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3. Local configuration
3.4 — Display

3.4[Z] — Display

3.4.1 Brightness

You can adjust the display brightness.
9 In addition, with Galileo or CODESYS, this brightness setting can also be adjusted with
the application.

The upper slider will adjust the display brightness during use.
Meanwhile, the lower Brightness When Dimmed slider can be used to adjust the brightness in an inactive
state (that is, while the display is not in use).

A setting of 0 will turn the display off.

The display will only be dimmed if a timeout is set and enabled.

I Device Information Brightness
B Device 0] @ 10}
& Network Timeout Enable -
I [=] Display Brightness When Dimmed
(7] Date & Time @
Timeout .
ﬁ Remote 60
Orientation
£2) Backup & Restore Landscape (0°) o
(% Update
®+ User Management ;
an g } Calibrate Touch Screen
@) Servies
& Log
Timeout

This setting can be used to enter a time, in seconds, after which the display will be dimmed or turned off.
Once this time elapses, the display brightness will be reduced to the value set with the "Brightness When
Dimmed" slider.

By default, the display will be configured to dim its brightness to 50% after 30 seconds. The set time will
restart as soon as the display is touched.
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3. Local configuration
3.4 — Display

Orientation

You can select the display orientation (0°, 90°, 180°, 270°) in landscape or portrait format.

Changing this orientation will cause the device to restart.

9 The orientation can be changed with the local configuration and the web con-
figuration.
The web configuration will not be based on the device's orientation (portrait or land-
scape format).

The local configuration can be set up in various ways depending on the type, size, and orientation of the dis-
play, meaning that the main menu pane or the title bar will not always be visible. If need be, it will be neces-
sary to show the menu, open a drop-down menu, or scroll through the pertinent page in order to see all
configuration options.

Brighiness Brightness
e} Qe e} o=
Timeout Enabl
[mecut Enable -« Timaout Enable (]
@ Brightness When Dimmed
o oo
Timeout
sec
° 60
Orisniation
a Landscape (0°) L]

§ Calibrate Touch Screen

Startup Logo

You can select an image here so that it will be shown when the device starts. This image will also be shown if
an application without visualization is active (in most cases, a company logo is used for this purpose).

The system supports the PNG image file format. In order for the image to be shown, it needs to have a suf-
ficiently high resolution (this resolution will depend on the size of the device and will be shown with a tooltip,
e.g., XV-303 7-inch 1024x600).

Recommendation:

Have the PNG file resolution match the exact screen resolution.
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3. Local configuration
3.4 — Display

Calibration

Devices already come calibrated from the factory. However, you can recalibrate them if necessary. This
option is available both for resistive and capacitive touch panels in the XV100 and XV300 families.

n A calibration of the touch screen is rarely needed, are you sure? This will automatically reboot the device.

Starting the calibration process will cause the device to restart and activate the calibration routine.

P Follow the instructions shown on the device and
click on the individual calibration points shown.

Once you are done, the device will restart again, completing the calibration routine.

% If the device is not calibrated accurately, it might not be possible to operate the device
correctly.
In this case, restore the device to its default settings, > Abschnitt "Factory reset’,
Seite 97
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3. Local configuration
3.5 — Date & Time

35 D — Date & Time

3.5.1 Manual

You can set the time zone with the two corresponding drop-down menu options — the first one for the region
and the second for the specific city.
Once you select a region and city, daylight savings time updates will be automatically enabled.
If you select "ETC" as a region and, for example, "GMT+1" as a time zone, there will be no daylight
savings time updates.

I Device Information IT‘ Andorra

B Device Time Zone Astrakhan
Europe © Athens
<& Network
Belfast
[=] Display
Belgrade
t] Date & Time )
Berlin
g Remote Access Bratislava
£2) Backup & Restore Brussels
(@ Update Bucharest
&a User Management Budapest
[&] Services Busingen
Chisinau
&9 Logs
j Y Reset Changes I
Copenhagen
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3. Local configuration
35 — Date & Time

You can adjust the date and time either by editing them in the corresponding fields or with the Set Time dialog
box that appears after clicking on the / icon.

E Please note that you will only be able to enter the date and time manually if the "NTP Server"
option under the "Automatic” tab is disabled.
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3. Local configuration
3.5 — Date & Time

3.5.2 Automatic
In order for the date and time to be updated automatically, you will need to enable the "NTP Server" option.

After this, enter the server address that should be used to synchronize the time automatically.
You can also enter a second server address, which will be used if the first one cannot be reached.

Both addresses will be setto 127.0.0.1 (localhost) by default.
If you only want to enter an address for the first server,
you can simply leave the second one unchanged.

You can enter these server addresses as an IP address or as a host name.

I Device Information Manual | Automatic |

B Device Time synchronization with NTP

=% Network

&P wi Preferred address
127.0.0.1

Displa

(=] Display Second address

127.0.0.1 .
I [ Date & Time

ﬁ Remote Access
£2) Backup & Restore
(© Update

& User Management

[3] Services

@] Logs ( ]
j 9 Reset Changes Apply
[ 4

9 If the device does not update the time with the selected server right away,
restart the device.

If the time is still not updated after this restart,
check your network settings (default gateway, DNS server) and test the connection
(with SSH on the Linux console, for example).
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3. Local configuration
3.6 — Remote Access

3.6 § — Remote Access

Remote access can take place via Secure Shell (SSH), Virtual Network Computing (VNC) or via Common Inter-
net File System (CIFS).

3.6.1 SSH
™ Enable the "Enable SSH Server” option.

The SSH server will be accessed with "admin” as a username.

The password will be the password set for the web configuration (remote user), = Abschnitt "Manual", Seite
9.

ﬂ Please note that you can disable the password.

I Device Information SSH VNC CIFS Client
8 Device Enable SSH Server -
&) Network o The username for SSH is “admin” and the pﬂSSWOrd is the same as the pEISSWOI'd chosen for the remote user.
: Enable administrative rights (sudo) -
[2] Display
A Enabling administrative rights can pose a security risk. Please ensure you follow the safety guidelines in the user manual.
[T) Date & Time

I 'ﬁ Remote Access
£9) Backup & Restore
(© Update
& User Management

[3] Services

Logs
D

L 4

The server will be accessed with a shell client with port 22 (e.g., PuTTY).

The server will either be accessed directly or the corresponding password will be requested.
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3. Local configuration
3.6 — Remote Access

st (%] 3.192.168.119.100 (admin) . +

¥l admin@192.168.119.100's password: [}

After logging in, you will be able to access the device.

% The device runs on Linux as an operating system, meaning that the console com-
mands will be standard Linux commands.
Please note, however, that certain commands will be disabled.

If a command is not available, the shell will display an error message.

Following is the command used to show the device's free and used memory as an example:

EA-076C96:~% free -h

total used free shared buff/cache availabl
e

Mem: 493M1 111M1 200M1 42M1 181M1 324M
i

Swap: 482M1 0B 482M1

EA-076C96:~$ i

The ability to run commands as a Linux superuser (sudo) needs to be enabled separately.

™ Enable admin privileges (sudo).

The first time you attempt to use the sudo command, the password will be requested again.
% If admin privileges have not been granted, the user will be shown a message saying
that they do not have the necessary permissions for the command.

EA-076C96:~$% sudo

Password:
admin 1s not 1n the sudoers file.

ﬂ Please note that you can disable the password.
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3. Local configuration
3.6 — Remote Access

3.6.2VNC

The VNC server will be disabled by default.

Enabling the VNC server with the corresponding option will unlock the settings for the sever. Once you con-
figure these settings, they will be retained even if you disable the VNC server.
% To restore these settings to the default settings, you will need to carry out a factory

reset.

I Device Information SSH VNC CIFS Client
i Device Enable VNC Server -
¢ Network

TLS/SSL encryption
[2] Display

Enable VNC Timeout @«
[ Date & Time

VNC Timeout (in seconds)

I g Remote Access 300

Port Number
£2) Backup & Restore 5900
G Update Password l
o Connected VNC Clients
do User Management 192.168.119.123 (1)
[3] Services

@] Logs ( ]
j 9 Reset Changes Apply

The VNC server can be run using an encrypted connection (TLS/SSL).

L

A timeout period of 300 seconds will be set by default.
You can disable this timeout or adjust the time as necessary.

The port will bet set to 5900 by default.
You can change it as necessary.

% Recommendation

Set the port to a value between 5900 and 5904 so that there will be no overlaps with
other services.

In order to be able to use the VNC server, you must set a password.

P Setthe password for VNC server access
(at least eight characters, including at least one uppercase letter, one number, and one special char-
acter)
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3. Local configuration
3.6 — Remote Access

3.6.3 CIFS
The device includes the option of setting up a CIFS server and a CIFS client.

The CIFS server can be used to share all the folders on the device with the network.
The CIFS client can be used to access shared folders on the network.
% If the CIFS server is disabled, no folders will be shared.

3.6.3.1 CIFS Server
In order to be able to configure the shares you want, the server needs to be enabled.
™ Enable the CIFS Server.

I} Device Information VNG CIFS Client | CIFS Server

8 Device Enable CIFS Server )

&> Network ©® The username for CIFS server is “admin” and the password is the same as the password chosen for the remote user.
Share Name Share Path | Users ‘

[=] Display

D Date & Time

ﬁ' Remote Access
£2) Backup & Restore
(& Update

& User Management

[&] Services

& Logs

All the shared folders on the device can now be shared.

To share a folder, you will need to create a new share.
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Add Share (%]

Share Name
My first share

Local Path
/public

Users
admin

Enable Read Only

@ Disabled Read Only allow Read/Write access

Share name Access name for the CIFS client

local path Path that should be accessed
E Please note that when you share a folder, all the subfolders in it will be shared as well!

The user for accessing the shares is the remote user. The username is <admin>.
You can choose a password in = Abschnitt " — User Management", Seite 69.

Write and read access
If you enable the option for read access only, it will not be possible to add or delete any files in the folder.

Once you have created a share, it will be listed in the corresponding table, where it can be selected for edit-
ing or deleting.
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I Device Information VNG CIFS Client | CIFS Server |

i Device Enable CIFS Server ()

&> Network © The username for CIFS server is “admin” and the password is the same as the password chosen for the remote user.
Share Name Share Path Users ‘

(= Display My first share /home/galileo/appl/ admin

t] Date & Time

I “i Remote Access
£2) Backup & Restore

(& Update

/' EditShare || — Delete Share

<+ Add Share

2o User Management

[&] Services

&Y Logs

L

If you disable the CIFS server, any created shares will be disabled as well, but will not be deleted.
If you enable the CIFS server again, these shares will be automatically re-enabled.
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3.6.3.2 CIFS Client
In order to be able to access shared folders on other devices on the network, the client needs to be enabled.
P Activate the CIFS client.

Once the clientis enabled, you will be able to establish a connection to a shared folder on the network.

I Device Information SSH VNG | CIFS Client

i Device Enable CIFS Client o«
&3 Network

Network Path Mounted Status Auto Mount ‘
[=] Display
(7} Date & Time

E—d

g Remote Access

£3) Backup & Restore

25 User Management
[&] Services

&Y Logs

Add Server Connection (]

Network Path
//192.168.178.10/galileo

Domain
Galileo folder

Username
admin

Password
0000000000

Auto Mount

A Itis recommended to turn off the Auto Mount
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Network path Enter share name as IP address or host name

Domain This name can be freely chosen

Optional — if assigned to the folder on the network
Username The CIFS server where the folder is located

Password For the user

% Recommendation:

Do not enable the "Connect automatically” option.

If the "Connect automatically” option is enabled, all created connections to CIFS servers will be restored auto-
matically (without having to enter the password again) whenever the device or the CIFS client is restarted.

I} Device Information VNC | CIFS Client | BESE T

i Device Enable CIFS Client o«
&% Network

Network Path | Mounted Status | Auto Mount ‘
] Display 1/192.168.178.10/public Not Mounted Yes

//192.168.178.10/galileo Mounted No
D Date & Time

@ Remote Access

£+) Backup & Restore

25 User Management
[2] Services

&Y Logs

Created connections will be shown in the corresponding table, where they can be selected for editing, delet-
ing, or connecting/disconnecting (depending on the current status).

The table will show the current connection status, as well as whether the "Connect automatically” option is
enabled.

If you disable the CIFS client, any created connections will be disconnected, but will not be deleted.

If you enable the CIFS client again, all network paths for which the "Connect automatically” option is enabled
will be restored.

Connections that have the option disabled will need to be connected manually.

Structure

Connected network paths can be found in the /mnt/ directory just like external storage devices; please refer
to > Abschnitt" — Device", Seite 33
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<  /mnt/192.168.178.10

- galileo
2025-05-19T06:39:35.000

ublic
m’ .
2025-05-13T08:06:24.000
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3.7 ¥ — Backup & Restore
This page can be used to save a backup of the various settings to a storage device.
This makes it possible to back up data

 so that specific settings can be reproduced
or

 sothatthey can be used with the Import option in the First Start Wizard, > Abschnitt "Import”, Seite 11.

3.7.1 Backup file

When creating a backup, you can either back up all device configurations or only specific ones.

I Device Information | Backup Restore

B Device [l | Device Configuration
¢ Network —.
Device

[2] Display

. MNetwork
[T) Date & Time —
. Displ
g Remote Access . e

I £) Backup & Restore B | Datestime

G Update . Remote access
& User Management —

. Remate access (CIFS)
[®] Services

i ]

&) Logs

L

A full backup will be selected by default, and you can deselect individual items as necessary.
Please note that backups always need to be encrypted, meaning that you will need to set a password.

P Seta password for the backup file - Encrypt backup file
(at least eight characters, including at least one uppercase letter, one number, and one special char-
acter)

9 If no password is set, the backup file cannot be created and the button is grayed out.
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Backup & Restore

I Device Information | Backup Restore

Date & time
B Device O -
&9 Network B | Remote access
EI Display . Remoate access (CIFS)
t] Date & Time o
ﬁ' Remote Access
. Services
I £2) Backup & Restore —
Encrypt Backup l

(¥ Update

Select External Media Path

/mnt/sdai
24 User Management °
[&] Services

B Export Backup
&Y Logs

As soon as a password has been set, you will be able to save the backup file as backup to an external storage
device by tapping Execute.

You can take advantage of the increased convenience provided by the > Abschnitt "Web configuration®, Seite
94.

If the USB storage device is not detected, try restarting the device.

Also make sure to remove the startup logo (see menu 'screen’), if any, from the backup.

9 If there is already an existing backup, it will be overwritten with the new backup file.

You can also create a backup in order to overwrite existing settings.
One potential use case would be settings that are only required to service a device.

3.7.1.1 User data

If CODESYS 3.5.20 or higher and/or Galileo 11.1 or higher is installed, you will be able to add the application —
including selected data — to the backup file in addition to the device configuration.

If you enable the "Remote Access (CIFS)" or "User Data" option, the user management data will be auto-
matically included in the backup.

Including user management data is needed:

» For user data —to keep file permissions
» For CIFS —to keep passwords synchronized between user management and the shares set up under >
Abschnitt "CIFS Server", Seite 53. The CIFS server also uses the remote user.

% If you do not back up the user management data, the CIFS server will not work cor-
rectly.

The First Start Wizard section explains how to use the backup files for series production scenarios in >
Abschnitt "Import - Series production®, Seite 14.
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P Device Information | Backup | Restore

B Device
. Application Settings

&> Network —
&= Display Bl | vNCClient
D Date & Time . User data
ﬁ' Remote Access

Il | cooesys
£2) Backup & Restore —

B cicc @

(& Update

Encrypt Backup

25 User Management

[®] Services

B Export Backup
& Logs

CODESYS

The CODESYS option only includes the boot project, and not the installation file per se.

In other words, there must additionally be an IPK file for the CODESYS Runtime on the storage device when
using the backup with the First Start Wizard.

This IPK file can be found in the CODESYS system directory in:

* Devices/4096/102A 306 for XV102 or
e Devices/4096/102A 309 for XV303

Galileo
The Galileo option includes the user data for recipes and graph blocks.

In order to be able to use a backup with the First Start Wizard in this case, there must additionally be an IPK
file for the Galileo project on the storage device.
This IPK file can be added to the storage device with the "Build and Deploy" menu in Galileo.

The Backup & restore tab in the Linux Platform Configuration dialog box in Galileo can be used to configure
which data will be part of the backup in the Galileo project:
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Galileo/Project configuration/Linux platform configuration

Linux Platform Configuration

Application settings Backup & Restore

@ General +' Backup enabled
+'| User management backup enabled
@ Redpe Custom paths (absolute or relative to Galileo's directory)
Path
|- Graph Blodk  : fpublic [}

Backup & Restore requires Q35 version 1. 1.0 or higher

Ok Cancel

Abb. 3: Save & Restore tab

In Galileo, configure whether the backup functionality should be enabled/disabled in general, whether user
management data will be included in the backup, and which recipes and graph blocks will be part of the
backup.

In addition, configure whether the backup should contain custom paths (/public, for instance).

These settings take effect when the project is transferred.
By default, all options are automatically selected except for graphs.

By default, all recipes will be included in the backup. However, you can remove the ones you want indi-
vidually.

Galileo/Project configuration/ Linux platform configuration

Linux Platform Configuration

Application settings Backup & Restore
T selected 2
@General E % o ( )
Enter text to search...
Red
@ =obe Mame -
4 ' [ Redpes
G Blodk
|2 Graph Blo v [E] pefaults
Ll @ TestRedpe
Ok Cancel

Abb. 4: Save & Restore, Recipe tab

Graph blocks stored in a file and not just in RAM can also be included in the backup.
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9 Graph blocks are not backed up by default, meaning that you will need to specifically
add the ones you want.

Galileo/Project configuration/ Linux platform configuration

Linux Platform Configuration

Application settings Backup & Restore
@General E % = (selected 0)
Enter text to search...
Red
@ 2EiE Mame i
&2 Graph Blodks
G Blodk
|- Graph elo |- TestGraphBlock
OK Cancel

Abb. 5: Save & Restore, GraphBlock tab

Further information can be found in the installed Galileo user help for Galileo.
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3.7.2 Restore

This page can be used to import a previously created backup into the device.

[ Device Information Backup Restore

Select Backup Archive
B Device /mnt/sdai/backup.zip.gpg (]
&> Network Decrypt Backup

Authenticate

 bispy | putenicats

3 Import Backup
(=) Date & Time
ﬁ' Remote

£2) Backup & Restore
(& Update

& User Management
[2] Services

&Y Log

To restore a selected backup, you will need to enter the corresponding password.

P Authenticate yourself with the password.

If you do not enter the correct password, you will not be able to import the backup file.

> Tostartthe import, tap Execute.

What can | do if | have forgotten the password?

There is no way to restore a backup file in this case.

What you can do instead is to use it only with the Import option in the First Start Wiz-
ard. The password will be read from the corresponding password file in this case.

After successfully restoring a backup, the system will show information indicating what has been overwritten.

Only the settings from the Configuration Tool will be loaded with this restore function.

If using the Import option in the First Start Wizard instead, you will also be able to import the operating sys-
tem, the application, and the Galileo Runtime and/or CODESYS Runtime, = Abschnitt "First Start Wizard", Seite
8.
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I Device Information

Restore

Select Backup Archive
B Device /mnt/sdat/backup.zip.gpg o

&) Network Decrypt Backup

Authenticate

[2] Display

8 Import Backup
(5] Date & Time
“E Remote

I £2) Backup & Restore
(¢ Update
25 User Management

[B] Services

Settings selected for restore are Date & time, System, Remote access, Network, Display, Device, Local configuration tool, Browser, Web

authentication.

65 System description 07/25 Eaton.com



3. Local configuration
3.8 — Update

3.8 — Update
Updates are carried out with RAUC bundles and can be run either with
« the local configuration
or
« the web configuration.
The list will show all available update bundles on the SD card and/or USB storage device. Please note that

the list will not be filtered so that it only shows the *.raucb files compatible with the device (i.e., other files will
be shown as well).

I’ Device Information Update file Loaded, Press Update button fo start the Update
Select bundle from the list
B Device /mnt/sdal/update-bundle-full-release-eaton-xv102.rauch °
¢ Network /mnt/sdal/update-bundle-full-release-eaton-xv102.rauch
= Display /mnt/mmeblk0/update-bundle-full-release-eaton-xv303.rauch
(7] Date & Time

ﬁ Remote Access

£2) Backup & Restore
I (& Update

& User Management

[&] Services

& Log

™ Selectthe right *.raucb file.
™ Runthe update by tapping Start Update.

The update will be loaded onto the device.
% Please note that when you start the update, all active services (such as Galileo,
Galileo Comm Test or CODESYS) on the device will be stopped.

An error message will appear if the SD interface and/or the USB interface is disabled.
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! Device Information
B Device

<» Network

[2] Display

[ Date & Time

"i“ Remote Access
£3) Backup & Restore
(& Update

aa User Management

[®] Services

& Logs

Please connect the USB drive or SD card containing the update bundle.

Fan .
(&) USB support s turned off Enable

C!:' SD Card support is tumed off
A Starting the update will stop running services like Galileo or CODESYS.

If this happens, you can enable the interface with the buttons shown next to the messages in order to allow
access to the storage device.
If a valid RAUC bundle is detected, the update will be loaded onto the device.

9 Do not remove power from the device
while the update is in progress.

Update finished successfully. Please reboot the device

I Device Information

B Device

&> Network

[Z] Display

(7] Date & Time

? Remote

£2) Backup & Restore
I (@ Update

&a User Management

[&] Services

&) Log
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> Afterthe update is loaded, restart the device by tapping Reboot.

The device will restart multiple times and then open the local configuration.

9 Do not remove power from the device during the restart process.
If an error occurs, you will need to restore the device to factory settings, > Abschnitt
"Factory reset", Seite 97

3.8.1 Issues that will result in an update being canceled
The update will be canceled and a corresponding message will be shown on the display if:

1. You selected the wrong RAUC bundle for the device.

2. The RAUC bundle you selected does not meet the device's minimum requirement (version comparison)
> Tap Restart Process|to cancel the update.

P Device Information Error

B Device

(@ Installation error: Bundle rejected: Hook returned: Compatible does not match!

£+ Network
=] Display
D Date & Time
ﬁ Remote
£2) Backup & Restore
I (@ Update
24 User Management
[2] Services
&) Log
After a failed update attempt, you will need to restart the device.

Depending on the reason why the attempt failed, either select the right bundle or run a firmware
update before running the update again.

3. The device is disconnected from power during an update
After power is restored, the device will restart and you will need to run the update again.
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3.9 &= — User Management

The device has two users. a local user and a remote access user.
No additional users can be set up here.

The user management settings made in the First Start Wizard can be adjusted here.

User Management B @ 53

% Device Information Local User
B Device [ Set Pin Code
&> Network Allow device configuration without pin code

A This is not recommended to allow device login without pin code
[2] Display
[ Date & Time
ﬁ Remote

£7) Backup & Restore

(© Update
I aa User Management

[&] Services

&) Log

W Device Information

Remote User

Set Password

[ Device [

& Network Allow remote access without password
A This is not recommended to allow remote login without password
[2] Display
t] Date & Time
? Remote

£3) Backup & Restore

(& Update
I &+ User Management

[2] Services

& Log
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To change the PIN (local user) or password (remote access), you will first need to enter the current pass-
word. You will then be able to set a new password.

P SetaPINora password for the device.
(PIN: between four and 12 numbers long)

Password: at least eight characters, which must include at least one uppercase letter, one lowercase let-
ter, one number between 0 and 9, and one of the following special characters: | @ # $ 7).

You can disable the PIN and/or password.
To do so, you will first need to enable the corresponding option and enter the current PIN
or the current password respectively.
% You can choose to allow access without a password,
but this is strongly advised against due to cybersecurity concerns.

% As soon as you set a pin code, users without the PIN will only be able to see device
information and legal information.
In addition, these users will not be able to configure any settings.

E Galileo and CODESYS have their own separate application user management that is independent
from the Linux operating system's user management.
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3.10 [#] — Services

This service menu can be used to start and stop the services installed on the device. It can also be used to
select whether Galileo or CODESYS will start automatically when the device is started.
9 Please note that only services checked by Eaton will be installed.

As of this writing, the following are available as services: Galileo, Galileo Comm Test, CODESYS and VNC cli-
ent.

I Device Information Codesys
» Running

[ Device

¢ Network

Start on boot

[2] Display
(o e oo

[5) Date & Time

ﬁ' Remote

You need to use the Galileo Design tool to install Galileo on the device.
£2) Backup & Restore

(& Update

a&a User Management

I [®] Services

@j Log You need to use the Galileo Design tool to install Galileo Comm Test on the device.

You can explicitly start, stop, or directly restart a service here. In addition, you can disable the Start on boot
option.
These starting, stopping, and disabling options were implemented this way in order to provide customers with

a variety of options. Part of the reason for this was that Linux does not feature a file that can be used to
modify the device's startup behavior the way autoexec.bat files do.

If you install a new service with the Galileo Design Tool or with the Codesys IDE,
the service will start automatically after being installed. In addition, the Start on boot option will become avail-
able.
% If the CODESYS service without visualization is active on the device,
the device will show a black screen with the Eaton logo by default after booting up.
If a startup logo has been set up, that logo will be shown instead.

If an application is running on an XV device and the ConfigTool is to be opened, the ConfigTool is started by
pressing the CTRL button on the side of the XV device.
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Galileo
» Running

Codesys (%]

Sep 11 09:37:31 EA-076C96 systemnd[1]: codesys.service: Failed to get cgroup 1D on egroup /sysffs/cgroup/unified/system.slice/codesys.service, ignoring: Function
not implemented

Sep 11 09:37:31 EA-076C96 systemd[1): Starting XSOFT-CODESYS Runtime System...

Sep 11 09:37:31 EA-076C96 sudo[1158]:  root : PWD=/home/codesys/work ; USER=root ; COMMAND=/bin/In -sf /usrilib/fonts/FreeSans.ttf fhome/codesysiwork/
fonts

Sep 11 09:37:31 EA-076C96 sudo[1160]:  root : PWD=/home/codesys/work ; USER=root ; COMMAND=/bin/In -sf /usrshare/fontsittf/LiberationMono-Bold.tf /usr/
share/fonts/ttf/LiberationMono-Bolditalic.tf /usrshare/fonts/ttf/LiberationMono-Italic.ttf /usrishare/fonts/tf/LiberationMono-Regular.tif jusr/share/fonts/tf/
LiberationSans-Bold . /usr/share/fonts/ttf/LiberationSans-Boldltalic.tf /usr/share/fonts/ttf/LiberationSans-ltalic.tf /usr/share/fonts/ttf/LiberationSans-Regular.uf /usr/
share/fonts/ttf/LiberationSerif-Bold.tf /usr/share/fontsittf/LiberationSerif-Bolditalic.ttf /usr/share/fonts/ttf/LiberationSerif-lalic.ttf /usr/share/fonts/ttf/LiberationSerif-

Regular.tif / ysiwork/fonts
Sep 11 09:37:31 EA-076C96 cds-startup.sh[1156]: /home/codesys/work
Sep 11 09:37:43 EA-076C96 systemd[1): Started XSOFT-CODESYS Runtime System.

You can view the service log or download it onto a storage device by tapping the icon on the right.

As mentioned above, you can retrieve the log file for a service that is being used and export the file to an
external storage device.
9 If USB storage devices and SD cards are not enabled, the storage

devices will not be detected, = Abschnitt "Storage”, Seite 33.
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No external media attached.

® Selectthe storage device you want.

@ mnvmmebiko

/mnt/sdai

> Tap to export the log file to the storage device.

You can then remove the storage device.
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3.10.1 Installing CODESYS

To install CODESYS Runtime, you will need XSOFT-CODESYS version 3.5.19 BF1 or higher.
If you set up a password for the web configuration, you will need to use it here.

CODESYS files will be installed through a web APl connection. The connection is established and data is

transferred via secure HTTPS connections.

% For more information on how to install CODESYS Runtime, please refer to the XSOFT-
CODESYS3 manual MN048008ZU or the manual for the XControl modular PLCs,

MNO050005.

3.10.1.1 &% Deployment Tool
XSOFT-CODESYS 3.5.20 and higher offers the option of installing the Deployment Tool.

The Deployment Tool makes it easier to install operating systems and software on Eaton Linux devices in
XControl XC300, XC200, XC100 modular PLCs and XV300 and XV100 multi-touch displays.

In addition, it makes it possible to easily create network configuration backups on USB drives and reset
devices to default settings in the case of XControl modular PLCs.

To open the Deployment Tool in the Eaton XSOFT-CODESYS programming software program, you will need to
use the "Update operating system" function.

As soon as a project has been created or loaded, the Devices pane with the selected Linux device will
appear. You can then open the Firmware screen under the Device tab:

licensed Eaton programming software XSOFT-CODESYS

@ Untitled1.project - XSOFT-CODESYS
File Edit View Project Build Online Debug Tools Window  Help

BeHEH & dh 07 db 0L

Eaton Automation  Git

cEH _‘T ¥ Application [Device: PLC Logic] - %S

Devices * o X

=5 tnttledt -

(7] Device x

Update operating system

= m Device (XV303L)

=1 PLC Logic
=i} Application

Communication Settings

Applications
Start...

m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
=3 MainTask
B rLc_PRG Lz

Backup and Restore

Files

PLC Settings

PLC Shell

Users and Groups

Access Rights

Symbol Rights

Software metrics for license
determination

Firmware

Abb. 6: How to open the Deployment Tool under the Device tab (XV300L)

™ To open the Deployment Tool from XSOFT-CODESYS, simply click on the Start... button.

The Deployment Tool will be opened in a separate window.
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il

Online update  XC LISB preparation @ o

Please enterthe connection settings and select your IPK or 05 update file to install on the target.

Configure connection settings

Target address:  192.168.119.30 Port: 8375 30943
Lsemame: admin Timeout [s]: 10 -
Password: Platform: X

120

[ Trust all tangets {not recommended)

Connect

Web Config

C\ProgramData CODESY S \Devices 409641024 03093
103

Build date: 2025-01-30 07
Compatible platform: eator

24]]

Online Update - Configure connection settings

The settings needed to establish a connection to the target device can be configured in this section.
The Port, Username, and Timeout fields will be automatically filled out with default values.

™ Enter the destination IP address and the password.

™ Click on/Connect to establish a connection to the device.

As soon as a connection is established, all device information will be shown.

You can then restart the device with the Deployment Tool.
Wilf the Trust all target systems option is selected, the encrypted connection to the
device is established each time without reconfirmation and is therefore not recom-
mended.

If the Trust all targets (not recommended) option is disabled, an error message will be shown when testing
the connection and a dialog box with additional options for establishing a secure connection will appear.
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&

Online update  XC LISB preparation @ &

Please enter the connection settings and select your IPK or OS update file to install on the target.

192.168.119.30 8375

-:I . T - . A A4
s ¥ Target system unknown X 20404170

LI L L L]
The target system is unknown.

Target address: 192.168.115.30
Thumbprint: BO756C 11EC3404A103A00344 3BFR45374DARESER
Signature Mgorithm: sha256RSA

Do you want to trust the target system?

Yes, always {persistently Yes, but only while

stored) application is running No (disconnect) L=ha0

sha0964 1024 0204

T S T T

Compatible platform: eatonxc24

240

Yes, only as long as the application is running
Accept once, a connection is established.
This confirmation prompt will then continue to appear every time an attempt is made to establish a con-
nection to the device. In other words, this leaves the option of rejecting this connection.
Yes, always
The key to this device is saved and a new connection will always be made in future without an additional
query.
You can delete saved keys in the 2] Settings and information dialog box by clicking
on Clear list of known target systems.
The keys will be immediately deleted (i.e., without a confirmation prompt).
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i
O updale 30 |ISE prepanaton @ @}]
Corfigure cormection petings Dlepdoymand. Tood E 'T.H
10066 eldibos - . . 5
Tarpet sddrens: 10216211030 Pol ot ® Bt Automation 2125 DESTS Drvices 06V DTS | Seley
AL A8 X a0
Usemame admin Tieme g B Viersion 3.5 20 434170
Passeird LLLLLE L m m E’W
17 Trust o targets ok recommendesd) [ Enabis orine update chind,
Coremct | Socesif sonnsction Weweiiink |1 [
Ve Carlg [ R TP p—
ofbwane iorares
LTFiDlta Disclbls Core 3
Arboat LTROaa Diselbs Squsshfs DESYS Devioen 4000 1028 (0D Select
L TRt Duac iy Stresms I
Tino ayidim nbosmilirs S Bo7s100
Device Type: X303 TO-CORAGIC i

Contifizgie Suambpant
BOTSEC 11 EC MR 1D ADCOMLIBFELSTI0 ALESBE

Galleo: 11.0.1 (Stabe: mawingli
CODESYS: 3.5 20 404170 {Sats: Arvirg)

This dialog box can also be used to change the language for the Deployment Tool.
In addition, you can enable the option for checking for updates automatically.

Once you establish a connection to a device, you will be able to configure the settings on the right side of the
dialog box.
Wi Depioyment Tool 10,066 - o ®

Ordree update X LISH preparation @ &

Pleass anber the comnechion seiings and select your IPK or 05 update file 5o iretal on the tapet

Configuns Sormnection sellingd Solect IPH e and pafoen dowriaed
Target addemss: 132182115330 Pt L] 1P File EoProgrambata OO0ES i Deveen 4086 038 0593 Salea
Upermpee acmin T o cosdermconirl- WL 3 5 20404170
T L HNA0CL Viermen 3.5 20404170
Pasgwoed [—— Platipen: Xy-Jo
Timeoat 4] 12

(2] Trumt ol targets ireot recommended])

[ Comeat | Zeccessful connection
]

Wb Corfiy
Select 0F update file and perfom downicsd
Febzat OSupdaiefie: O Programliats CO0ESYS Devicer d0W M4 M3 Selem

1.03

Target sysbem riformaton Bl ot 20250020 075100

Drvcs Tres: K133 DCOAD t i AR

? A -

05 Verson: 11043 = o

Cotazale ot Comnkoad

BOTSEC 11 ECIe0EA 1D RAO0M IBF R4S TEDAGE 963

Galleo: 11.0.1 {Stabe: running)
CODESTS: 35.20.40-4170 [Shabe: aurrargh

This is where the information for the CODESYS IPK file and the operating system update needs to be entered.
ﬂ In this case, the application program for Linux devices is CODESYS-Runtime.

P Selectthe appropriate *.ipk file for the CODESYS firmware update.
P Start the download:
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P Selectthe appropriate *.raucb file for the OS update.
®  Startthe download:

If you have a poor network connection, you can adjust the timeout setting as necessary.

il Deployment Tool 1.0.0.66 = a *

Online update  XC LISB preparation @ @

Please enter the connection settings and select your IPK or OS update file to install on the target.

364102A 0309\3

1592.168.119.30 8375 C:\ProgramData®CODESYS\Devices\40

: 0 codesyscontrol-XV303L 3.5.20.
admin 10 1 S PR
codesyscontrol-X\V303L Version 3.5.20 404170
Platform: XV-3ce
SRR RERY

120

Select 05 update file and perform download
05 update file: C:\ProgramData*CODESYS"Devices 409641024 03093 Select ..

103
Build date: 2025-01-30 07:51:00
Compatible platform: eaton-=ow303

Timeout [s]: 240

Device Type: XV-30
Serial Number: 10
05 Version: 1.1.0+c3

Certfficate thumbprint:
BO7SECT1 ECELCDL.'—".‘I D3AD03443BFE45374DAGETSEE _

Deploying ...

Galileo: 11.0.1 (State: running)
CODESYS: 3.5.20 404170 (State: running)

The update files will be loaded onto the device first, after which the update will be installed. The cor-
responding progress bars will show this visually. Do not restart the device during this operation!

CODESYS will be available immediately after installation.

When you have a new operating system, you will first need to enable it by restarting.
Once the installation process is done, a prompt to this effect will appear.
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4 Deployment Tool 1. = O bt
Online update  XC UISB preparation @ @
Please enter the connection settings and select your IPK or OS update file to install on the target.
152.168.119.30 8375 C:\ProgramData"CODESYS\Devices'4096'102A 03053
T 10 codes;.-sc:ol'ﬁrol-){'u':ECEL _3_.5.2:.1241;’: _
i codesyscontrol-¥V303L Version 3.5.20 40-4170
Platform: XV-3oc
L2112 1121 )
Timeout [s] 120
< Reboot target system?
Do you want to reboot the target system now to activate the
new 057
Nein ¥S\Devices\40964102A 0309'3 | Select ...

Build date: 2025-01-30 07:51:00
Compatible platform: eatonxv303

AT L AN

Device Type: XV-303-70-C00-AD0-2C

Serial Number: 101500055240 Timeout [5]: 240

QS Version: 1.1.0nc3

Cedificate thumbprirt :

BO756CT1EC3404A103A003443BF645374DAGETBE
Installation successful.

Galileo: 11.0.7 (State: running) i i i
CODESYS. 3.5.20.40-4170 {State: running) A reboot of the tanget system is required to activate the new 05,

XC USB Preparation
You can use this tab to configure a USB drive for XC devices.

To do so, you must plug a USB drive formatted to FAT32 into your PC.

™ Select the device type.
P Selectthe type of USB setup you want.
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Prepare USE flash drives to use with products of the XC family.

Device type: XC-303 ~

USEB drive selection: D v
Kind of USB setup: IP address setting ~
[ DHCP

IP address: 192.168.119.110

Subnet mask: 255 255.255.0

Gateway: 152.168.1191

Write data

Attention: A possible already existing file will be overwritten.

The options "Enable USB" and "Enable LSB autostart” must be enabled on the device.
The IP will be changed as soon as the flash drive gets plugged in or the device is booting up with USE flash drive plugged

ir.

(Remark: Depending on the device configuration it might be required to plug in or resp. reboot the device twice)

&l Deployment Tool 1.0.0.66

Online update  XC USB preparation

Prepare |USB flash drives to use with products of the XC family.

Device type: HC-104 w
USB drive selection: DA ~
Kind of USE setup: Factory Reset ~

Serial number: 123456789

Write data

Attention: A possible already existing file will be overaritten.

The options "Enable USB" and "Enable USB factory reset” must be enabled on the device.

The device need to be reboated with plugged in USB flash drive.
The default |P address after Factory Reset is:
192.168.119.104

3. Local configuration
3.10 — Services

8 o

The available options for Kind of USB setup are the "IP address setting" for the network configuration and

"Factory Reset".
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Once you enter all the information required and click on "Write data“, the required files will be written to the
USB drive and will then be available for use.
% Please note that any existing files on the same device will be overwritten.

For example, if you already have a network configuration for an XC-204 on the USB

drive and you create a new one, the existing configuration will be overwritten without

any confirmation prompts.
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3.10.2 Installing Galileo
Galileo will be installed through a web API connection.

3.10.2.1 Web API connections

In addition to FTP connections and the option of saving Galileo projects in a file directory, Galileo 11 and
higher features the option of using a web API connection for devices with an embedded Linux operating sys-
tem.

These connections are set up in almost the same way as FTP connections by configuring the target system
accordingly in the Galileo project.

Haome Project Configuration
* Target System: > Deploy only '9 Unde ‘@ Redo
L Simulator T e Clear Target |j| Copy |:|i'| Paste
Build Build and
{@} Open Web configuration Deploy % Comrm Test X cut X Delete
Build and Deploy Clipboard

P Create a new web API connection.

Build and Deploy Settings x

Deplay Settings

Connections

4Bl web API Connections
Bl 1s21s8.119.9
m New Web API connection
—

[} File System Folders
Fp FTP Connections

MNew Web API connection
Copy Delete
Import ... Clear thumbprints
Download options
Don't overwrite autoexec. bat

Download source project as ZIP archive

Password:

OK Cancel

® Then configure the new web APl connection.
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Build and Deploy Settings X

Deploy Settings
Connections
A m Web API Connections Web API connection
R E==S Host 192,168,119.9 Part 8375
Bl  mewweb API connection oSt e o -
(=) File System Folders |Jser: admin Timeout: 240 :
ﬁ-; FTP Connections Password:
Change password
Trust server certificate
Open Web configuration
Test connection
Mew Web API connection
Copy Delete
Import ...
Download options Panel spedific options
Don't overwrite autoexec.bat Stop running GRS
Download source project as ZIF archive Start GRS after download
Password:
0K Cancel

The corresponding port, user, and timeout settings will be filled out by default and should not be changed.

Enter the device's IP address as the host.
Additionally, make sure to enter the password for the web configuration if one was set up. Otherwise leave
the field blank ( = Abschnitt "First Start Wizard", Seite 8 or = Abschnitt " — User Management', Seite 69)

As soon as you enter the IP address, you will be able to access the web configuration directly from this page.

If you enable the Trust server certificate option, the encrypted connection to the device will be automatically
established every time without requiring confirmation.

P Click on OK to create the web API connection.

The new connection will be selected automatically. After this, you can install the application created with
Galileo (Galileo project) on the device by clicking on “Build and Deploy".
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Home Project Configuration
* Target System: ’ [> Deploy only ¥ Undo ¥ Redo
L Simulator AERLL Clear Target [H Copy [T} Paste
Build Build and
{8% Open Web configuration Deploy % Comm Test o Cut M Delete
Build and Deploy Clipboard

If you did not enable the Trust server certificate option, an error message will appear when testing the con-
nection and a prompt saying Unknown target device will appear.

Target device unknown

The target device is unknown,

Host address: 192,168,119, 123
Thumbprint: AZACAF 162539D0EEEDCSAFESFS3528 1105C7F23F
Signature Algorithm: sha256R54A

Do you want to trust it?

Yes, always

Yes, but only this time

Mo (disconnect)

The device will pass a key for establishing a secure connection at this point.

You can accept this key once by clicking on Yes, but only this time.

When you do so, a connection will be established.

This confirmation prompt will then continue to appear every time an attempt is made to establish a con-
nection to the device. In other words, this leaves the option of rejecting the connection.

If you instead click on Yes, always, the device's key will be stored and a connection will always be estab-
lished in the future without an additional confirmation prompt.

If you want to delete the saved key, open the Galileo project and click on Clear thumbprints in the con-
figuration for the web APl connections.
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Build and Deploy Settings X

Deploy Settings

Connections

« B  web API Connections
m Mew Web APT connection
B5  File System Folders
ﬁ-; FTP Connections

Mew Web API connection
Copy Delete

Import ... Clear thumbprints

Download options

Download source project as ZIF archive

Password:

0K Cancel

3.10.2.2 Linux Platform Configuration

Additional Galileo application settings can be configured in Galileo.

> Todo this, go to the Project Configuration tab in Galileo.
> Open the Linux Platform Configuration dialog box.

8- z Project Configuration
‘% o
@ EN|
Panel PLC Certificates  Linux Platform
Type  Communication 'I.Fsuallzahun Configuration

Device and Environment
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Linux Platform Configuration

Application settings Backup & Restore

IPK Settings

Indude Communication Test application in package

v | Wait with startup until CODESYS-3 is running

..............................................

Timeout Ethernet 1 &0
Wait for Ethernet 2
Timeout Ethernet 2 &0
| Enable file browsing
Additional runtime arguments

v Make scripts in the folder ‘custom’ executable

K Cancel

IPK settings
Include communication test application in package

The next time you click on "Build and Deploy," the communication test will be added.
This test can be used to test the connection to the PLC tags of a PLC connected to the device before the cor-
responding Galileo project starts.

Wait with startup until CODESYS-3 is running

This option is only available if a CODESYS-3 communication is part of the project and this has either <loc-
alhost> or <127.0.0.1> configured as the target address, i.e. is ultimately running on the same panel as Galileo.

If this option is activated, the system waits until the CODESYS-3 runtime system has started before starting
Galileo. This can be helpful to prevent communication errors when starting Galileo. Please note that, depend-
ing on the scope of the CODESYS application, the start-up delay must also be configured in the CODESYS com-
munication settings.

Wait for Ethernet 1

If a PLC is connected to the Ethernet 1 interface and this PLC transmits tags to the device, you can set a
timeout for this option.
In this case, when booting up, the device will wait until the configured time elapses to start Galileo. This will
give the PLC enough time to start up and initialize the corresponding tags so that no obsolete tag states are
passed to the Galileo project.

This can be necessary, for example, if scripts that need correct and valid

tag states are configured for when the Galileo project starts.

Enable file browsing
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This option is enabled by default.
A Galileo order is created in the file browser during the download.

Disabling this option will prevent access to the Galileo directory through the device's file browser.
Additional runtime arguments

In consultation with Support, you can use this field to enter arguments so that it will be possible, in the event
of faulty behavior, to pinpoint the cause. Otherwise, this field must be left blank
Make the scripts in the 'custom’ folder executable
In order for the Galileo project to be able to run shell scripts, this option needs to be enabled.
The option is disabled by default due to security reasons.
In order to be able to run a shell script, the execute attribute must be set for the file on the Linux

E filesystem. Without this attribute, it will not be possible to run the script. The attribute should only
be set for scripts that need to be run, making it a secure-by-design feature.

™ Clickon/0K to apply the settings to the Galileo project.
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3.10.3 Installing Galileo Comm Test

The Galileo communication test can be enabled with the Linux Platform Configuration options in the Galileo
project,> Abschnitt "Linux Platform Configuration®, Seite 85.

After you do this, the communication test will be available in the Configuration Tool underElServices.

Home Project Configuration

* Target System: ’ > Deploy only
m Mew Web API connection T e M| Clear Target -
Build Build and
{E:!l} Open Web configuration Deploy % Comrm Test

Build and Deploy

Please note that the Galileo Comm Test can only be started if no Galileo applications are active.
Either the communication test or Galileo can access the interfaces at any one time.
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3.10.4 VNC client
You can use the Virtual Network Computing client on a device to view the contents of a different device.
Please note that you will only be able to do this with password-protected unencrypted VNC servers.

This service will be stopped by default, and the Stop if there is not enough memory available option will be
enabled.
Unlike with Codesys and Galileo, the Start on boot option will be disabled by default.

P Device Information

Device
i Devi You need to use the Galileo Design tool to install Galileo Comm Test on the device.
<> Netwark Start on boot
[=] Display
Stop on out of memory
(7] Date & Time

@ Remote Access

VNC Client

£3) Backup & Restore @ Stopped

(& Update

. Start on boot
an User Management

[&] Services Stop on out of memory -

A Activating Stop on out of memory will restart the service

&Y Logs

After the service starts, the VNC Client screen will appear.

You will need to enter the VNC server address and port you want in order to establish a connection.

VNC Client o X

VNC Server

Port
5900

Auto Connect

Auto Con- After the first time you establish a connection, the system will automatically connect whenever
nect the VNC client is started (if this option is enabled).
You will be able to cancel the connection attempt manually within 10 seconds (the connection will
be established otherwise).
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Clicking on E will show a screen where you can configure various settings.

Rotate

B | Full Screen Mode

B Enabie Scale by

Sl Scale by

Prafersmd Eriing Mode

Fag ot

Indicator Only  The connected device will only be shown {i.e., you will not be able to operate it)

Rotate Rotates the screen orientation
Fullscreen When in fullscreen mode, you will not be able to exit the VNC client without pressing the CONFIG button or restarting the
mode device

Enable scaling
Can be used to configure the scaling ratio for the content being displayed
(range of 1:1 to 4:4).

Preferred coding mode

Hextile Function Compresses data by subdividing it into square "tiles" and then transmitting it with special encod-
ing.
Advantages Improves bandwidth use, especially when working with relatively slow connections.

Disadvantages Can result in a higher CPU load on the server, since both compression and decompression
reguire processing power.

Readiness Recommended when bandwidth is a problem or when the remote desktop interface is not very
busy.
Raw Function Transmits data unchanged and uncompressed.

Advantages Fast transmission speeds, especially when working with fast and stable connections.
Disadvantages High bandwidth usage; can lower the CPU load, but will be slower if there is low bandwidth.

Readiness Ideal for fast and stable connections and when you need a remote desktop interface that is as
responsive as possible (including responding quickly to input).

P Enterthe VNC server's IP address.
> Specify the port.

> Start with
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If the system is unable to establish a connection, a prompt to this effect will appear.

Connection Failed (%]

o Connecting to 192.168.178.12 failed!
Server unavailable/not reachable.
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311 &) — Logs
You can view the device's logs here.
The |AuthenticationLog is used to log all user operations.

The SystemLog|is used to log all of the device's operations.

' Device Information AuthenticationLog

i Device Last Entry: 13 Sep 2024, 11:41 am
SystemLog

&% Network
Last Entry: 13 Sep 2024, 12:27 pm

p p

[2] Display

(7] Date & Time

“ﬁ Remote

£3) Backup & Restore
(& Update
& User Management

[®] Services

|@Log

The logs can come in handy for troubleshooting by Support, and can be exported to an external storage

device for this purpose.

9 If USB storage devices and SD cards are not enabled, the storage devices will not be
detected, > Abschnitt "Storage’, Seite 33.
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3120 — Legal

This menu lists all the open-source licenses used.

B Device

&% Network

[2] Display

t] Date & Time

“i Remote Access
£2) Backup & Restore
(@ Update

&a User Management
[&] Services

&Y Logs

I ] Legal

93

© Source Code Availability

The source code of apen source components that are made available by their licensors(including, where applicable, Eaton) may

be obtained upon express written request by contacting the following address: automation@eaton.com

In accordance with the terms of the underlying open source license, Eaton reserves the right to charge minimal administrative

costs where appropriate.

This is a list of installed software and their respective licenses.

admin-user
CLOSED

adwaita-icon-theme-symbolic
LGPL-3.0-only | CC-BY-SA-3.0

at-spi2-atk
LGPL-2.1-or-later

at-spi2-core
LGPL-2.1-or-later

atk
GPL-2.0-or-later & LGPL-2.0-or-later

base-files
GPI -2 Nonly
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4. Web configuration

In addition to the local configuration, the device can be configured through a web browser. This web con-
figuration makes it possible to remotely access the device's Configuration Tool.

é Pay attention to the local network structure — for instance, it is possible that the
device will only be accessible on an internal network and not through the Internet.

The recommended web browsers are Chrome and Edge.
The address for accessing the web configuration is:

https://[IP Adress]:8375
(z.B. https://192.168.119.2:8375)

If the browser warns that the website is not secure, allow it once in order to access the web configuration.

Your connection is not private

r information from 192.168.2.174 (for example,
). Learn more about this warning

Hide advanced Back to safety

rtificate is not trusted by

a misconfiguration or an
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The menu structure for the web configuration will be identical to that of the local configuration on the device.

Setting up the device on a PC through a web browser also offers the convenience of an office workstation for
the application.

Available menus and pages will be adjusted based on the browser's window size.

Moreover, page contents will be identical to those in the local configuration and are described there, >
Abschnitt "Local configuration®, Seite 29

B

Al @ Nicht sicher | btips//192.168.119.12.

System configuration

= Device information
Devica name

©
EA-074723

= Jrasp—

A XV-303-10-C00-A00-1C
Secial rumber

[ 101500053432

(o] Image name
eaton-image-release

(&7
Image version

2 vi.ea

a ETHERNET 1
192.168.119.123 (Static)

[<3)
ETHERNET 1 MAC
00:05:40:07:47:23

[ 8]

ETHERNET 2

0.0.0.0 (DHCP)

ETHERNET 2 MAC

76:86:dd:cf:f6red

Boot drive

Internal storage

Current ime on the device

31 October 2024 11:12:47
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4.1 Update via OTA

If the device is connected to the Internet, you will be able to
use the web configuration to run over-the-air (OTA) firmware updates directly.
ﬂ In addition to firmware updates, the startup logo can also be sent over the air.

As an example, you can use this feature to transmit a RAUC bundle for an update from your PC right after
downloading the bundle.

System configuration X English v+ [

= Update

) Starting the update will stop running services like Galileo, Galileo Comm Test or CODESYS.

Drag and drop a RAUC-bundle or click

[+

G = O @

C]

No RAUC-bundle selected

[ A

The update itself can also be run with the web configuration.
The behavior is described in the sections for the local configuration,> Abschnitt " — Update", Seite 66.

4.2 Limitations in comparison to the local configuration

1. The web configuration cannot be used to access the device's files.
This can be done with SCP or SFTP (SSH File Transfer Protocol, SFTP) instead.
2. The touch calibration feature for devices cannot be run through the web configuration.
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5. Factory reset

There are various options for restoring the device to its default settings.

5.1 ... with the CTRL button

To carry out a factory reset with the CTRL button on the side of the device, follow the steps below:

1. Switch off the device

2. Switch on the device

3. As soon as you see something show up on the display, press the CTRL button and hold it down. The dis-
play will show a notification.

4. Hold down the CTRL button for four seconds.

5. Then release the CTRL button within the next four seconds.

The Factory reset process will start.
The device will restart several times. Once it is done, the First Start Wizard will appear.

Do not remove power from the device during the process!

5.2 ... with the USB port

To reset the device with a USB storage device, the USB Factory reset option must be enabled, > Abschnitt
"Storage’, Seite 33.
9 If the USB option is not enabled, the storage device will not be detected.

To carry out a factory reset, you will need to create a factory-reset.txt file.
This factory-reset.txt file must contain the device's serial number.

ATTENTION
In order to ensure that the device cannot be reset without author-

ization, it must be flush mounted .
Otherwise, unauthorized parties will be able to read the serial number
on the identification plate.

Additionally, the USB factory reset option must be enabled, > Abschnitt " — Device", Seite 33.

The text file must be stored on a USB storage device. The USB storage device can then be plugged into the
device.

The next time the device restarts, it will check the USB port. If the file on the USB storage device is named
correctly and has a matching serial number, the factory reset process will start.
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5.3 ... with the local configuration
You can carry out a factory reset directly with the Configuration Tool, > Abschnitt "System", Seite 34.
» To do this, open the System tab in the Device page.
* Under X Factory reset, tap Execute.

P} Device Information Storage | System | Memory

I [ Device X Factory reset
Execute
¢ Network
O Reboot
t] Date & Time BB File browser

‘ﬁ' Remote Access
£2) Backup & Restore
(© Update

&a User Management
[&] Services

&Y Logs

ATTENTION
If a PIN has not been set for the device, any unauthorized person will

be able to trigger a Factory reset on the device if the device is not
flush mounted or if no CODESYS or Galileo service is active on the
device.

If the device has been flush mounted and an application is running on it, it will not be possible to press the
CTRL button in order to open the Configuration Tool.
In turn, this means that it will not be possible to carry out a factory reset without a PIN.
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5.4 ... with the web configuration
A factory reset can also be triggered with the web configuration using remote access.

» Openthe Device/Device page.
 Inthe System pane, click on Factory reset.

System configuration g X English ~ [

r

=] Storage
Enable USB

&>

=] . e s .
Enabling USB factory reset feature can be a security risk. Please make sure you are following
the security guidelines in the factory reset chapter of the user manual to prevent access to the

D device's USB slot.

- Enable SD card

i -

0]

©

&

- System

&

ATTENTION
If a password has not been set for the web configuration, any unau-

thorized person with a device on the same network will be able to trig-
ger a Factory reset with the Configuration Tool.
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6. Shell scripts

Shell scripts can be used for many things, including adjusting the device's startup behavior according to spe-
cific needs.
ﬂ These shell scripts are the equivalent of batch files for Windows applic-

ations.

An example is provided below in order to illustrate how shell scripts are used.

Example 1

The script will be started from Galileo.
To do this, the appropriate settings must first be configured in the Linux Platform Configuration dialog box.

Panel PLC Web  Certificates  Linux Platform
Type  Communication Visualization Configuration

Device an; d Environmen t

Abb. 7: Galileo, project configuration

®  Enable the Make scripts in the folder 'custom’ executable option.

All the scripts that will be run from Galileo must be found in the "custom” folder.

By default, the folder will be installed in the Galileo project folder on the PC with the Design Tool during install-
ation.

After being downloaded to the device: /home/galileo/custom/

When run, the following script will copy the entire Galileo folder to a USB storage device and will write all
operations to a log file on the USB storage device.
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6. Shell scripts

#!/bin/bashilig

# Quell- und Zielverzeichnis definierenili@
source_dir="/] ‘galilec"iNg

target_ dir="
log file="/
4# Uberpriifen, ob das Quellverzeichnis existiertil@
if [ ! -d "Zzource diz" 1: thenifg

echo "Das Quellverzeichnis existiert nicht: $source dir" | tee -a "$log file"ER
exit 13
£ilg
% Uberpriifen, ob das Zislverzeichnis existisrt, ansonsten erstelleniiig
if [ ! -d "Starget_dizr" ]; thenifig

mkdir -p "Starget dir"ilg
if [ §7 -ne 0 ]: thenilg

echo "EFe er beim Erstellen des Zielwverzeichnisses: Starget dir" | tee -a ”.“'_::g_f'_'_e”
exit LiMa
£iia
£imkg
# Hopieren der Dateien und Umleiten der Fehler in die Log-Dateiilig
cp —-r "Ssource dir"f* "Starget dir" 2»»> "Slog file"®B

4 Uberpriifen, ob der Kopiervorgang erfolgreich waril@
if [ 7 —eq 0 ]; thenifig

echo "Dateien wurden erfolgreich kopierc." | tee -a ”:'_::g_f'_'_-':”
elscili@

echo "Es galk Fehler beim Kopieren der Dateien. Siehe Log-Datei fir Details." | tee -a ".“'_::g_f'_'_':"
fimg
Abb. 8: Script

% In order to be able to run the script. all line breaks must be of type LF exclusively.
Enable hidden characters in the editor of your choice in order to be able to check this..

In order to be able to run the script, it must first be stored in the /home/galileo/custom path on the device.
This will happen automatically in the case of downloads — alternatively, the script can be manually copied
and pasted from a USB storage device with the file browser.

< /home/galileo/custom

B CopyFile.sh
2024-09-18T09:26:06.000

956 B

Abb. 9: Script on the device

The Galileo project has various options for running a shell script. These options are described in the Galileo
user help.
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6. Shell scripts

Example 2
Say that you want to save a backup of the entire Galileo project to the USB storage device once a day.

The call will be triggered with a script and Event Manager. The script will use the execute command to call
the shell script.

B BadkupData * x

1 System.Execute ("/home/galileo/custom,/CopyFile.sh") ;

The script will be run once a day in Event Manager.

Event Manager x

Tags Time Sreens Recipes Alarm Other

Event Time [ Configuration Active E %
Oninterval - Fast v
Oninterval - Fast v
Oninterval - Fast v
b E|Da||yv Every 'Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Satur... - d
Call Script (1)
Script Call order &« | Active ¢
b BackupData M 12 v & v
Add Event = Add Action X Remove [ Duplicate

Abb. 10: Galileo project, Event Manager
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Appendix
A.1 Further usage information

A.1 Further usage information
Hardware

Information on the Eaton devices that can be operated with the Linux operating system can be found in the fol-
lowing manuals:

Human-machine interface

5 XP-503 Panel PC manual MN048014
@ Industrial PC XP-504 Device series manual MN048028
@ Manual XV-102-L... touch display MN048030

@ Manual XV-303/XV-313-...-2. (L) multi touch display MN048031

XControl

i Modular PLCs XControl MN050005
Communication

5 Networks in Brief MNO05010009Z

Information for experts
W XSOFT-CODESYS3 MN048008ZU

Download Center

Click on the Customer Support tab to get to the Download Center - Documentation page
@ Eaton.com/documentation
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https://www.eaton.com/content/dam/eaton/technicaldocumentation/mn/MN048014_EN.pdf
https://www.eaton.com/content/dam/eaton/technicaldocumentation/mn/MN048014_EN.pdf
https://www.eaton.com/content/dam/eaton/technicaldocumentation/mn/MN048028EN.pdf
https://www.eaton.com/content/dam/eaton/technicaldocumentation/MN/MN048028EN.pdf
https://www.eaton.com/content/dam/eaton/technicaldocumentation/mn/MN04802004Z_EN.pdf
https://www.eaton.com/content/dam/eaton/technicaldocumentation/mn/eaton-hmi-xv100-touchdisplay-manual-mn048030-en-us.pdf
https://www.eaton.com/content/dam/eaton/technicaldocumentation/mn/MN048017_EN.pdf
https://www.eaton.com/content/dam/eaton/technicaldocumentation/mn/eaton-hmi-xv300-multi-touchdisplay-manual-mn048031-en-us.pdf
https://www.eaton.com/content/dam/eaton/technicaldocumentation/mn/MN050005_EN.pdf
https://www.eaton.com/content/dam/eaton/technicaldocumentation/mn/dam/eaton/technicaldocumentation/mn/MN050005_EN.pdf
https://www.eaton.com/content/dam/eaton/technicaldocumentation/mn/MN05010009Z_EN.pdf
https://www.eaton.com/content/dam/eaton/technicaldocumentation/mn/MN05010009Z_EN.pdf
https://www.eaton.com/content/dam/eaton/technicaldocumentation/mn/dam/eaton/technicaldocumentation/mn/MN048008ZU_EN.pdf
http://www.eaton.com/documentation
http://www.eaton.com/documentation
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Glossary

Client
The term “client" refers to an application
that requests specific services froma
server.

Menu bar Menu bar
Menu ribbon that can be expanded and col-
lapsed and that provides the various avail-
able commands

*.bmp
Pixel-based file format for two-dimensional
raster graphics

*.csv
Comma-Separated Values (Character-

Separated Values) Data format for text

*.DLL
Dynamic link library

*.itf
Internal Tag Import Format

*.ing
Pixel-based file format for the JPEG (Joint
Photographics Expert Group) image file
format The JPEG format does not support
transparency

*.png
PNG (Portable Network Graphics) image
file format for graphics and video software,
The PNG file format supports transparency
with its alpha channel

*prg
The program created with easySoft is com-
piled together with the project information
and stored on the microSD card as a PRG
file.

System description07/25Eaton.com

* tiff
Vector-based image file format for graphics
and video software, The TIFF format sup-
ports transparency, as well as images
using 8-bit channels (grayscale, RGB,
CMYK, etc.)

*uf7
User function block file format

*.zip
ZIP file format used to compress and
archive files

A

Address reference
The term "address reference" refers to the
data packet's start address.

Alpha channel
Transparency information for PNG images
Used to specify the degree of transparency
for each pixel

API
Application Programming Interface
Application
Short for "application software," a computer
program that performs a function useful to
the user.
B
Backup
Backup file
Bitmap
Image file in the BMP raster graphics
image file format.
Boot

Booting up, starting (up) - automatic pro-
cess that takes place after the device is
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switched on, and in which a simple program in
ROM memory starts a more complex program.

C

CBA
Communication Board Adapter

CIFS
Common Internet File System is a network pro-
tocol that enables file access via a network. It
is a special implementation of the Server Mes-
sage Block protocol. CIFS allows users to
read, write, delete and manage files as well as
share documents within a network.

CIS

Card Information Structure

Command sequence
Path information List of the commands that
the device operator must tap in succession in
order to get to the location described; for
example: Start\Project Overview\Variables
folder.

Communication
The transfer of data between the panel and
the PLC, controller, or peripheral connected to
it.

D

DHCP (used to obtain an IP address automatically)
You can enable this setting if you do not want
to configure every single individual computer
within a network, provided there is a DHCP
server on the network. When this setting is
enabled, the computer will get information
such as an IP address, subnet mask, gateway,
and DNS from the DHCP server. In most
cases, the router used on a network will also
feature a DHCP server.
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DNS (Domain Name Server)
When you enter an address such as www.in-
tel.com into a browser or FTP client, your com-
puter will first need to ask a server for the IP
address behind the name in order to actually
be able to reach the address. The server that
provides this information is known as a
"domain name server." Every single Internet
provider provides this service,and most pro-
viders have a secondary DNS in case their
primary DNS fails. DNS records are the IP
addresses for these servers.

DST
Daylight Saving Time

F

FAT
File Allocation Table

File Allocation Table
FATs are used to define filesystems.

Firewall
Firewalls are used to prevent outside attempts
to access IP addresses on a private network.
In other words, they are used to protect
internal data. When configured correctly, they
can also be used to set up rules or lists that
prevent specific URLs from being requested,
e.g., when they are in violation of company
policy. A firewall's main task is to use the
information in a packet (the source and des-
tination IP addresses, as well as the port) to
decide whether the packet should be rejected
or allowed to pass. This also prevents packets
not meant for the network from subjecting the
network to an unnecessary load, as well as
packets meant for the private network from
reaching the Internet.

FTP
File Transfer Protocol



G

Gateway
Gateway When two computers on different
networks want to communicate with each
other, the networks need to be connected
with a router. For example, surfing on the
Internet requires for packets to be routed
from the Internet to the network and vice
versa. By using a subnet mask, a computer
can know whether the receiver can be
found on its network or whether it is loc-
ated outside of it. If it is located outside the
network, the computer will send a packet
to the router specified with the gateway IP
address.

H

Human-machine interface
Human Machine Interface

Lean Automation
Eaton uses this concept ™ to provide users
in the machine building and plant engin-
eering industries with unparalleled freedom
so that they can design creative and prof-
itable solutions.

Lean Solution
Lean automation strategy in which the 1/0
level is integrated directly into switchgear.

IL
Installation instructions

loT
Internet of Things

IP Address
IP addresses are 32 bits (4 bytes) long and
are used to uniquely identify networks, sub-
networks, and individual computers that
work with the TCP/IP protocol. A distinction
is drawn between private address spaces
for local networks (intranet) and public
addresses (Internet).

L

LAN

Local Area Network
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LSB

Last Significant Bit
M
MDI

Multi Document Interface
MN

Manual - Operation manual
0
Object

Static or dynamic element used for engin-
eering purposes. Static objects are located
in the view's background and do not
change at runtime. In contrast, dynamic
objects are located in the view's fore-
ground, and their appearance can change
as a result of data changes.

Operating system
A group of programs that control and man-
age the processes in a computer and its
connected devices.

0S
Operating System
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PCMCIA
Personal Computer Memory Card Inter-
national Association (PCMCIA)

Peer to Peer (P2P)
Peer-to-peer is a term used for computers
that are connected to each other in an archi-
tecture in which both computers can assume
the role of server and client.

PELV (protective extra low voltage)
Protective low voltage that provides pro-
tection against electric shock. It refers to how
machines are electrically installed — one side
of the circuit or a point on the PELV circuit's
power source needs to be connected to the
protective bonding circuit.

Personal computer
A personal computer is made up of a central
processing unit, RAM, external data storage
devices, an operating system, and application
programs, and is connected to peripheral
devices (monitor, printer). PCs can be sta-
tionary or portable.

PIN
Personal Identification Number

PLC
Programmable logic controller The controller
or peripheral that is connected to the HMI.

PLC(S)
Programmable logic controller The controller
or peripheral that is connected to the HMI.

Polling
Cyclical reading of the PLC's addressed vari-
ables

Port
Ports can be seen as virtual mailboxes for
data packets. A computer can communicate
with other computers on 65536 different ports.
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Projected capacitive touch
A display designed for high precision, user
friendliness, and durability. It is designed to
bring the controls that have now become pre-
valentin consumer electronics to machines,
with advantages such as a gesture-based
user interface, two-finger multi-touch depend-
ing on the application software being used,
intuitive operation that enables operators to
start working right away, and the fact that no
calibration is required

Retention
Refers to the ability of operands to retain their
value (memory contents) in the event of a loss
of voltage

ROM (read-only memory)
Non-volatile read-only memory

Router
Routers are devices used to forward ("route”)
requests from a network to the Internet (or to
another network). Routers provide a measure
of security for private networks, as nodes out-
side of the network will be unable to determ-
ine which specific computer requested the
data. This is because all the computers on the
private network will appear under the same IP
address on the Internet.

RTC
Real Time Clock

RxD
Receive cable for received data

S

SD card
Secure Digital memory cards are non-volatile,
rewritable flash data storage devices that are
used with Eaton and are commonly referred to
as microSD cards. Data written to these cards



is stored in a non-volatile manner that does
not require any additional (secondary)
power.

SELV (safety extra low voltage)

Circuit in which no dangerous voltage
occurs even in the event of a single fault.

Server:

Slot

The term "server” is usually used to refer to
computers that provide services on a net-
work. Admittedly, however, this definition is
not very precise. More specifically, servers
are applications on a computer that are
responsible for providing or processing
data. In fact, every computer can provide
such services. Servers are not active in
and of themselves. They wait until they are
addressed by a client, after which they per-
form the corresponding tasks. Each server
application provides its service on the net-
work via a specific port.

Refers to a slot for a memory card

SMBSMB

Server Message Block

SNTP

SSH

Simple Network Time Protocol

Secure-Shell

SSL/TLS

Secure Sockets Layer/ Transport Layer
Security

Stroke

Ahub is a device used to connect various
network devices together. Hubs broadcast
all data to all connected devices (devices
connected with a patch cable).
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Subnet mask

A subnet mask is an IP address "filter." It
has the same syntax as an |IP address. This
mask defines which computers can trans-
fer data between themselves within a net-
work. This also means that subnet masks
define the maximum size of the cor-
responding subnetworks.

Abbreviation or SmartWire-DT

Switch

Switches are networking devices that are
more advanced than hubs. One of the main
features that sets them apart from the latter
is the fact that they are more "intelligent"
and forward data packets much more effi-
ciently by sending them only to the devices
that need to receive them. Multiple data
packets can pass through a switch at the
same time. Among other things, this means
that switches have a significantly higher
total bandwidth (throughput) than hubs.
Moreover, switches learn which stations
are connected to which ports, meaning that
additional data transfers will not result in
any ports being subjected to unnecessary
loads, i.e., that data will only be forwarded
to the port connected to the intended des-
tination. With the exception of their higher
price, switches are superior to hubs in
every way.

System character set

Font type and size used to output system
messages.

Subpages in a dialog box or object

m
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Toolbar
The toolbar provides all important functions so
that they can be accessed directly. All the but-
tons in a toolbar can also be found as menu
options in the menu.

Transfer parameters
Baud rate, data bit, start bit, stop bit, and par-

ity

TxD
Transmit cable for transmitted data

U

URL
Uniform Resource Locator

User
Operator using the device on which the user
interface created with Galileo is running.

uTC
Universal Time Coordinated

vV

VNC
Virtual Network Computing

W

widescreen
Widescreen format

Windows
Dialog boxes, prompts, etc. that open while
the application is running and remain on the
current program page Synonyms: dialogue
box, dialog These windows are shown by the
application in various situations in order to
obtain specific input or confirmations from the
user. Dialog boxes expect input from the user,
while prompts are shown to get the user's con-
firmation for specific messages.
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WINS
Windows Internet Name Service, Name res-
olution service within Microsoft networks. In
order for this service to be used, there must
be a WINS server. If there is no WINS server,
names will be resolved using broadcasts and
other mechanisms. A fixed name can be
assigned to an IP address in WINS so that a
computer will continue to be recognized even
if its IP address changes.
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