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DANGER!
DANGEROUS ELECTRICAL VOLTAGE!

Before commencing the installation

e Installation requires qualified electrician

e Disconnect the power supply of the device.

e Ensure that devices cannot be accidentally retriggered

e Verify isolation from the supply

e Ground and short-circuit.

e Cover or enclose neighbouring units that are live.

¢ Follow the engineering instructions (IL) of the device concerned.

e Only suitably qualified personnel in accordance with EN 50110-1/-2 (VDE 0105 part 100) may
work on this device/ system.

e Before installation and before touching the device ensure that you are free of electrostatic
charge.

e The functional earth (FE, PES) must be connected to the protective earth (PE) or to the
potential equalizing. The system installer is responsible for implementing this connection.

e Connecting cables and signal lines should be installed so that inductive or capacitive
interference do not impair the automation functions.

e Install automation devices and related operating elements in such a way that they are well
protected against unintentional operation.

e Suitable safety hardware and software measures should be implemented for the I/O
interface so that a line or wire breakage on the signal side does not result in undefined states
in the automation devices.

e Ensure a reliable electrical isolation of the low voltage for the 24 V supply. Only use power
supply units complying with IEC 60364-4-41 or HD 384.4.41 S2 (VDE 0100 part 410).

e Deviations of the mains voltage from the nominal value must not exceed the tolerance limits
given in the technical data, otherwise this may cause malfunction and dangerous operation.

e Emergency-Stop devices complying with IEC/EN 60204-1 must be effective in all operating
modes of the automation devices. Unlatching the emergency switching off devices must not
cause restart.

e Built-in devices for enclosures or cabinets must only be run and operated in an installed
state, desk-top devices or portable devices only when the housing is closed.

e Measures should be taken to ensure the proper restart of programs interrupted after a
voltage dip or failure. This should not cause dangerous operating states even for a short
time. If necessary, emergency switching off devices should be implemented

e Wherever faults in the automation system may cause damage to persons or property,
external measures must be implemented to ensure a safe operating state in the event of a
fault or malfunction (for example, by means of separate limit switches, mechanical
interlocks, etc.).
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Disclaimer

The information, recommendations, descriptions, and safety notations in this document are based
on Eaton’s experience and judgment and may not cover all contingencies. If further information is
required, an Eaton sales office should be consulted. Sale of the product shown in this literature is
subject to the terms and conditions outlined in the applicable Terms and Conditions for Sale of Eaton
or other contractual agreement between Eaton and the purchaser. THERE ARE NO
UNDERSTANDINGS, AGREEMENTS, WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING WARRANTIES
OF FITNESS FOR A PARTICULAR PURPOSE OR MERCHANTABILITY, OTHER THAN THOSE SPECIFICALLY
SET OUT IN ANY EXISTING CONTRACT BETWEEN THE PARTIES. ANY SUCH CONTRACT STATES THE
ENTIRE OBLIGATION OF EATON. THE CONTENTS OF THIS DOCUMENT SHALL NOT BECOME PART OF
OR MODIFY ANY CONTRACT BETWEEN THE PARTIES. As far as applicable mandatory law allows so, in
no event will Eaton be responsible to the purchaser or user in contract, in tort (including negligence),
strict liability, or otherwise for any special, indirect, incidental, or consequential damage or loss
whatsoever, including but not limited to damage or loss of use of equipment, plant or power system,
cost of capital, loss of power, additional expenses in the use of existing power facilities, or claims
against the purchaser or user by its customers resulting from the use of the information,
recommendations, and descriptions contained herein. The information contained in this manual is
subject to change without notice.
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1 SSL - Secure Sockets Layer / TLS — Transport Layer Security

SSL stands for "Secure Sockets Layer" and is a standard technology for establishing an encrypted
connection between a server and a client. Often the new version TLS (Transport Layer Security) is
also called SSL, but the updated version offers higher security. With the help of SSL technology, two
systems can transmit data in encrypted form so that the messages cannot be read by third parties.
This requires certificates and keys, which in turn use encryption algorithms to encrypt the data.

1.1 Asymmetric and Symmetric key

Two encryption methods are used to establish SSL-encrypted communication.

e Asymmetric encryption / public-key encryption

Uses two different keys for encryption and decryption. The key for encrypting a message (public key)
can be used by anyone. However, this encrypted message can then only be decrypted and read with
the key for decryption (private key). The most common encryption algorithm is RSA, ECC or Diffie-
Hellman.

e Symmetric encryption / Pre-shared key encryption

Uses one key for encryption and decryption. This key must be available to the sender and the
receiver so that messages can be exchanged in a meaningful way.

The encrypted communication structure can thus be roughly summarized in four steps.

CODESYS
WebVisu
OPC UA

1. After the request from the client, the server sends a copy of its SSL certificate including an
asymmetric public key to the client.

2. Client verifies the certificate and creates a symmetric key, encrypts it with the asymmetric
public key and sends it to the server.

3. Server decrypts the message with its asymmetric private key to obtain the symmetric key
and confirms this to the client.

4. Server and client now encrypt and decrypt all transmitted data with the symmetric key. This
enables encrypted communication for this connection. When a new connection is
established, a new key is created.
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1.2 SSL certificates

SSL certificates are small files with a digital binding of the key to an organization. On a web server,
the certificate causes the https protocol to be used, allowing a secure connection from a web server
to a browser. In the browser, a secure connection is visually represented by the lock.

CODESYS
WebVisu
OFC UA

unsichere Verbindung

Zertifikat
CODESYS
WebVisu
OPC UA

sichere Verbindung

2 Creating certificates in CODESYS

CODESYS offers the possibility to configure individual security features. The "Security Screen" is
available for this purpose, in which the use of certificates and encryption can be set to enable access
to project data only by means of a digital signature. CODESYS uses certificates in X.509 format for the
security features, which are stored in the PKI directory. To enable encryption, the devices must
support OpenSSL and have the CmpSecurityManager component.

XV300: XC300:
» Intemal3orsge > PlcRis » jplo
53] |'h¢m¢'.-'|‘.'.¢-"l:*'-’

CEFT OWN = |
| Flename %
L

PRIVATE quarantine
L]
quaranting

TRUSTED untrusted trstad
untrusted

There are two types of certificates that can be used by the Runtime in this context. On the one hand
self-signed certificates, which can be generated e.g. via the PLC Shell, or CA signed certificates, which
are generated or signed by an official authority (e.g. VeriSign, GeoTrust, ...). For this the command
"cert-createcsr" must be executed for the corresponding application in the PLC Shell, whereby a CSR
(Certificate Signing Request) is created and stored in the directory cert/export.

=0 _CrnpOPCUAServer 779by... SR File
1_CmpApp 760 by... CSR File
2_CmpSecureChannel 7628 by... SR File
=] 3_Cmp\WebServer 661 by... CSR File
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The CSR file can be transferred via file transfer and sent to a certification authority. After the
certificate has been signed, it can be transferred back to the device via file transfer into the directory
cert/import and imported into the runtime with the PLC shell command "cert-import".

In the following the available PLC Shell commands for security are listed:

e cert-getapplist

Shows for which components a certificate is already registered. In addition one receives information
concerning the runtime of the certificate and the ID number of the components. This is needed for
the use of other commands.

cert-getapplist

Nx. Componentiame CommonName CertAvailable DatelictBefore
0 CopOPCUASexver OPCUAServexr@WMOl FALSE =

1 Cophpp WMOL FALSE i

2 CropSecureChannel WMol TRUE 2021-1-13T722:568:567.0
3 CopWebServer WMol TRUE 2021-1-13T22:58:57.0

e cert-genselfsigned <number of the component in the applist>

This command can be used to generate self-signed certificates for the respective components. A
successful generation of the certificates can be seen in the PLC log.

cerc-genselfsigned 0

Generate selfsigned certificate with given index (0). Check logger to see when finished.

e cert-gendhparams [len in bits]

Generates the parameters for the Diffie-Hellman key exchange. Attention: This process can take
several minutes!

cert-gendhparams

Generation of the parameter started. This may take SEIVERAL hours.

Please do not turn off the PLC.
Check the logger if the generation has finished.

e cert-getcertlist [<trustlevel>]

Lists all certificates of the selected trust level. If this is not specified, all certificates are displayed.
Possible trust levels are

untrusted (not trustworthy)
trusted (trustworthy)
own (certificates of the controller)

O O O O

quarantine (certificates could not be validated)
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cert-getcertlist

List of own certificates

Number: 0
Thumbpzrint: 401e€fbE€7€dal7ecE51€6£47€5b€E2512c74be570¢c
Subjects:
- commonliame: OPCUAServer@wMOl
Key usage(s): Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment, Certificate Sign
Extended key usage(s): TLS Web Server Authentication
Valid from: 27.1.2021 0:45:47
Valid until: 27.1.2022 0:49:47
Numbex: 1
Thumbprint: 2b5753£43754450elalcéSate705430723ebEbE
Subjects:
-~ commonName: WMOL
- unstructurediame: Vendor: Eaton Automation
-~ unstructurediame: Device: Plc3 V3.5.1€.20-5427 152.1€8.115.133
= seriallusber: 101200001813
Extended key usage(s): TLS Web Server Authentication
Valid from: 13.1.2021 22:58:57
Valid uneil: 12.2.2021 22:88:87

e cert-createcsr [<number retrieved by “cert-getapplist”>]

Generates CSR files for the components.
cert-createcsc 2

Create CSR for application with given index. Check logger to see when finished.

e cert-import <trustlevel> <filename>

Imports the specified certificate from the cert/import directory

caert-import own signature.cer

Import Succeeded.

e cert-export <trustlevel> [<number retrieved by "cert-getcertlist">]

Exports the specified certificate to the cert/export directory.

cert-export own 0

Export cextificate Nrx. 0 of specified trustlevel.
Certificate Nr. 0 exported to $Scert$/export/4c576lfeBdcfad4ladSda34b22dldccdS9atdebe.cex.

cert-remove <trustlevel> <number retrieved by "cert-getcertlist" or "all">

Removes the listed certificates.
cert—-remove own 0O

Remove certificate Hr. 0 of specified trustlewvel.
Successfully removed certificate Hr. 0.
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In principle, certificates can also be created directly in the Security Screen. To do this, select the
corresponding component and click the "Create new certificate" button:

Infarmation Issued for Issued by Valid from Valid until
* ?". QPC UA Server OPCUAServer @WMO1 OPCUAServer@wWwMo1 01.03.2021 14:47:10 01.03.2022 14:47:10
. Encrypted Application (not available)
ﬁ ?;. Encrypted Communication WMOo1 WMol 01.03.2021 14:45:09 31.03.2021 15:46:09 H
?} Web Server WMol WMo 1 01.03.2021 14:45:09 31.03.2021 15:456:09 ¢

3 Encrypted application

To encrypt the download or an online change of an application on a controller, the option "Force
encryption of download, online changes and boot applications" can be activated. This means that
applications on the controller can only be exchanged with a valid certificate. This requires an X.509
certificate for the CmpApp component. This certificate must then be present in the CODESYS
software during a download.

First, it is checked whether a certificate has already been generated:

cert-getapplist

Hr. CosponsnctHans CommonNams CsrtAvailable DatsNotBafors
Dateliothfver Thumbprint

0 CepOPCUAServer OPCUAServer@Wiol FALSE —

1 Cophpp WHOL FALSE -

2 CepSecureChannel WHOL TRUE 2021-1-27T2:49:3€.0

27T2:49:36.0 87ala53adel5f4be8cE03877d25€5013belldee

3 CopiWebServer WMOL TRUE 2021=1=-27T2:49:3€.0

27T2:49:36.0 87aZa53adel5f4bed8c€03877d259€501l3be0ldee

If this is not the case, a new certificate can be generated with the command "cert-genselfsigned 1". A
successful generation is reported in the Log tab.
cert-genselisigned 1

Ganerate selfszsigned cercificate with given index (l). Check logger toc see when finished.

Gewicht... Zeitstempel Beschreibung Komponente
L] 27.01.2021 04:40:32 [1] SeifSioned cert created, subject='commonName =\WM0 1 unstructuredName =V.,, CmpOpenSSL
o 27.01.2021 04:39:53 SysTaskCreate(6503686/105520166): XS0SAsyncTask (TaskFrame) Prio 255 Inte... SysTask

The generated certificate must now be transferred to the PC so that it can be integrated in the
CODESYS software. The existing certificates on the device can now also be viewed in the Security
Screen in the devices tab.

33 a0 Q Secunty-Screen X

Besutzer @ | Information 13 | informaticn Ersteltfir  Ersteltvon
- - 3 vevce x IS verschiGsselte Kommundaton WMDY w01
s = @ oo = fy Verschisselte Accliabon wMO1 WMD3
¥ Egene Zernfiate ]

Gerste
¥ Vervsuenswirdoe Zertfkate

¥ Ncht verrsuenswr dge ZertSiate
¥ ZertSate n Quarantine
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Double-click on the "Encrypted application" certificate to open the standard Windows dialog for

certificates.

Information Erstellt far Erstellt von  Galti
By Verschiisselte Kommunikation  WMD1 WMO1 27.01
T, Verschiusselte Applikation WMD1 WMO1 27.01

ol Zertifikat X

Aligemein Detalls Zertifizierungspfad

Zertifikatsinformationen
DX

Dieses Zertifizierungsstellen-Stammzertifikat ist nicht
vertrauenswiirdig. Installieren Sie das Zertifikat in
den Speicher vertravenswiirdiger
Stammzertifizierungsstellen, um die
Vertrauensstellung zu aktivieren.

Ausgestellt fiir  WMO1
Ausgestellt von: WM01

Giiltig ab 27.01.2021 bis 27.01.2022

Zertifikat installieren...  Aussielererkaning

The certificate is stored in the "Controller Certificates" certificate store.
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€& & Zertifikatimport-Assistent

Zertifikatspeicher
Zertifikatspeicher sind Systembereiche, in denen Zertifikate gespeichert werden.

Windows kann automatisch einen Zertifikatspeicher auswahien, oder Sie kdnnen einen
Speicherort fir die Zertifikate angeben.

(O Zertfikatspeicher automatisch auswahlen (auf dem Zertifikattyp basierend)
(@ Alle Zertifikate in folgendem Spescher speichern
Zertifikatspeicher:

| Durchsuchen... |

Zertifikatspeicher auswahlen X

Wahilen Sie den Zertifikatspeicher, der verwendet
werden soll,

"I Andere Personen N
B o et

. Local NonRemovable Certificates |
.| MSIEHistorylournal ‘ 1

| Smartcard vertravenswirdige Stamme o

| l

- > sbteechn

[ Physischen Speicher anzeigen - O
E Abbxechan DivTests3516

After successful import, this certificate is available for encrypting the download, online change and
boot application. Now this certificate must also be selected in CODESYS. In the Security Screen in the

Project tab, the certificate is assigned to the project. A double click on the application opens the
properties of the application, where the certificate must be selected.

Eigenschaften - Application VI SP5-Logik] ko

Algemen  InformaSion  Bootapplifion  Verschimselung  OpSioren Appliaibonserseugung * | *

werghlusielogitectnk
verschiasshung mit Ferbflaten

Fem-Code Frodukt-Code
Tertifiate
[;l Dlppl-k.lhmm-d:dlp-hli:m

Erpewugtfior  Erstelltvon  Golsgasb  Goltg bis  Daumenabdnsck

erschivaglungd ey anet
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Zertifikatsauswahl ) X

Zertifikate von Gerdten, die denverschiisselten Download und die Bootapplikation tellen
Erzeugt for Erzeugt von Galtig ab Galtig bis Daumenabdruck
4 WMo1 WML 27.01.2021 04:39:53 27.01.2022 04:39:53 B3 17SDARESSBSCOASF SCEESCOC7BCA TEIBICET9A

* X
Verfugbare Zertifikate im lokalen Windows Certificate Store:
Erzeugt fOr Erzeugtvon  Galtig ab Galtig bes Daumenabdruck

+ ¥ Bgene Zertfiate
= T8 Controler Certficates

F‘. | w0y wMOL 27.01.2021 04:39:53 27.01.2022 04:39:53 B3175DASESSB SCOAGF!

By Verschiusselte Kommunkaton WMol WMo 27.01.2021 03:49:36 27.01.202203:45:36 BTAASIADE 19F BESAC

+ TN Onttanbieter -Stammzer tfimerungsstelen
* I8 vervavenswirdge Stammaertfizerungsstelen
* T8 vertvraverswirdge Herausgeber

< >

& Zeifikat dem Rore hinzufigen... Abbrechen

The transfer of a boot application, a download of the project or an online change are now encrypted.
For this the following option must be activated:

Q Secenty Screen X 3 0303

Uoes User Profle and Certicats Zelecton

| ToaX3 16 v 4 X
Propect

‘ Dignal Sosmere

| 5

lﬂh-{ﬂ . sioedfor  hsoedby  Vabdfriom  WelSertd  Thembpent

>

Project Ple Decrystion

. wtuedfor  hsoedby  Vabdfrom  \aldertl  Thumbpent
x>
ety Lewed

Adtreste the Use of Centificates for Enbanced Seamity

[ erforce ancrypied comm

(] teforce sigming of progect fdes

[ Enforte ercryption of dewnbonds, onkae hanges aadbact asphaations
Csipmngt o »33 e s L R

[1) Exfence sigming of cempded Miravies

a1t

4 Encrypted online communication

The security functions enable encrypted online communication to a PLC Runtime. The encryption is
done via the TLS protocol within the CODESYS communication protocol. An X.509 certificate and a
key for the CmpSecureChannel component are required for this. The configuration takes place in the
Security Screen. First, however, a certificate for CmpSecureChannel must be generated on the
controller. To do this, the "cert-getapplist" command is first executed in the PLC shell to check
whether a certificate has already been created for this component:

cert-getapplist

Nz . ComponentName CommonName CertAvailable DateNotBefore
[+] CapOPCUASexver OPCUASexrver@WMOl FALSE -

1 CmpApp WMOL FALSE -

2 CampSecureChannel WMOL FALSE -

3 CopWebServer ol FALSE e
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If there is no certificate for the CmpSecureChannel component yet, then a certificate can be
generated with the "cert-genselfsigned 2" command.

cert-genselfsigned 2

Generate selfsigned cerzificate with given index (2). Check logger to see when finished.

Once the certificate has been successfully generated, this will be visible in the "Log" tab.

| Gewchtung Zeastempel Bescheobung Keenponente
o 27.0L.2001 03:49:48 (25 SeifSigned cert crested, i < Eaten ... CmpOpenSSL
o 27.01.2021 0%40:% SysTaskCreate(s 17956/ 102225350): XSOMsyrcTask (ToskFrame) Prio 255 Iterval O SysTask

| e 27.01.202103:46:%0 SysTaskCreate(6fch 1da/117223950): XS0RAsyCTask (TaskFrame) Prio 255 Interval O SysTask

By re-executing the command "cert-getapplist" a check is also possible in the PLC Shell:

Nz. ComponentName CommonName CertAvailable DateNotBefore
0 CopOPCUAServer OPCUASexrver@WMOLl FALSE -

1 Cxphpp WMOL FALSE -

2 CmpSecureChannel WMol TRUE 2021-1-27T2:45:3€.0
3 CmpWebSezver WML TRUE 2021-1-27T2:45:36.0

Now the option "Force encrypted communication" can be activated in the security screen.

Benutzer Benutzerprofi und Zertifikatsauswahl
E0436516 [ #I%
Projekt
o Digitale Signatur
Gerite = Erzeugtfor  Erzeugtvon  Gultigab  Guoltigbis  Daumenabdruck

x

Projektdateiverschlisselung

s Erzeugt fur Erzeugtvon  Gultigab  Gultigbis  Daumenabdruck
x

SecurityLevel

Gebrauch von Zertifikaten fur erweiterte Security aktvieren:

[ Verschlsseite Kommunikation erzwingen

[ verschlusselung von Projektdateien erzwingen

[[] Signieren von Projektdateien erzwingen

[[] verschiasseiung vonDownloads, Online-Changes und Bootapplikationen erzwingen
Signieren von Downloads, Online-Changes und Bootapplikationen erzwingen

[[] Signieren von ubersetzten Bibliotheken erzwingen

Zeitstempelvergabe firsignierte Ubersetzte Bibliotheken erzwingen

Zeitstempel-Server

This option applies to all controllers. If communication is only to be encrypted to individual
controllers, it is possible to activate this in the "Communication" tab:

Gateway ~ |Gerat ~
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When logging in to the controller for the first time, a message appears stating that the controller's
certificate is not signed by a trusted authority. In addition, the user is offered to install the certificate
in the local store "Controller Certificates". If this dialog is confirmed, then the controller is logged in

and future connections to the controller are encrypted with this certificate.

XSOFT-CODESYS-3 - SPS-Programmiersystem X

Das Zertifikat des Gerats "WMO1" ist nicht signiert von einer
vertrauenswurdige Stelle.

Daumenabdruck
[B7A2AS3ADE19F4BESSCH03877D2965013BEO14EE]

SERIALNUMBER=101200001813,
0OI1D.1.2.840.113549.1.9.2="Device: PIc3 V3.5.16.20-5427
192.168.119,133 °, 01D.1.2.840.113549.1.9.2=Vendor: Eaton
Automation, CN=WMO1

Wollen Sie es als vertrauenswurdiges Zertifikat in lhren
lokalen Store ‘Controller Certificates' installieren?

ox

An encrypted connection is displayed accordingly in color in the Communication tab:

Gateway

5 Encrypted OPC-UA Server Access

For the encrypted communication to the OPCUA-Server a X.509 certificate is required. With cert-
getapplist it is first checked whether a certificate has already been created for the OPUA server.

With the command cert-genselfsigned a certificate for this component can be created again.

Hi Componentlase Commen s TestAvailable DateliatBalone Tateliztidtes

Q CepdiCUASezves OPCUASssves#IMOL TRUE 202L=3=1T12:3:26.0 2022=3=1T22:3:2€.0
FE04aficibietatabeaficadiTTEddoonlendit

1 cEplpp WHOL FALSE - b

2 CepSecureChannsl MHO1 THUE 2031-3-1T13:3:16.0 2031-3-31T13:3:16.0
blled¥odifchlidneddidaldiciidadidelifi00

3 CeplebServer WHO1 TRUE 2021-3-1T12:3:16.0 2021-3-31T12:3:16.0

blle370dlfebl 2EBE5€54al3dcEifaddde s 22300
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Alternatively, the certificate can also be created in the Security Screen:

Informaticn lssued for  hsuedby  Valid from
b » OFC A Server (not avalsble)
= o Encrypted Applcation {rat avadshie)
ui. By Encrypted Communication WMo WML 01.03.2031 14
F. et Sarver WO W01 01.03. 2021 14
Certificate Settings x
ey length (bit) W "

validity period (days) L

=

After the creation the PLC runtime must be restarted. On the CODESYS side, a symbol configuration
must now be added with the "Support OPC UA functionalities" option activated.

Bl Syreirad Confegpatatsn b

b |
Craste o rarsobs scteia rymbel configartion.

N

bl Corgurabion

[ inchscie pammasts in 4y

B Swppect OFC LA Toateies

et Sde Dl Lyt
Lampatdiddy Livisd
0 Uehi=abed Loyt

ijd | Casod

Now the OPCUA client can be configured. In this example the client UaExpert from Unified
Automation is used. First, a server is added. The UaExpert client lists the possible connections to the

servers. Here one selects the encrypted Basic256 (Sign&Encrypt" connection. Access can be made
either via the device name or the device IP address.
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B Add Server ? *

Configuration Name | OPCLAServer @WMO1

Discovery Advanced

Endpoint Filter: | Mo Filter -

~ ) Local "
v ) OPCUAServer@WMOT (opcitcp)
@i Mone - Mone (uatcp-uasc-uabinary)
() Basic2565ha236 - Sign & Encrypt (uatcp-uasc-uabinary)
# Basic2565ha236 - Sign (uatcp-uasc-uabinary)
@i Mone - None (uatcp-uasc-uabinary]
() Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
# Basic2365ha236 - Sign (uatcp-uasc-uabinary)
hd @ Local Metwerk
> &2 Microsoft Terminal Services
» g‘ Microsoft Windows Network
> & Web Client Network
v @ Reverse Discovery
* < Double click to Add Reverse Discovery... >
v @ Custom Discovery v

Authentication Settings

(® Anonymous

Username Store

Password

Certificate

i Private Key

[] Connect Automatically

Cancel

After the first connection, the following message is displayed, indicating that the existing certificate is
a self-signed certificate and cannot be verified. By confirming the message the certificate is
recognized as valid and the client certificate is transferred to the controller.

B The cestificate is selif-signed, and is not found in the Bst of trusted centificates, X

ﬂ Unable to verify the dentity of 'OPCLAServer SWMOT' a5 a trusted server,

Possbie reasons for this emror:

= Your chent does not recognize the Certificate Authorty St issued the site’s certficate.

«The server’s certficate & ncomglete due 1o 3 server misconfiguration.

= Yo are connectied 1o 3 server cretendng t be 'OPCUAServer 8WMO L', possdiy to cbtan your
confidential nformaton,

Please notify the server’s administrator about thes problem.

Before accepting this certficate, you should examine thes certficate carefully. Are you wiling to
accept this certificate for the purpose of identfying the OPC UA Server '0PCUAServer §WM0 17

AL

mc«aﬁuu-i
@ Accept this certificate permanently
" Do not accept thes certficate and do not connect 1o Bis server
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Then this client certificate must be moved from the quarantined directory to the trusted directory:

D | infomnaten 10 | wbeenation  busedber  hmeedBy  abd Foe Vel et Thumbgrict

4| = 3 o * LS Usbpet UMbt GLOLIOTLISSRIE  SAOLIOOS 1S0SI1  ATDLSPAIMACTIIS00NRUIFY §IATASOCTRNFANTH
© o comrencon = e drvce. Please rescan o [

= @ e 4

W O Corbfentes
[ Trnated Cervhonies
¥ ursmaed Contcates
T Quarantned Cerfoates

If you now connect to the OPCUA client again, an encrypted connection is established and the
configured variables from the symbol configuration can be observed and manipulated.

Vae Datatype

2 OPCUAServer gD
~ B Documents
B Duta Access View

By default the PLC accepts all incoming connections to the OPCUA server. To prevent this and to
force an encrypted connection, the CommunicationMode in the PLC3.cfg file must be adjusted:

[CmpOPCUAServer]
SECURITY.CommunicationMode=5IGMNED_AMND_EMCRYPTED

6 Encrypted Webserver-Access

For encrypted communication to the web server (https), an X.509 certificate is required for TLS web
server authentication. With cert-getapplist it is first checked whether a certificate has already been
created for the web server.

cert-getapplist
Nr. Componentiiame CertAvailable DateNotBefore
DateNotAfzer

FALSE --
ALSE -
2 CmSocu:eC‘hAnr;'l WMol FALSE -
3 CopWebServer - weol FALSE —

If this is not the case, then a certificate for this component can be created with the cert-
genselfsigned command. By default, a certificate for the web server is already present on the
devices. However, the validity of this certificate is limited to a short period of time. When a new
certificate is created, the validity period can be configured accordingly.
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cert-genselfsigned 3 3&5

Cenerate selfsigned cerctificate with given index (3). Check logger to sees when finighed.

Nz . ComponentName CommonName CertAvailable DatelNotBefore
DateNotAfter Thumbprint

0 CrpOPCUASexrver OPCUAServer@WMOl FALSE -—

1 CmpApp WMol FALSE --

2 CompSecureChannel WMol TRUZ 2018-1-24T23:0:15.0
2018-2-23T723:0:15.0 2a453bl2£883€7€5b4eedlcella2s9cad95dbdcd

3 CompiebServer WMol TRUE 2018-1-24T23:3:54.0
2019-1-24T23:3:54.0 0c3lallfe022b7cdes5351lcfdcef1£652ecET€7£8

In the CODESYS project, the creation and transfer of a web visualization is required:

27 xv300 [connected] (xv300)
= [0 PLC Logic
- £ Application [run]
.T] Library Manager
=] POU (PRG)
= @ Task Configuration
3 $& EtherCAT Task
= G2 Task
&] Pou
= 38 VISU_TASK
@ VisuElems. Visu_Prg
= Visualization Manager
LE TargetVisu
& webvisu
@ visualization

Afterwards the web visualization can be accessed via the URL https://<IP
address>/Name_of HTML_file.html.

So that also compellingly a https connection can be used, the appropriate entry must take place in
the PLC3.cfg. By default http and https connections are allowed. If only https connections are to be
allowed, the ConnectionType must be set to 1 or 3.
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l-.l.ld:-':‘:erue‘.ﬁiphaiist:H[G—l
Weberver CertStoreBase =\InternalStoragelPlcRish, ki,
CertStoreBase =\ InternalStorage\PlaRtsh, phil,

[CrnpWiebSearver ]

Filel_ploadDirectory m' InternatStorage PloPrg/visu

| Enablel ogger=1

CormectonType =2

\For ConmectionType there are the following options:
102 Orily hitp-cornections are possible

;12 Only hitps-conmections are possible

s 21 hittp- and hidps-connections are possible

;3 hitp- and hitps-oonnections ane possible, whereby aocesses via hitp will automatically be forwarded via hitps
WebServerPorthr =080
LogFilter =31

The change can be made in the CODESYS software for an XV100/XV300. After changing and
transferring, the device must be restarted.

4 xv3o0 x
I Communication Settings $ Terget=>PC & PC=> Target &) Restore Default
Al
| Applications >
Retain SRAM Address 0
l Backup and Restore Retain SRAM. Size 0
v CmpRouter
! Files Net ether
L9 P
| PLC Settings
l PLC Shell

v CmpVisuHandlerRemote

Users and Groups

Communication.TcpAddressDest 192.168.1.1
VisuClient.Bestft 1

SCass FOOMS VisuClient.ScaleTypeisotropic 0
VisuClient.VisuAppName Applcation

[ Symbol Rights v CmpWebServer

ConnectionType 1

Firmware FileUploadDiredory \UntemaiStorage PicProMsu
WebServerPortNe 8080

PLC Configuration v ComponentManager

As long as you use self-signed certificates and do not have them signed by an official authority or
create your own root certificate, the browser displays the message "Not secure".

A Micht sicher | bitps/192.168,119.133 /webvisu htm

on Tertifiat W
Migeman Detady  Jertfunerongioied

Tertiranngaplad
o/ [EEED

Fervfiberufgastatu

Derses Terfizerungaselien: Siammpernfilon o mcht veriraomewnde,
013 £ SN PSCHT ) (T STl VIR SN e
Slammesitinenungubelen betindet

Secure Web-server access
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