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Notes on the instruction manual

Notes on the instruction manual

Please read through this manual carefully and observe the information it contains. This will
assist you in preventing injuries and damage to property and ensure both reliable operation and
a long service life for the device.

Please keep this manual in a safe place. If you pass the device on, also pass on this manual
along with it. Busch-Jaeger accepts no liability for any failure to observe the instructions in this
manual.
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Safety

Warning
A Electric voltage!
Dangerous currents flow through the body when coming into direct or indirect

contact with live components.
This can result in electric shock, burns or even death.
— Disconnect the mains power supply prior to installation and/or disassembly!

— Permit work on the 100-240 V supply system to be performed only by
specialist staffl

21 Used symbols

The following symbols point to dangers involved in the use of the device and provide practical
instructions.

Danger

This symbol indicates a dangerous situation due to electric current. If such a
sign is ignored, it can lead to serious injuries or even death.

Warning

This symbol in connection with the signal word "Warning" indicates a dangerous
situation which could lead to immediate death or to serious injury.

Attention

This symbol indicates a possibly damaging situation for the product. Non-
observance can lead to damage or destruction of the product.

Note

This symbol indicates information or references to additional useful topics. This
is not a signal word for a dangerous situation.

DB P
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Safety

2.2 Target group / Qualifications of personnel

Installation, commissioning and maintenance of the device must only be carried out by trained
and properly qualified electrical installers.

The electrical installers must have read and understood the manual and follow the instructions
provided.

The electrical installers must adhere to the valid national regulations in their country governing
the installation, functional test, repair and maintenance of electrical products.

The electrical installers must be familiar with and correctly apply the "Five safety regulations”
(DIN VDE 0105, EN 50110):

Disconnect from power;

Secure against being re-connected;
Ensure there is no voltage;
Connect to earth and short-circuit;

a bk w0 D=

Cover or barricade adjacent live parts.
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Safety

2.3 Safety instructions

Warning
A Electric voltage! Risk of death and fire due to electrical voltage of 230 V.

Dangerous currents flow through the body when coming into direct or indirect
contact with live components. This can result in electric shock, burns or even
death.

— Work on the 230 V supply system may only be performed by authorised and
qualified electricians.

— Disconnect the mains power supply before installation / disassembly.
— Never use the device with damaged connecting cables.

— Do not open covers firmly bolted to the housing of the device.

— Use the device only in a technically faultless state.

— Do not make changes to or perform repairs on the device, on its components
or its accessories.

— Keep the device away from water and wet surroundings.

Attention - damage to property
Risk of damaging the device due to external factors.
Moisture and contamination can damage or destroy the device.

— Protect the device against humidity, dirt and damage during transport,
storage and operation.
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Intended use

3 Intended use

This device is a central control panel of the Busch-Welcome® IP system and operates
exclusively with components from this system. The device must only be installed in dry indoor

rooms.

WiFi installation

solo@ol s

=

O Note
If the device supports WiFi function, please make sure the device has good WiFi
signal reception before installation. The distance between the router and

monitors, and the construction materials used in the walls are factors that can
affect signal quality.

If the WiFi signal is not strong enough to guarantee correct operation, a WiFi
repeater must be installed between the router and this device in order to boost
the WiFi signal received by this device.
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Intended use

Micro SD card

O SD card
The indoor station supports the following SD card type:
= Type: Micro SDHC

= Capacity: 4...32 G

= Speed: Class10

= File system: FAT32

= Please use a SD card complying with SDHC standard, some SD cards may
not perform correctly. It is recommended to use SanDisk, Kingston,
Transcend SDHC cards, which are fully tested and verified.

= Do not remove SD card or reboot indoor station while recording or copying
images onto the SD card, otherwise this SD card may fail to preform when
recording or playing images.

= Busch-Jaeger is no responsible for the performance of an SDHC card.

IP-Camera
@) Note
The indoor station supports IP-Camera with onvif protocol (Profile S).
Ringtone
@) Note
The ringtone supports .mp3 and .wav format, with a maximum size of 32 M.

Audio and video file

@) Note
The audio file supports . mp3 and .wav format.
The video file supports .avi and .mp4 format, with a maximum resolution of 1920
x 1080.

Picture

@) Note
The picture supports .jpg, .png and .bmp format, with a maximum resolution of
2048 x 1920. The recommend resolution is 1024 x 600.
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Environment

4 Environment

Consider the protection of the environment!

Used electric and electronic devices must not be disposed of with household

waste.

— The device contains valuable raw materials that can be recycled. Therefore,
dispose of the device at the appropriate collecting facility.

4.1 Busch-Jaeger devices

All packaging materials and devices from Busch-Jaeger bear the markings and test seals for
proper disposal. Always dispose of the packing materials and electric devices and their
components via an authorized collection facility or disposal company.

Busch-Jaeger products meet the legal requirements, in particular the laws governing electronic
and electrical devices and the REACH ordinance.

(EU-Directive 2012/19/EU WEEE and 2011/65/EU RoHS)
(EU-REACH ordinance and law for the implementation of the ordinance (EG) No.1907/2006)
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Product description

) Product description

5.1 Device type
Article
number

H8236-4W-
03

H8236-4B-
03

H8236-5W-
03

H8236-5B-
03

H8237-4W-
03

H8237-4B-
03

H8237-5W-
03

H8237-5B-
03

Order number

2TMA130050W0066

2TMA130050B0066

2TMA130050W0068

2TMA130050B0068

2TMA130050W0058

2TMA130050B0058

2TMA130050W0060

2TMA130050B0060

Product name

IP Touch 7,
DES+KNX+f@h+APP,
LAN+WiFi, T-loop

IP Touch 7,
DES+KNX+f@h+APP,
LAN+WiFi, T-loop

IP Touch 7,

DES+KNX+f@h+APP,
LAN+LAN, T-loop

IP Touch 7,
DES+KNX+f@h+APP,
LAN+LAN, T-loop

IP touch

10", DES+KNX+@h+APP,

LAN+WiFi, T-loop
IP touch

10", DES+KNX+@h+APP,

LAN+WiFi, T-loop
IP touch

10", DES+KNX+@h+APP,

LAN+LAN, T-loop
IP touch

10", DES+KNX+@h+APP,

LAN+LAN, T-loop

Color

White

Black

White

Black

White

Black

White

Black

Size (DxHxW)

Unit: mm

199 x 150 x 17

199 x 150 x 17

199 x 150 x 31

199 x 150 x 31

251 x185x 17

251 x185x 17

251 x 185 x 31

251 x 185 x 31
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Product description

5.2 Control elements
IP touch 7
No. Function
1 Touch screen
IP touch 10
No. Function
1 Touch screen
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Product description

5.3 Terminal description

IP touch 7

No.

10

11

12

13

14

f

©

/G B

?

~— @

Function

Power input connector

Power input connector (DC-JACK input)
Doorbell connector

LAN1 (PoE)

Micro USB Upgrade connector
Extension module connector
Microphone

Dismantling switch

Micro SD card connector

Speaker

2LAN2

2 Alarm connector

2 RS485 connector, 12 V output, emergency port (SOS, GAS, fire)

2 Relay output

2 |P touch 7 (LAN+LAN)

Product manual 2TMD042400D0019

|15



Product description

IP touch 10
1
T Y
ey wg . |
| 6 o] deh—— 3
E E = E:“_“::’ h—— 15 5
e s »
| | J
No. Function
1 Power input connector
2 Power input connector (DC-JACK input)
3 Doorbell connector
4 LAN1 (PoE)
5 Micro USB Upgrade connector
6 Interface module connector
7 Microphone
8 Dismantling switch
9 Micro SD card connector
10 Speaker
11 2LAN2
12 2 Alarm connector
13 2 RS485 connector, 12 V output (12 V output is not available when PoE powered)

14 2 Relay output
15 N/A

2 |P touch 10 (LAN+LAN)
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Technical data

6 Technical data

IP touch 7

Designation

Rating voltage

Operating voltage range

" Rating current

2 Rating current

Display size
Resolution

Operating temperature
PoE standard

2 Alarm power output

2 Relay output

" Wireless transmission band

' Wireless transmission power

" Wireless transmission standard

Value

24\ =

20-27V =

27 V =, 250 mA
24 V =, 280 mA
27 V =, 390 mA

24V =, 440 mA
70

1024 x 600 px
-10°C... +55°C
IEEE802.3 af
12V =, 200 mA

30V=,1A

802.11b/g/n:

2412...2462MHz (for United States)
2412...2472MHz (for European countries)
802.11a/n:

5150...5250MHz

5250...5350MHz

5470...5725MHz (not used in Russia)
5725...5850MHz (for United States)

Max. 20 dBm@12 Mbps OFDM 2.4 G
Max. 20 dBm@12 Mbps OFDM 5.8 G

IEEE 802.11 a/b/g/n

" IP touch 7 (LAN+WiFi) 2 IP touch 7 (LAN+LAN)
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Technical data

IP touch 10
Designation

Rating voltage

Operating voltage range

" Rating current

2 Rating current

Display size
Resolution
Operating temperature

PoE standard
2 Alarm power output

2 Relay output

" Wireless transmission band

' Wireless transmission power

" Wireless transmission standard

Value
24V =
20-27V =

27V —, 390 mA
24V —, 440 mA

27V =, 520 mA
24 V =, 600 mA
10"

1280 x 800 px
-10°C ... +55°C
IEEE802.3 af

12 V =, 200 mA (12 V output is not available
when PoE powered)

30V=,1A

802.11b/g/n:

2412...2462MHz (for United States)
2412...2472MHz (for European countries)
802.11a/n:

5150...5250MHz

5250...5350MHz

5470...5725MHz (not used in Russia)
5725...5850MHz (for United States)

Max. 20 dBm@12 Mbps OFDM 2.4 G
Max. 20 dBm@12 Mbps OFDM 5.8 G

IEEE 802.11 a/b/g/n

" IP touch 10 (LAN+WiFi) 2P touch 10 (LAN+LAN)
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7 Mounting/Installation

Warning
A Electric voltage!
Dangerous currents flow through the body when coming into direct or indirect

contact with live components.
This can result in electric shock, burns or even death.
— Disconnect the mains power supply prior to installation and/or disassembly!

— Permit work on the 100-240 V supply system to be performed only by
specialist staffl

71 Requirement for the electrician

Warning
A Electric voltage!
Install the device only if you have the necessary electrical engineering

knowledge and experience.

— Incorrect installation endangers your life and that of the user of the electrical
system.

— Incorrect installation can cause serious damage to property, e.g. due to fire.

The minimum necessary expert knowledge and requirements for the installation
are as follows:

— Apply the "five safety rules" (DIN VDE 0105, EN 50110):
1. Disconnect
2. Secure against being re-connected
3. Ensure there is no voltage
4. Connect to earth and short-circuit
5. Cover or barricade adjacent live parts.
— Use suitable personal protective clothing.
— Use only suitable tools and measuring devices.

— Check the type of supply network (TN system, IT system, TT system) to
secure the following power supply conditions (classic connection to ground,
protective grounding, necessary additional measures, etc.).
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Mounting/Installation

7.2 Product dimensions
Uint: mm
198.5 17
4
149.8 |]
IP touch 7
7.3 Installation height

250.8

185

IP touch 10

1.50 m (4.9 feet)

=
~

] t

=0

o

| 20
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Mounting/Installation

7.4 Surface-mounted installation

IP touch 7
This installation method is not suitable for IP touch 7 (LAN+LAN).

(unit: mm)

131.4

[— 198.5 ——

149.8 SM box
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Mounting/Installation

IP touch 10
This installation method is not suitable for IP touch 10 (LAN+LAN).

IP Touch 10 can be used with the surface-mounted box of IP Touch 10.

(unit: mm)
, 230 |
I 1
fo [ 2 ) o S
158
o © S}
Global
(] [$) (]
®

Swiss
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Mounting/Installation

IP Touch 10 can also be used with the surface-mounted box of IP Touch 7.

131.4

SM box of
IP Touch 7

149

]

27

NEMA

Swiss
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Mounting/Installation

7.5 Flush-mounted installation

With pre-installation box

(unit: mm)

N 2508 > 192 mm”\

1 Hole size of the pre-installation box
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Mounting/Installation

7.6 Cavity wall installation

(unit: mm)

A

250.8

v

< 186.5 —P 1} ﬁ

fropt
/®9x4

N
--p |
—— | © Lt @ v

1 Hole size of flush-mounted box
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Mounting/Installation

7.7 Desktop installation

This installation method is not suitable for IP touch (LAN+LAN).

0 )
=

T
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Mounting/Installation

7.8 Dismantling

7.9 Replacing the end strip

4 screws need to be removed.
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Commissioning

8 Commissioning

8.1 Operating modes
8.1.1 Door Entry System only

This mode applies to the Door Entry System alone.

On the "System Configuration” screen during the "Wizard Setup”,

= Enable the "Door Entry Welcome IP" check box.

= Disable the "Home Automation" check box.

= For more details, see chapter 8.2 “Setup wizard - Door Entry System only“ on page 33.

< System Configuration

Select all the systems that will be activated in the panel:

J Door Entry Welcome IP

. Home Automation

@ «nx

Continue
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Commissioning

8.1.2 KNX only mode

This mode applies to the KNX system alone.

On the "System Configuration” screen during the "Wizard Setup”,

= Disable the "Door Entry Welcome IP" check box.

= Enable the "Home Automation" check box.

= Enable the "KNX" single choice.

= For more details, see chapter 10.1.2 “Setup Wizard - KNX only“ on page 208.

< System Configuration

Select all the systems that will be activated in the panel:

. Door Entry Welcome IP

8 Home Automation

& KNX . free@home

Continue
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8.1.3 free@home only mode

This mode applies to the free@home system alone.

On the "System Configuration” screen during the "Wizard Setup”,

= Disable the "Door Entry Welcome IP" check box.

= Enable the "Home Automation" check box.

= Enable the "free@home" single choice.

= For more details, see chapter 10.2.2 “Setup Wizard - free@home only“ on page 243.

< System Configuration

Select all the systems that will be activated in the panel:
. Door Entry Welcome IP
8 Home Automation

. KNX ® free@home

Continue
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8.1.4 Door Entry System with KNX

This mode applies to the Door Entry System & the free@home system.
On the "System Configuration” screen during the "Wizard Setup”,

= Enable the "Door Entry Welcome IP" check box.

= Enable the "Home Automation" check box.

= Enable the "KNX" single choice.

= For more details, see chapter 10.1.3 “Setup Wizard - Door Entry System with KNX“ on
page 213.

< System Configuration

Select all the systems that will be activated in the panel:

¥ poor Entry Welcome IP

/| Home Automation

& KNX . free@home

Continue
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8.1.5 Door Entry System with free@home

This mode applies to the Door Entry System & the free@home system.
On the "System Configuration” screen during the "Wizard Setup”,

= Enable the "Door Entry Welcome IP" check box.

= Enable the "Home Automation" check box.

= Enable the "free@home" single choice.

= For more details, see chapter 10.2.3 “Setup Wizard - Door Entry System with free@home*
on page 249.

< System Configuration

Select all the systems that will be activated in the panel:

¥ poor Entry Welcome IP

/| Home Automation

. KNX ® free@home

Continue
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8.2 Setup wizard - Door Entry System only
8.21 Configuration without SmartAP

Please follow the steps below:

[1] On the "Setup wizard" screen, select the language from the drop-down list.
[2] Select the region from the drop-down list.

[3] Tick the check box to accept the licences. Or tap "Click to read" to view the details of the
licence.

[4] Tap "Accept & Continue" to access the next screen.

Setup Wizard

Select Language Select Region
English
W Accept license agreement Click to read

M Accept 0SS agreement Click to read

4

Accept & Continue
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[5] On the "Configuration Mode" screen, select the system mode.
= For more details, see chapter 8.1 “Operating modes* on page 28.
[6] Tap "Continue".

< System Configuration

Select all the systems that will be activated in the panel:
| Door Entry Welcome IP
5 . Home Automation

@ «nx

6

Continue
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[7] On the "Configuration Mode" screen, select "Panel set-up for single family house", tap " !
" to see the system topology, system recommended capacity, and you can download the
product manual by scanning the QR code on the right.

[8] Tap "Continue".

< Configuration Mode

. Via Smart Access Point

. Via Smart Access Point with Welcome App's scanning

7 ®) Panel set-up for single family house (without Smart Access Point)

8

Continue

< Configuration Mode

() Configuration without SmartAP

Single House Family application

@ viasm The configuration without Smart Access Point is allowed only in
Single House Family System Arcitectures :
. Via Sm

' Panel s

System Limitations:
« 10utdoor Station
+ 1 Master Indoor Station and up to 3 additional panels
- 11P Actuator
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[9] On the "Panel Addressing" screen, select "Master mode". Only one Indoor Station can be
set to "Master mode" in the same apartment.

[10]Enter the block number, the floor number and the apartment number. The "Panel number" is
preset as "01" and cannot be modified while the "Master mode" is selected.

[11]Tap "Continue".
< Configuration Mode
=z Panel Addressing

3 Addressin
. Via Sm ®
Master Mode

@® viasm Master mode

® ranels Physical Address

Block
001

11

Continue

Product manual 2TMD042400D0019 | 36



Commissioning

[12]On the "IP Addressing" screen, tap "Edit" to access the corresponding screen.
=  Select the connection type, it can be set to "LAN" or "WiFi".

=  Select the address type, it can set to "DHCP", "Customizable address" or "ABB Legacy". If
"ABB Legacy" is selected, IP address will be "10.0.x.x".

= Please tap "Save" If the settings have been changed.
[13]Tap "Continue".

< IP Addresing

IP Address (i)

12

13

Continue

< IP Addresing

o2 Edit Network

Connection preferences: ()
® Lan @ wr
Addressing preferences:

®) DHCP(Defaulty @ 2e8Lecagy @ customizable address
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[14]On the "Trusted Devices" screen, check the system recommended capacity again.
[15]Tap "Continue".

[16]Check the system topology.

[17]Tap "Continue" to start searching the devices in the single-family house.

= On the "Trusted Devices" screen, you can also tap "Do it later" to skip this setting if your
devices are not ready.

< Trusted Devices
Configuration without SmartAP - Single family home mode

®

Please note

In this configuration mode, the pairing up of the devices will proceed automatically when the connection
to the private network is confirmed.

System Limitations:

1 4 - 10utdoor Station
« 1 Master Indoor Station and up to 3 additional panels
« LIP Actuator

15

Continue

Trusted Devices
Configuration without SmartAP - Single family home mode

o 16

Please note

Please connect all devices to the same network and
make sure they are powered up.
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[18]All the related devices are displayed on the list.

[19]Tap "Continue".
[20]Tap "Continue".

Trusted Devices

Configuration without SmartAP - Single family home mode

Add Trusted Devices

®

Please note 4 devices have been added to the list :

Please conn Indoor Station-01 102807A7F04F00C
make sure t

Indoor Station-02 10282COB78TIFIT

2nd 0S-01 101807ATFO6DAF6 I E;

Private IP Actuator-01 104000CDEO17FEE

< Trusted Devices

Configuration without SmartAP - Single family home mode

®

Trusting selected devices

By clicking on “Continue”, the selected devices will be added to the System.

19

Continue

Further “Trust” authentication will allow the Indoor Station panels in the system to grant the Outdoor

Station devices and IP Actuator devices the authorization to unlock the door.

20

Continue
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[21]Tap "Trust all".
[22]All the related devices will be displayed on the screen.
[23]Tap "Continue".

< Trusted Devices

Configuration without SmartAP - Single family home mode

Trust Devices

®

Trusting sel 4 devices added to the list :

By clicking ¢ Indoor Station-01

Further “Tru

A Indoor Station-02
Station dev

2nd 0S-01

21

Trust later Trust all

Trusted Devices

Configuration without SmartAP - Single family home mode

Trusting Process Successful

®

Trusting sel Devices trusted!

By clicking ¢ The following devices have been successfully added to your Trusted Devices
list :
Further “Tru

Station dev » Indoor Station-01

+ Indoor Station-02 22
« 2nd OS-01

« Private IP Actuator-O1

23

Continue
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[24]On the "Time & date" screen, you can carry out this setting at this time or tap "Continue" to
skip this setting for the moment.

= For more details, see chapter 8.3.7 “Time and date settings® on page 89.

< Time & Date

09:00:20

Sun 02-12-2018

Edit Time & Date Continue

[25]0n the "MyBuildings portal" screen, you can carry out this setting at this time or tap
"Continue" to skip this setting first if App is not ready.

= For more details, see chapter 8.3.5 “MyBuildings settings” on page 84.

< MyBuildings Portal

Log in to myBuildings portal

Connect with app

Please make sure to connect your mobile device to the same Wifi Network as the panel.

Connect manually Continue
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[26]There are 5 screens to guide you how to use the panel.

[27]Tap "Skip" if you are already familiar with the panel.

@) Note
After configuring the Master IS, the 2nd OS and the IPA will both complete their
configuration. However, the Subsidiary IS still needs some steps to complete its

configuration. Please see the “Single House Configuration without the SmartAP”
chapter of the system manual for more details.
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8.2.2 Configuration via SmartAP

Please follow the steps below:
[1] On the "Setup wizard" screen, select the language from the drop-down list.
[2] Select the region from the drop-down list.

[3] Tick the check box to accept the licences. Or tap "Click to read" to view the details of the
licence.

[4] Tap "Accept & Continue" to access the next screen.

Setup Wizard

Select Language Select Region
English

¥ Accept license agreement Click to read

3

. Accept OSS agreement Click to read

4

Accept & Continue
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[5] On the "Configuration Mode" screen, select the system mode.
= For more details, see chapter 8.1 “Operating modes* on page 28.
[6] Tap "Continue".

< System Configuration

Select all the systems that will be activated in the panel:
| Door Entry Welcome IP
5 . Home Automation

@ «nx

6

Continue
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[7] Select "Via Smart Access Point", tap " i " to see more details.
[8] Tap "Continue".

[9] On the "Panel Addressing" screen, select the mode for the panel. It can be set to "Master
mode" or "Subsidiary mode". Only one panel can be set to "Master mode" in the same
apartment.

[10]Enter the physical address, e.g. the block number, floor number and apartment number.
= If the panel is set to "Subsidiary mode", you still need to enter the device number.

= If "Configuration via Welcome APP’s scanning process" is enabled, the physical address of
this panel will be set via the APP.

[11]Tap "Continue".

< Configuration Mode

7 ®) Via Smart Access Point

‘ Via Smart Access Point with Welcome App's scanning

. Panel set-up for single family house (without Smart Access Point)

8

Continue

{ Configuration Mode
=fz Panel Addressing

3 Addressi
‘ Via Sm ressing

Master Mode
. Via'Sm Master mode

. Panels Physical Address

Biock Apartment
001 o1
Floor
01

11

Continue
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[12]On the "IP Addressing" screen, go to "Building network" section, tap "Edit" to access the
corresponding screen.

=  Select the connection type, it can be set to "LAN" or "WiFi".

= Select the address type, it can set to "DHCP", "Customizable address" or "ABB Legacy". If
"ABB Legacy" is selected, IP address will be "10.0.x.x".

= Please tap "Save" If the settings have been changed.

[13]Go to "Private network" section, tap "Edit" and carry out the similar operation as "Building
network".

[14]Tap "Continue".

< IP Addresing

IP Address (i)

12 13
N .

14

Continue

< IP Addresing

=iz Edit Building Network

Connection preferences:
® Lan @ wr

Addressing preferences:

®) DHCP(Defaulty @ resLecagy @ customizable address
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[15]On the "Time & date" screen, you can carry out this setting at this time or tap "Continue" to
skip this setting for the moment.

= For more details, see chapter 8.3.7 “Time and date settings® on page 89.
[16]There are 5 screens to guide you on how to use the panel.
[17]Tap "Skip" if you are already familiar with the panel.

< Time & Date

19:10:54

Sun 02-12-2018

Edit Time & Date Continue
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8.2.3 Configuration via SmartAP & APP

Please follow the steps below:
[1] On the "Setup wizard" screen, select the language from the drop-down list.
[2] Select the region from the drop-down list.

[3] Tick the check box to accept the licences. Or tap "Click to read" to view the details of the
licence.

[4] Tap "Accept & Continue" to access the next screen.

Setup Wizard

Select Language Select Region
English

¥ Accept license agreement Click to read

3

. Accept OSS agreement Click to read

4

Accept & Continue
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[5] On the "Configuration Mode" screen, select the system mode.
= For more details, see chapter 8.1 “Operating modes* on page 28.
[6] Tap "Continue".

< System Configuration

Select all the systems that will be activated in the panel:
| Door Entry Welcome IP
5 . Home Automation

@ «nx

6

Continue
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[7] Select "Via Smart Access Point with Welcome APP’s scanning", tap " i "o see more

details.

[8] Tap "Continue".

[9] On the "Panel Addressing" screen, select the mode for the panel. It can be set to "Master
mode" or "Subsidiary mode". Only one panel can be set to "Master mode" in the same

apartment.
[10]Tap "Continue".

< Configuration Mode

. Via Smart Access Point
7 ®) Via Smart Access Point with Welcome App's scanning

. Panel set-up for single family house (without Smart Access Point)

< Configuration Mode

. Via Sm
. Via Sm
. Panel s

=t Panel Addressing

Addressing

Master Mode
Master mode

8

Continue

10

Continue
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[11]On the "IP Addressing" screen, go to "Building network" section, tap "Edit" to access the
corresponding screen.

=  Select the connection type, it can be set to "LAN" or "WiFi".

= Select the address type, it can set to "DHCP", "Customizable address" or "ABB Legacy". If
"ABB Legacy" is selected, IP address will be "10.0.x.x".

= Please tap "Save" if the settings have been changed.

[12]Go to "Private network" section, tap "Edit" and carry out the equivalent operation as for
"Building network".

[13]Tap "Continue".

< IP Addresing

IP Address (i)

11 12
N .

13

Continue

< IP Addresing

=iz Edit Building Network

. ~
Connection preferences: |
® Lan @ wr
Addressing preferences

8) DHCP(Defaulty @ re8Lecaey @ customizable address
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[14]On the "Configuration via Welcome APP’s Scanning Process" screen, tap "APP download"
if you have not yet downloaded the APP.

[15]Scan the designated QR code by using your mobile to download the APP, then tap
"Continue".

< Configuration via Welcome App’s Scanning Process

For a quick configuration via scanning, please activate “Configuration Mode” under “Favorites” in the Welcome APP. Otherwise please
continue by clicking on “Setup wizard”.

IP Touch

Serial Number : 102807A7F04FO0C(NAV)

[ App download £ setup wizard

< Configuration via Welcome App’s Scanning Process

Foraquick( () App Download x therwise please
continueby

Android:

For a quick configuration via scanning, please activate “Configuration Mode” under
“Favorites” in the Welcome APP.

Continue

— D
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[16]Create a building structure on the APP.

= For more details, see chapter 8.2.4 “Creating a building structure on APP* on page 55.
[17]Use the APP to scan the QR code on the designated panels.

= For more details, see chapter 8.2.5 “Scanning the QR code on the panel“ on page 59.
[18]Import the building structure from APP to SmartAP.

For more details, see chapter 8.2.6 “Importing a building structure via App“ on page 61.
Regarding steps 16 - 18, when a step has been completed, please move to the next step.

After importing the building structure, SmartAP will set the physical address for the designated
panels and assign the signatures at the same time.

< Configuration via Welcome App’s Scanning Process

For a quick configuration via scanning, please activate “Configuration Mode” under “Favorites” in the Welcome APP. Otherwise please
continue by clicking on “Setup wizard”.

IP Touch

Serial Number : 102807A7F04FO0C(NAV)

[ App download £ setup wizard
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[19]0On the "Time & date" screen, you can carry out this setting at this time or tap "Continue" to
skip this setting for the moment.

= For more details, see chapter 8.3.7 “Time and date settings® on page 89.
[20]There are 5 screens to guide you on how to use the panel.
[21]Tap "Skip" if you are already familiar with the panel.

< Time & Date

02:56:30

Mon 03-12-2018

Edit Time & Date Continue
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8.2.4 Creating a building structure on APP

Please follow the steps below:

[1] On the home screen of the APP, tap * .
[2] Tap “Configuration mode”.
[3] Tap “OK” to access configuration mode.

Favorites Favorites

Notice

Are you sure you want to
switch to configuration mode?

X (0K3

[4] On the “Projects” screen, tap “ e

[5] On the “Add project” screen, enter the project name.

[6] Select the building type according to the system topology. It must be set to “Building”.
[7] Tap “Add” to create a new project.

[8] Tap the designated project.

Projects Add project

< Projects

Test

>
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[9] On the designated project screen, tap “ @

[10]On the “Add building” screen, enter the building name.
[11]Enter the building number.

[12]Tap “Add” to create a new building.

Repeat step 9~12 to create multiple buildings.

[13]Tap the designated building.

< <

Add building

Building structure Building structure

. 01 Building A

a
Building A

[14]On the designated building screen, tap “ o

[15]On the “Add a floor” screen, select the floor name from the drop-down list. It can be set to
“Floor” or “Ground floor”.

[16]Tap “Add” to create a new floor.
Repeat step 15~16 to create multiple floors for the designated building.

[17]Tap the designated floor.

s plchd 5 Buialng &
.
il
Name
. < /\

6.Floor >
5.Floor >

4.Floor >

‘ 3.Floor >

Please tap on "+" to add a new floor.
2.Floor >

1.Floor >

© ©
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[18]On the designated floor screen, tap “ e ” to add a room.
[19]Enter the alias name for the designated room.

[20]Tap “Add” to create a new room.

[21]On the designated floor screen, swipe a room name to the right.

[22]Tap “ ” to create multiple rooms as a batch.

1.Floor Add room < 1.Floor

2 T =) 01 Jacky,
4
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[23]Enter the duplicate number.

[24]Tap “Duplicate”.

[25]Enter the alias name for each room now or do it later.

[26]Tap “Duplicate”.

[27]0n the designated floor screen, swipe the designated room name to the right.

[28]Tap “ ” to set the alias name for the designated room.

=] 01 Jacky >

Jacky_1
, IF.}. o 02 Jacky_1
(J

Jacky_2 @

Duplicate Jacky Duplicate Jacky

Cl 03 Jacky_2 >

Jacky_3

o) 04 Jacky3 s

24 v Duplicate
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8.2.5 Scanning the QR code on the panel
Please follow the steps below:
[1] On the designated floor screen, tap the designated room.

[2] On the designated room screen, tap “ &)
[3] On the “Add device” screen, scan the QR code displayed on the panel.

:

Bl E)?J‘jja‘cky > QR code
ol 02 Jacky_1 >
] 03 Jacky_2 >
o) 04 Jacky3 >

Add device

Please scan the QR code
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[4] On the “Device” screen, serial number of the device will be displayed.
[5] Check the location.

[6] Check the device type.

[7] Tap “Add” to add a new device.

[8] The result is displayed on the screen if success.

Repeat step 1~7 to add multiple devices.

& )

c Indoor Station 1

Serial number:102807A7F06DB7C
Device ID
1

Location
Building

01 Building A v
Flo

1.Flool v
Roor

01 Jacky v
Device Tvpe

Indoor Station AR
X 7 v Add
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8.2.6

Importing a building structure via App

= SmartAP can import the building created in the App.
= You can import one building once or several buildings as a batch.

Preconditions
= The APP must be on the same network as SmartAP.
= The building structure has been created in the App.

D I:I Welcome App
D

Router

Smart Access Point

Importing rule

The building structure will be overwritten according to the rules below:
= A, B, C, D, E, F means the building number.

= B and B+ is the same building number.

=+ means the building structure has been changed.

App SmartAP before SmartAP after
B+ A B, C A, B+, C

B+, C+ A B, C A, B+, C+

D, E F A B, C A B CD,EF
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Importing process

Please follow the steps below:

[1] On the home screen of the SmartAP, click" ¥ .
[2] A pop-up window will appear, please keep the window open and do not click " V"

INFORMATION

Please open your APP to import the Building Structure

v

[3] On the "Projects" screen of the APP, swipe the designated project name to the right.

[4] Tap" E "

[5] Tap the designated SmartAP in the list.

[6] Enter the account and the password of the designated SmartAP.
[7] Tap "OK".

[8] "Upload successfully" will be displayed if successful. Tap "OK".

Projects

eeeee

Notice

Upload successfully

‘/OK8
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[9] On the configuration screen of SmartAP, the project name will be displayed on the screen.
[10]Click " V"
[11]Click "Confirm".

IMPORT BUILDING STRUCTURE

Project name:

INFORMATION

It will overwrite the existing settings. Would like to continue?
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[12]The import result will be displayed.
[13]Click " ¥ " to complete the import process.

INFORMATION

1 2 1 success, 0 failures
13¢
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8.3 System settings

8.3.1 Accessing the "Settings" screen

On the dashboard, tap " s to access the "Settings" screen.

Dashboard 07:39 Sat01-12-2018 (i) 27.6°C

®

No events

Events Assistance
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8.3.2 Display settings

Accessing the "Display” screen

On the "Settings" screen, tap "Display” to access the corresponding screen.

Settings
@ Display

]) Sound

Network Connections

Time & Date
Access Management
i.\ User Settings
2 Video Surveillance
 Intercom List
) Program Button
Advanced Settings
Software Update

About

Adjusting the brightness

07:40 Sat 01-12.

SCREENSAVER

‘:\"_‘; Activate display cleaning mode

Brightness

Display Mode

Color Theme
Dark theme

Temperature

Temperatura
* Celsius

/| Show room temperature in status bar

Wind

Wind
Bft

Appearance Control Element

Please follow the steps below:

[1] On the "Display" screen, tap "Settings".

[2] Go to the "Brightness" section, drag the scroll bar to adjust the brightness.

Settings
@ Display

]) Sound

Network Connections

Time & Date
5 Access Management
i.\ User Settings
2 Video Surveillance

 Intercom List

(O Program Button

Advanced Settings

Software Update

About

07:40 Sat 01-12.

SCREENSAVER

rg‘) Activate display cleaning mode

Brightness

Display Mode

Color Theme
Dark theme

Temperature

I
* Celsius

/| Show room temperature in status bar

Wind

Wind
Bft

Appearance Control Element
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Configuring the "Display mode"
Please follow the steps below:
[1] On the "Display" screen, tap "Settings".

[2] In the "Display mode" section, select the display mode from the drop-down list. It can be set
to "Dark theme" (default) or "Light theme".

X Settings 07:40 Sat01-12-2018 (3)
® Display SETTINGS ~ SCREENSAVER

<) sound 1

. P, . ;. 5
5 Network Connections 9 ity e b

95 Time & Date Brohtnsss

oS

=2 Access Management

SY User Settings
Display Mode

¥2 Video Surveillance Cobor Theme
Dark theme

) Intercom List

[ program Button Temperature

Temperature
Y ° Celsius
3 Advanced Settings

/| Show room temperature in status bar
oftware Update
Wind

bout
wind

Bft

Appearance Control Element

If the display mode is set to "Light theme", the Ul will be displayed as follows:

X Settings 07:40 Sat 01-12-2018 (§) 27.6°C v P
@ Display SETTINGS SCREENSAVER
] Sound
S Network Connections ¥, Activate display cleaning mode
% Time & Date Brightness
100%
s ES

=3 Access Management

,-Q User Settings

Display Mode
+5 Video Surveillance Color Theme .
Light theme
Q/ Intercom List
[ Program Button Temperature
Temperature
° Celsius v

@ Advanced Settings

(7 Software Update Show room temperature in status bar

@ About

Wind
Wind

Bft

Appearance Control Element
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Configuring the unit of temperature
Please follow the steps below:
[1] On the "Display" screen, tap "Settings".

[2] Go to the "Temperature" section, select the unit from the drop-down list. It can be set to
"Celsius" (default) or "Fahrenheit".

= On the status bar, the value of room temperature will be displayed in the status bar if the
"Show room temperature in status bar" function is enabled.

X Settings 07:41 Sat01-12-2018 (3] |8L7°F

[OREEY SETTINGS ~ SCREENSAVER

]) Sound 1

N i, - o .
SN etworllConn ections ®, Activate display cleaning mode

95 Time & Date Brightness

= Access Management o3

S User settings
Displa
#2 Video Surveillance Color Theme.
Dark theme

O Intercom List
Temperature

Temparature

*Fahrenheit V

/| Show room temperature in status bar

(O Program Button

e )
3 Advanced Settings

Software Update
Wind
wind

Bft

Appearance Control Element
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Configuring the unit of wind
Please follow the steps below:
[1] On the "Display" screen, tap "Settings".

[2] Go to the "Wind" section, select the unit from the drop-down list. It can be set to "Bft"
(default) , "m/s", "km/h", "mph" or "kn".

= On the Dashboard, the unit of wind will be displayed on the screen.
X Settings 07:41 Sat01-12-2018 [§) 81.7°F

®© Display SETTINGS SCREENSAVER

) Sound 1

. g i i i
Network Connections Spcateckpivtanalnce

Time & Date Brightness

=D Access Management oy

AL User Settings
Display Mode

+5 Video Surveillance Color Theme
Dark theme

Q Intercom List

[0 Program Button Temperature

Temperature
™ ° Fahrenheit
203 Advanced Settings

/| Show room temperature in status bar
Software Update

Wind

() About
wind .
2

Appearance Control Element

Dashboard 07:39 Sat 01-12-2018 \j 27.6°C

®

No events Alert
Events Assistance
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Adjusting the control element

Please follow the steps below:

[1] On the "Display" screen, tap "Settings".

[2] Go to the "Appearance Control Element" section, tick/untick to enable/disable the function.

X Settings 09:06 Sat01-12-2018 (3] 29.5°C

@ Display SETTINGS SCREENSAVER

<]) Sound ) Activate display cleaning mode

Network Connections Brightness

Time & Date 20

=0 Access Management
Display Mode

0 i
AL User Settings
Cobor Theme

Dark theme

& Video Surveillance

O Intercom List Temperature

Temperature

() Program Button * Celsius

£33 Advanced Settings /| Show room temperature in status bar
Software Update

About

2 Appearance Control Element

/| Use reduced layout

= If the function is enabled, the control will be displayed on the dashboard as follow:

Dashboard 09:06 Sat01-12-2018 [ ;‘I 2O:57C

®

No events Alert
Events Assistance

Indoor Station 001-01-02

)
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= If the function is disabled, the control will be displayed on the dashboard as follow:

Dashboard

0

No events
Events

Indoor Station 001-01-02

Assistance

09:06 Sat 01-12-2018 [,] 29I55C
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Configuring the screensaver
Please follow the steps below:
[1] On the "Display” screen, tap "Screensaver".

[2] Go to the "Screen saver mode" section, select the screen saver mode from the drop-down
list. It can be set to "Clock" (default) "Slide show", "Images from card” or "Weather online".

[3] Go to the "Start screen saver after" section, set the start time (default: 10 minutes). The
screensaver will start if no operation is carried out within the set time.

[4] Go to the "Turn display off after" section, set the screen off time (default: 2 minutes). The
screen of the panel will be turned off if no operation is carried out within the set time.

X Settings 01:05 Sat01-12-2018 (3] 28.2°

®© Display SETTINGS SCREENSAVER 1

<) sound
Screen Saver Mode
S Cloud Connections Screen Saver
Slide show
9 Time & Date
Stide Interval

=0 Access Management 10 seconds

AL User settings Shide oder
Random

+3 Video Surveillance

O Intercom List Start Screen Saver After

Delay in Minutes

O Program Button Smin

Advanced Settings
Turn Display Off After

Software Update

() About
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= If "Clock" is selected, there will be a clock displaying the current time at a random location
on the screen.

= If "Slide show" is selected, there will be 3 built-in images playing in a loop according to the
"Slide interval" setting (default: 10 seconds).

"Slide translation effect" can be set to "Fade" or "Push from right".

— "Slide interval" can be set to "5 seconds", "10 seconds", "15 seconds", "30 seconds",
"60 seconds" or "120 seconds".

— "Slide order" can be set to "Random" or "Order".
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= If "Image from card" is selected, there will be the images on the SD card playing in a loop
according to the "Slide interval" setting (default: 10 seconds).

"Slide translation effect" can be set to "Fade" or "Push from right".

"Slide interval" can be set to "5 seconds”, "10 seconds", "15 seconds", "30 seconds",
"60 seconds" or "120 seconds".

"Slide order" can be set to "Random" or "Order".

= If "Weather online" is selected, weather information will be displayed at a random location
on the screen. This option is available only when the weather data can be displayed
normally.

0 15%

< 1012 hPa
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8.3.3 Sound settings

Accessing the "Sound" screen

On the "Settings" screen, tap "Sound" to access the corresponding screen.

Settings 13:18 Mon 13-05-2024 [{

> Display DOOR ENTRY
Sound

Ringtone Volume
Network Connections
Time & Date
Access Management Gl e
i.\ User Settings
D Video Surveillance Intercom
 Intercom List
(O Program Button /. Repeat ringtone
Advanced Settings

Click Sound

Software Update ) .
/| Activate click sound

About

Adjusting the ringtone volume

Please follow the steps below:

o

Doorbell Ringtone

Ringtone . Ringtone .
Ringtone 1 Ringtone 2

Guard Unit

Ringtone . Ringtone .
Ringtone 3 Ringtone 4

[1] On the "Sound" screen, go to the "Ringtone volume" section, drag the scroll bar to adjust

the ringtone volume.

Settings
> Display DOOR ENTRY

) Sound
Ringtone Volume

19

Network Connections

Time & Date

Access Management Outdoor Station

{ User Settings

D Video Surveillance Intercom

O Intercom List

() Program Button
Advanced Settings

Click Sound

Software Update . .
/| Activate click sound

About

13:18 Mon 13-05-2024 I';

o D

Doorbell Ringtone

ringtone Ringtone
Ringtone 1 Ringtone 2

Guard Unit

ringone Ringeone
Ringtone 3 Ringtone 4

/| Repeatringtone
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Configuring the repeat ringtone

Please follow the steps below:

[1] On the "Sound" screen, tick/untick the check box to enable/disable the function.
= Enable (default) = rings repeated ringtone within 30 seconds

= Disable = rings only once

X Settings 13:18 Mon 13-05-2024 [4) 28.1°C

® Display DOOR ENTRY

1 sound

Ringtone Volume
s50%

o 0

% Network Connections

95 Time & Date

=9 Access Management Qutdoor Station Doorbell Ringtone

- Fingtone . Ringtone .
SU User Settings Ringtone 1 Ringtone 2

¥2 Video Surveillance Intercom Guard Unit

Ringtone o Ringtone .
Intercom List Ringtone 3 Ringtone 4

(3 Program Button 1 /| Repeatringtone

=
{03 Advanced Settings
Click Sound

Software Update . Activate click sound

) About

Identifying the incoming call devices through the ringtones
Please follow the steps below:

[1] On the "Sound" screen, select the ringtone (built-in 4 ringtones and the sounds from SD
card if any) from the drop-down list. The panel will ring the designated ringtone during an
incoming call to indicate the device type.

= The ringtone supports .mp3 and .wav format, with a maximum size of 32 M.
X Settings 13:18 Mon 13-05-2024 [§) 28.1°C
@ Display DOOR ENTRY

1 sound

Ringtone Volume
50%

o D

3 Network Connections
@

95 Time & Date

=9 Access Management Outdoor Station Doorbell Ringtone

Fingtone . Ringtone .
SU User Settings Ringtone 1 Ringtone 2

¥2 Video Surveillance Intercom Guard Unit

_ Fingtona B Ringtone .
& Intercom List Ringtone 3 Ringtone 4

(3 Program Button /| Repeatringtone

=
{03 Advanced Settings

Click Sound

Software Update . Activate click sound

) About
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Configuring the "Click sound”
Please follow the steps below:

[1] On the "Sound" screen, go to the "Click sound" section, tick/untick the check box to
enable/disable the function.

= Enable (default) = plays a sound when the screen is touched.
= Disable = mutes the sound when the screen is touched.
X Settings 13:18 Mon 13-05-2024 (&) 2
@ Display DOOR ENTRY
) Sound

Ringtone Volume

% Network Connections

L

95 Time & Date

<0 Access Management Qutdoor Station Doorbell Ringtone

~ Fingtone . Ringtone .
S User Settings Ringtone 1 Ringtone 2
S g 'g

¥ Video Surveillance Intercom Guard Unit

ringeone B Ringeane B
& Intercom List Ringtone 3 Ringtone 4

(3 Program Button /| Repeatringtone

5
203 Advanced Settings

Click Sound

Software Update 'I . Activate click sound

(i) About
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8.3.4 Network settings

This chapter applies to "Private network" only.
Accessing the "Network settings" screen
Please follow the steps below:

On the "Settings" screen, tap "Network Connections" to access the corresponding screen.

X Settings 13:39 Mon 13-05-2024 [§] 28.5°C

® Display PRIVATE NETWORK MOBILE APP MYBUILDINGS PORTAL

) Sound Network port
WIFI /| Activate Private Network

Connect manually

My Networks Connected I

Network Connections

Access Management
,:»\ User Settings
3 Video Surveillance — —
Available Networks
G Intercom List
O Program Button
Advanced Settings

Software Update

About

Product manual 2TMD042400D0019 |78



Commissioning

WiFi settings

If "Private network" is set to "WiFi" during "Setup Wizard" or during "Advanced settings", you
can configure WiFi settings here.

Please follow the steps below:
[1] On the "Network connections" screen, tap "Private Network".
[2] Tick the check box to enable WiFi function.

[3] Select the designated WiFi from the available list or tap "Connect manually" to enter the
WiFi name manually (in case the WiFi name is not found on the list).

X Settings 13:39 Mon 13-05-2024 [§) 28.5°C

@ Display PRIVATE NETWORK MOBILE APP MYBUILDINGS PORTAL

]) Sound 1 Network port
WIFI \/ Activate Private Network

S Network Connections

@ Time & Date Connect manually

=0 Access Management

My Networks Connected

S User Settings 3

O Video Surveillance
Available Networks
O Intercom List
(O Program Button
o
03 Advanced Settings

Software Update

(i) About
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[4] Enter the WiFi password.

[5] "DHCP" is enabled by default. You can untick the check box and enter the IP address
manually.

[6] Tap "Connect".

PRIVATE NETWORK MOBILE APP MYBUILDINGS PORTAL

Connect to

rk Connectic

Enter Password

4

ettings
Video Surveillance
y Intercom List

O Program Button

6 Connect

[7]1 " v " will be displayed if successful.
Settings 13:40 Mon 13-05-2024 [§) 28.5°C
Display PRIVATE NETWORK MOBILE APP MYBUILDINGS PORTAL

Sound Network port
WIFI / Activate Private Network

Network Connections

Time & Date Connect manually

D Access Management

My Networks Connected |

(U User Settings
o — 7
5 v

D Video Surveillance
Intercom List
Available Networks
() Program Button

% Advanced Setti ngs

Software Update

(i) About
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[8] If you want to remove the WiFi name, swipe to the left then tap " "

X Settings
Display
) Sound
Network Connections
Time & Date
Access Management
User Settings
2 Video Su
» Intercom List
(O Program Button
3 Advanced Settings
Software Update

) About

13:41 Mon 13-05-2024 [§)

PRIVATE NETWORK MOBILE APP MYBUILDINGS PORTAL

Network port
WIFI / Activate Private Network

Connect manually

My Networks Connected

5 8

Available Networks
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LAN settings

If "Private network" is set to "LAN" during "Setup Wizard" or during "Advanced settings", you
can configure LAN settings here.

Please follow the steps below:
[1] On the "Network connections" screen, tap "Private Network".
[2] "DHCP" is the default value. You can disable it and enter the static address manually.

> Settings 05:17 Mon 22-04-2024
© Display 1RIVATE NETWORK MOBILE APP MYBUILDINGS PORTAL

::]D Sound Network port
LAN

"> Network Connections

I Time & Date /| DHCP 2

S _ _

S User Settings

2 Video Surveillance _ _
A . OK
U Intercom List -

: Program Button

$83 Advanced Settings

(* Software Update
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Cloud connections

If "Private network" is disabled, then there is no private network menu here and the "Network
Connections menu will be changed to "Cloud connections".

X, Settings 01:16 Sat 01-12-2

® Display MOBILE APP MYBUILDINGS PORTAL

<]) Sound
Cloud Connections
T Time & Date
Access Management
AU User settings
5 Video Surveillance
Intercom List
O Program Button
vanced Settings
Software Update

About
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8.3.5 MyBuildings settings

Please follow the steps below:
[1] On the "Network connections" screen, tap "MyBuildings portal".
[2] Tap "Log in".
[3] Enter the account, the password and the alias name.
[4] Tap "Log in".
Settings 14:56 Mon 13-05-2024 (k) §G
Display PRIVATE NETWORK MOBILE APP MYBUILDINGS PORTAL
<] Sound
Network Connections ‘—“ Not logged in

95 Time & Date

Login to MyBuildings Portal :

Access Management
A Login 2

SU User Settings

#2 Video Surveillance
y Intercom List

(3 Program Button
% Advanced Settings

Software Update

About

14:57
PRIVATE NETWORK MOBILE APP MYBUILDINGS PORTAL
MyBuildings Portal
Network Connectic Login
95 Time
Login to MyBuildings Portal :
Username Password
jackycheng003

Identify This Panel as

O Intercom List Devica Name
IPTouch

Program Button
vanced Settings

Update
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[5] The account name will be displayed if successful.
[6] Tap "Log out" to disconnect from the myBuildings portal.
< Settings 15:10 Mon 13-05-2024 () 28.7°C
® Display PRIVATE NETWORK ~ MOBILE APP  MYBUILDINGS PORTAL

<) sound

() Loggedinas: jackycheng003 5

S Network Connections

Device ID 1bcfa36b-fc59-4f5f-b60e-01cb0688d66d

“:‘m Time & Date
Subscription PLUS_(Activated)

= - Expiration Date 2023.01.17-2025.12.31
=0 Access Management

Device Name IPTouch
SU User Settings
5 Video Surveillance Disconnect from myBuildings portal :
G Intercom List Log out 6
O Program Button
Advanced Settings

) Software Update

(i) About

The weather data will be displayed on the dashboard after the panel is logged into the
myBuildings portal.

O Note
The latitude and the longitude also need to be set to obtain the correct weather
data. For more details, see chapter 8.3.7 “Time and date settings® on page 89.

Dashboard 16:07 Mon 13-05-2024 (§) 29.9°C
1event Alert
Events Assistance

Indoor Station O...

&
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8.3.6

Paring the panel with APP

Preconditions

= You have logged in to the APP with the designated myBuildings account.

= The APP and the panel are on the same network.

Please follow the steps below:

[1] On the "Network connections” or "Cloud connections" screen, tap "Mobile APP".

[2] Tap "+".

[3] A pop-up window will appear; leave this window open and do not tap "x".

X Settings
Display

<] Sound
Cloud Connections

Y Time & Date

=0 Access Management

SU user settings

w2 Video Surveillance

O Intercom List

D Program Button
Advanced Settings
Software Update

() About

X Settings
<® Display
<]) sound
S Cloud Connections
95 Time & Date
=D Access Manageme
S User Settings
¥2 Video Surveillance

O Intercom List

Program Button

o
%
&

Advanced Settings
() Software Update

(D About

01:56 Sat 01-12-2018 \

MOBILE APP MYBUILDINGS PORTAL

1

01:47 Sat01-12-2018 (3] 29.3°C

MOBILE APP MYBUILDINGS PORTAL

= Pairing up via QR code

ou?
B8R

[

Welcome App

Product manual 2TMD042400D0019 | 86



Commissioning

[4] On the APP home screen, tap " . "
[5] Tap "Pair Devices".

[6] Tap "IP Gateway/Touch Panel". Tap "
[7]1 Tap "IP Touch 7 & 10".
[8] Tap "Start Scanning".

4 Favorites

Favorites

Pair Devices

-6
.5

:way/Touch Panel + © Panel Models

. Video indoor station 4.3 Wifi
@ SmartTouch 10

wrem
Ef_‘ IP Touch Lite 7

D IP Touch 7 & 10 7

< Indoor Station

1. Open the QR code menu

2. Scan QR code

Start Scanning 8
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[9] Tap "OK" to give the APP permission to use the camera.

[10]Tap "Add panel to MyBuildings portal" to sync the APP’s MyBuildings account to the panel.
[11]At the same time as adding the myBuildings portal, the APP will pair the panel.

[12]On the panel screen, tick the designated check boxes to grant the rights for the APP.
[13]On APP screen, tap "Exit Setting".

< Indoor Station < Indoor Station

Add panel to MyBuildings portal Pairing WiFi indoor station

MyBuildings User name: jackycheng003
Friendly name / Send pairing request
IP Touch

/ Waiting for pairing result

N . |
Add panel to MyBuildings portal +/ Congratulations, the pairing is complete!

[ Exit Setting

X Settings 15:15 Mon 13-05-2024 (4] 28.9°C
@ Display PRIVATENETWORK ~ MOBILEAPP  MYBUILDINGS PORTAL

<) sound
~ @ al69afda-5d51-4997-9fc5-acllag5449ca
A [J 3acky honor
Network Connections
Rights
T Time & Date
/. Incoming Call

=0 Access Management +/ surveillance call

SU User Settings +/ Opendoor

#2 Video Surveillance s/ Turn on the light 1 2

N /| Access history
O Intercom List

/ Delete history
O program Button
Advanced Settings

Software Update

) About
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8.3.7 Time and date settings

On the "Settings" screen, tap "Time & Date" to access the corresponding screen.
X Settings
@ Display TIME AND DATE
c]) Sound

Time Setting

S Network Connections Time SetUp
Default server

95 Time & Date

/| setsummertime automatically
=0 Access Management
,-7-,\ User Settings
D Video Surveillance
O Intercom List

(O Program Button

Advanced Settings

Software Update

No. Description

Time server setting
Select the time server from the drop-down list.
— Default server = obtain the time data from the preset NTP servers.

! — Smart Access Point = obtain the time data from Smart Access Point.
— Customize = obtain the time data from the specified NPT server.
— Manual = enter the date and time manually.
2 Select the time zone from the drop-down list.
3 Select the time format from the drop-down list. It can be set to “12 hours” or “24 hours”.
4 Select the date format from the drop-down list.
5 Set the first day for the week. It can be set to “Saturday”, “Sunday” or “Monday”.
6 Select the region from the drop-down list.
7 Latitude
Enter the latitude value according to your location. This setting will affect the weather data.
8 Longitude
Enter the longitude value according to your location. This setting will affect the weather data.
O Note
Please ensure the longitude and the latitude are consistent with your current city
to obtain accurate weather data.
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8.3.8

Changing advanced setting password

Please follow the steps below:

[1] On the "Settings" screen, tap "Access Management".

[2] Tap "Secured Areas".

[3] Tap "Advanced settings".

[4] Tap "Change pincode".
[5] Enter the existing password (original password is "345678").

[6] Tap "Save".
X Settings
isplay
Sound
> Network Connections
% Time & Date
9 Access Management 1
f User Settings
> Video Surveillance
) Intercom List
rogram Button
dvanced Settings

oftware Update

X Settings
@ Display
Sound
5 Network Connections
“& Time & Date
D Access Management
S User Settings
D Video Surveillance
; Intercom List
(O Program Button
23 Advanced Settings
oftware Update

bout

00:07 Sat 01-12-2018

SECUI? AREAS OUTDOOR STATION

Change pincede for

dvanced settings 3 (i)

Reset Advanced Settings Pincode
4 Changa pincoda

/| Allow remote settings via SmartAP

00:07 Sat01-12-2018 (&

SECURED AREAS OUTDOOR STATION

Change pincode for
Input original password: 5

®» @ & & 0 0 0

dvanced settings

/ Allow remote settings via SmartAP
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[7] Enter the new password.
[8] Tap "Save".
[9] Enter the new password again.
[10]Tap "Save".
ttings 00:07 Sat 01-1
Display SECURED AREAS OUTDOOR STATION
sound Change pincode for
Network Connections
Time & Date
Access Management
User Settings
Video Surveillance
Intercom List
() Program Button
Advanced Settings
Software Update

/. Allow remote settings via SmartAP
About

00:08 Sat01-12-2018 [§) 28
Display SECURED AREAS OUTDOOR STATION
) Sound
Change pincode for
Network Connections
Time & Date
Access Management
User Settings

2 Video Surveillance

Intercom List

(O Program Button

Advanced Settings

Software Update

[ Allow remote settings via SmartAP
About

Enter new password : 7

® & & 0 o o <«
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8.3.9 Resetting advanced setting password

Please follow the steps below:

[1] Within 3 minutes when the panel is powered on, on the "Settings" screen, tap "Access
Management".

[2] Tap "Secured Areas".

[3] Tap "Advanced settings".

[4] Tap "Reset Advanced Settings Pincode".
[5] Tap "Yes".

X Settings 00:10 Sat 01-12-2018 (4]

@ Display SECURED AREAS OUTDOOR STATION

<) sound
Change pincode for

% Time & Date

=0 Access Management 1

AL User settings 4

+5 Video Surveillance Reset Advanced Settings Pincode

Intercom List

D Program Button Change pincode
Advanced Settings
Software Update

/| Allow remote settings via SmartAP
About

SECURED AREAS OUTDOOR STATION
Warning
Reset Advanced Settings Pincode
95 Time &
=0 Access Manageme

Do you want to recover the password?

O Intercom List 5

() Program Button
vanced Settings

date
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8.3.10 Configuring unlock password

1. Enabling the unlock password

This unlock password will be used as a private password to release the lock on the designated
Outdoor Station.

Please follow the steps below:

[1] On the "Settings" screen, tap "Access Management".

[2] Tap "Outdoor Station".

[3] Tick the check box to enable the function (disabled by default).
[4] Enter the unlock password (3...8 digits).

[5] Tap" "

[6] Re-enter the unlock password (3...8 digits).

[7] Tap" ™"

X, Settings 00:43 Sat 01-12-2018 | ] 27.8°C

® Display SECURED AREAS OUTDOOR STATION 2

P s |
1) Sound | unlock PIN for Outdoor Station

Enter New Pincode:

% © & @& o @

S Network Connections

95 Time & Date

=9 Access Management 1

5L user settings

5 Video Surveillance

G Intercom List

O Program Button
Advanced Settings
Software Update

About

X, Settings 00:43 Sat 01-12-20
® Display SECURED AREAS OUTDOOR STATION

<]) sound
]' \/ unlock PIN for Outdoor Station

3 Network Connections Repeat New Pincode:

9z Time & Date

=2 Access Management

SU User Settings

+ Video Surveillance
Intercom List

D Program Button
Advanced Settings
Software Update

(D) About
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2. Changing the unlock password
Please follow the steps below:
[1] On the "Settings" screen, tap "Access Management".
[2] Tap "Outdoor Station".
[3] Tap "Change pincode".
[4] Enter the existing unlock password.
[5] Tap "OK".
< Settings 00:43 Sat 01-12-2018 (3] 27.8°C
© Display SECURED AREAS  OUTDOORSTATION )
5D s V| unlock PIN for Outdoor Station

“:‘m Time & Date

=2 Access Management 1 3 Change pincode

SU user Settings

+5 Video Surveillance

O Intercom List

D Program Button
dvanced Settings
oftware Update

bout

00:44 Sat

SECURED AREAS OUTDOOR STATION

Change Pincode

Enter Existing Pincod

=D Access Manageme

£, User Settings

O Intercom List
(O Program Button
3 Advanced Settings
ware Update
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[6] Enter the new unlock password.

[7] Tap "OK".

[8] Repeat the unlock password.

[9] Tap "OK".

ound

2 Change Pincode

2 AT Enter New Pincode

O Intercom List
(J Program Button
Settings

oft Update

bout

X Settings

SECURED AREAS

Change Pincode

Repeat New Pincode

nageme

ttings

O Intercom List
ram Button
nced Settings
oft Update

bout

00:44 Sat 01-12.

OUTDOOR STATION

OUTDOOR STATION

3. Resetting the unlock password

The unlock password will be cleared when the "Resetting user settings" function is carried out.
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8.3.11 Language setting

Please follow the steps below:
[1] On the "Settings" screen, tap "User Settings".
[2] Tap "Language".
[3] Select the language from the drop-down list.
®© Display LANGUAGE DOOR COMMUNICATION CARD MANAGEMENT RESET USER SETTINGS

) sound
Language
Network Connections
Language
English
Time & Date
English

<9 Access Management
g Deutsch

S User Settings 1 Itafiana

2 Video Surveillance Espariol
0 Intercom List Frangais
[ Program Button

@,‘ Advanced Settings

Software Update

(i) About
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8.3.12 Automatic snapshot setting

Please follow the steps below:

[1] On the "Settings" screen, tap "User settings".
[2] Tap "Door Communication".

[3] Tick the check box to enable the function.

The panel will take 3 snapshots automatically in the 3rd, 5th, 7th second during an incoming call
when this function is enabled.

X Settings 09:23 Thu23-05-2024 (1) 27.6°C

@ Display LANGUAGE DOOR COMMUNICATION CARD MANAGEMENT RESET USER SETTINGS

) Sound 2

3 /| Automatic snapshots

etwork Connections
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5 Video Surveillance
[l ~uto-unlock functions
Intercom List
(O Program Button
3% Advanced Settings

Software Update .
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8.3.13 Missed call setting

Please follow the steps below:

[1] On the "Settings" screen, tap "User settings".
[2] Tap "Door Communication".

[3] Tick the check box to enable the function.

When the function is enabled, I;f will be displayed on the status bar to indicate the missed
calls.

X Settings 09:23 Thu23-05-2024 (1) 27.6°C

@ Display LANGUAGE DOOR COMMUNICATION CARD MANAGEMENT RESET USER SETTINGS

) Sound 2
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Advanced Settings
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8.3.14 Call forwarding settings

The Forwarding call feature allows the call destinated to one Indoor Station to be redirected to a
determined alternative Indoor Station, directly, in specific time slots, or in case of missing

answer within a selected time.

Creating a call forwarding

Please follow the steps below:

[1] On the "Settings" screen, tap "User Settings".

[2] Tap "Door Communication".
[3] Tick the checkbox to enable the function.

[4] Click" @ .
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[5] Select the forwarding type. It can be set to "Direct Forwarding" or "No Answer".

= If "No Answer" is selected, you need to set "Duration”, it can be set to "15","20" or "25". The
call will be forwarded after the duration time specified.

= If "Direct Forwarding" is selected, the call will be redirected immediately.
[6] Set the effective time, it can be set to "Specified time slot" or "Always".

= If the effective time is set to ""Specified time slot", you need to set the start time, end time
and workdays.

[7] Set the forwarding target, it can be set "Physical Address" or "From Intercom List".

= If "Physical Address" is selected, you need to select the device type, it can be set to "Indoor
Station", "Guard Unit" or "Group". Then enter the physical address for the device.

— Only the Indoor Station at the same building can be set a forwarding target.
= If "From Intercom List" is selected, you need to select a device from the drop-down list.

[8] Click " O
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Removing a call forwarding

Please follow the steps below:

[1] On the "Settings" screen, tap "User Settings".
[2] Tap "Door Communication".

[3] Find the designated call forwarding item.

[4] Swipe the item to the left.

[5] Tap" m " to remove it.
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Disabling the "Call Forwarding™” function

Please follow the steps below:

[1] On the "Settings" screen, tap "User Settings".

[2] Tap "Door Communication".

[3] Untick the check box to disable the function.

( Settings 15:50 Fri27-09-2024 [}

Display LANGUAGE DOOR COMMUNICA'I?N CARD MANAGEMENT RESET USER SETTINGS

) Sound MTWTESS
% Network Connections MTWTFSS
MTWTF
TWTFSS
=2 Access Management
User Settings

2 Video Surveillance

; Intercom List

No Answer In 15

] Program Button Seconds

dvanced Settings T I

Direct Forwarding
re Update

About

3 [ caiForwarding functions

Guard Unit

1

Indoor Station
007 0404
Indoor Station
007-04-04

13:56 - 14:56

17:11-18:11

Always
07:00-17:00

07:00-17:00

Product manual 2TMD042400D0019

| 102



Commissioning

8.3.15 Linking call setting

People with hearing impairments cannot hear the ringing tone of an incoming call. Itis
recommended to link the call with a light connected to an IP Actuator. The designated light will
turn on during an incoming call when this setting is enabled.

Preconditions

= The relay lock of the IP Actuator should be set to "Unlock".
= The panel has been added to the trusted list for the IP Actuator.
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Please follow the steps below:
[1] On the "Settings" screen, tap "User Settings".
[2] Tap "Door Communication".
[3] Tick the check box to enable the function.
[4] Select "Private IP Actuator -xx - Subsidiary” in this case.
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8.3.16 Call forwarding settings

The Forwarding call feature allows the call destinated to one Indoor Station to be redirected to a
determined alternative Indoor Station, directly, in specific time slots, or in case of missing

answer within a selected time.

Creating a call forwarding

Please follow the steps below:

[1] On the "Settings" screen, tap "User Settings".

[2] Tap "Door Communication".
[3] Tick the checkbox to enable the function.

[4] Click" @ .
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[5] Select the forwarding type. It can be set to "Direct Forwarding" or "No Answer".

= If "No Answer" is selected, you need to set "Duration”, it can be set to "15","20" or "25". The
call will be forwarded after the duration time specified.

= If "Direct Forwarding" is selected, the call will be redirected immediately.
[6] Set the effective time, it can be set to "Specified time slot" or "Always".

= If the effective time is set to ""Specified time slot", you need to set the start time, end time
and workdays.

[7] Set the forwarding target, it can be set "Physical Address" or "From Intercom List".

= If "Physical Address" is selected, you need to select the device type, it can be set to "Indoor
Station", "Guard Unit" or "Group". Then enter the physical address for the device.

— Only the Indoor Station at the same building can be set a forwarding target.
= If "From Intercom List" is selected, you need to select a device from the drop-down list.

[8] Click " O
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Removing a call forwarding

Please follow the steps below:

[1] On the "Settings" screen, tap "User Settings".
[2] Tap "Door Communication".

[3] Find the designated call forwarding item.

[4] Swipe the item to the left.

[5] Tap" m " to remove it.
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Disabling the "Call Forwarding™” function

Please follow the steps below:

[1] On the "Settings" screen, tap "User Settings".

[2] Tap "Door Communication".

[3] Untick the check box to disable the function.
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8.3.17 Resetting user settings

Please follow the steps below:

[1] On the "Settings" screen, tap "User Settings".
[2] Tap "Reset User Settings".

[3] Tap "Reset user settings".

[4] On the pop-up warning window, tap "Yes".
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The following settings will be restored to the default settings:

The following settings will remain unchanged:

Display settings
Sound settings
Unlock password
History records

WiFi settings

APP settings

MyBuildings settings

Longitude and Latitude settings
Advanced setting password
Language setting

Link call with private IP actuator
Card management

Private IPC setting

Public IPC setting

Program button setting
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8.3.18 Configuring Outdoor Station cameras

Preconditions
= This panel and the designated Outdoor Station should be in the same building.
= The designated Outdoor Station and this panel should have the same authentication.

1. Add Outdoor Station cameras
Please follow the steps below:

[1] On the "Settings" screen, tap "Video Surveillance".

[2] Tap "Outdoor Station Cameras".

[3] Tap" @ "
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[4] Tap the designated Outdoor Station on the list.

[5] Tap "Add selected" or tap "Add all" to add the cameras.

[6] Tap the relevant camera.

[7] Surveillance will be initiated in a small window for 120 seconds.

[8] Tap" @ " to take a snapshot.

[9] The snapshot will be displayed on the screen. This snapshot will be the cover when the
camera is added to the dashboard.

[10]Enter the alias name for the camera.

[M1]Tap " Q) to show the camera on the dashboard.
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2. Removing an Outdoor Station camera

Please follow the steps below:

[1] On the "Settings" screen, tap " Video Surveillance”.
[2] Tap "Outdoor Station Cameras".

[3] Swipe the designate Outdoor Station to the left.

[4] Tap" " to remove it.
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8.3.19 Configuring private cameras

Preconditions

= The designated private cameras and the panel should be on the same network.

= The panel only supports IP cameras with the Onvif protocol (Profile S, resolution format

H264 only).

Topology
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1. Adding private cameras
Please follow the steps below:
[1] On the "Settings" screen, tap "Video Surveillance".

[2] Tap "IP private cameras".

[3] Tap" 0 "

n H n
[4] Tap "Automatic search".
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[5] Tap the designated camera.

[6] Tap "Add selected".

[7] Enter the account and password for the camera.
[8] Tap "Connect Camera".

Settings 03:25 Thu23-05-2024 [§] 29.3°C
Display IP PRIVATE CAMERAS IP PUBLIC CAMERAS OUTDOOR STATION CAMERAS
Sound

Add Private Cameras
Network Connectit
‘@ Time & Date 1 Private cameras foun
D Access Manageme 5
User Settings
D Video Surveillance
O Intercom List 6
Program Button Add selected
3% Advanced Settings
Software Update

About

X Settings 03:26 Thu23-05-2024 [§) 29.3°C
® Display IP PRIVATE CAMERAS I[P PUBLIC CAMERAS ~ OUTDOOR STATION CAMERAS
}) Sound
Connect IP Camera
S Network Connecti¢ 192.168.2.10(General )
O@ Time & Date
,ﬂ, User Settings
¥ Video Surveillance

O Intercom List

[ Program Button

€% Advanced Settings 8

(%) Software Update

(@ Abol

Connect camera Cancel

Product manual 2TMD042400D0019 | 116



Commissioning

[9] Tap "Continue".
[10]Tap the relevant camera.
[11]Surveillance will be initiated in a small window for 120 seconds.

[12]Tap " " to take a snapshot.

[13]The snapshot will be displayed on the screen. This snapshot will be the cover when the
camera is added to the dashboard.

[14]Enter the alias name for the camera.

@ Success

192.168.2.10 (General ) Connected

IP camera successfully connected

"192.168.2.10 (General ) " has been successfully connected and added to the
system.

9

Continue
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[15]Tick the check box to enable the function. You need to set "Outdoor Station cameras”
before implementing this setting. For more details, see chapter 8.3.18 “Configuring Outdoor
Station cameras® on page 111.

= If this function is enabled, the Outdoor Station will display the image of private camera
during in incoming call or during surveillance.

[16]Select the designated Outdoor Station from the drop-down list.
[17]Tick the check box to enable the "Visual doorbell" function.

[18]Tap " @ " to add the camera to the dashboard. " " will be displayed on the screen if
successful. Tap " @ " to remove the camera from the dashboard.
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2. Removing private cameras

Please follow the steps below:

[1] On the "Settings" screen, tap "Video Surveillance".
[2] Tap "IP private cameras".

[3] Swipe the designate camera to the left.

[4] Tap" " to remove it.
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8.3.20 Configuring public cameras

Preconditions
= The designated public cameras and the panel have been signed on the SmartAP.
= The designated panel and SmartAP should be on the same network.

= The panel only supports IP cameras with the Onvif protocol (Profile S, resolution format
H264 only).

Topology
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1. Adding public cameras

Please follow the steps below:

[1] On the "Settings" screen, tap "Video Surveillance".
[2] Tap "IP Public Cameras".

[3] Tap" @ "
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[4] Tap the designated camera on the list.

[5] Tap "Add selected" or tap "Add all" to add the cameras.

[6] Tap the designated camera.

[7] Surveillance will be initiated in a small window and last for 120 seconds.

[8] Tap" @ " to take a snapshot.

[9]1 The snapshot will be displayed on the screen and it will be used as the cover when the
camera is added to the dashboard.

[10]Enter the alias name for the camera.
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[11]Tick the check box to enable the function. "Outdoor Station Cameras" needs to be set
before this setting. For more details, see chapter 8.3.18 “Configuring Outdoor Station
cameras® on page 111.

= If this function is enabled, the Outdoor Station will display the image of public camera during
in incoming call or during surveillance.

[12]Select the designated Outdoor Station from the drop-down list.

[13]Tap " @ " to add the camera to the dashboard. Tap " @ " to remove the camera from the
dashboard.
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2. Removing public cameras

Please follow the steps below:

[1] On the "Settings" screen, tap "Video Surveillance".
[2] Tap "IP Public Cameras".

[3] Swipe the relevant camera to the left.

[4] Tap" " to remove it.

X Settings 15:52 Thu23-05-2024 |

®© Display IP PRIVATE CAMERAS IP PUBLIC CAMERAS OUTDOOR STATION CAMERAS

<) sound

. & General m 4 ——
% Network Connections

=0 Access Management

S\ User Settings

Video Surveillance 1 / Default Qutdoor Station Camera

Name
Intercom List 2° Outdoor Stat. 1 v

(3 Program Button ) show on dashboard
Advanced Settings
Software Update

About

Product manual 2TMD042400D0019 | 124



Commissioning

8.3.21 Configuring intercom list

Adding an intercom

Please follow the steps below:

[1] On the "Settings" screen, tap "Intercom List".
[2] Tap "Intercom List".

[3] Tap "0 "

[4] Select the device type. It can be set to "Intercom (external) ", "Intercom (Internal) " or
"Guard Unit".

[5] Enter the physical address of the object device.

[6] The device name will be generated automatically. You can also enter the alias name.

[7] Tap "Save & Close".
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[8] Tap the relevant intercom.
[9] Tap "Edit details" to edit the settings.

[10]The intercom will be added to the dashboard automatically. Tap " @ " to remove it from the
dashboard.
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Removing an intercom

Please follow the steps below:

[1] On the "Settings" screen, tap "Intercom List".
[2] Tap "Intercom List".

[3] Swipe the relevant intercom to the left.

[4] Tap" " to remove it.

X Settings 00:57 Sat 01-12-2018 (3] 27.6°C

® Display INTERCOM LIST 2

<) Sound
@ Indoor Station 0

% Network Connections

=0 Access Management
SU User Settings
Edit details

#2 Video Surveillance
0) show on dashboard
Intercom List
(3 Program Button
Advanced Settings

Software Update

About
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8.3.22 Configuring program buttons

Adding a program button

Please follow the steps below:

[1] On the "Settings" screen, tap "Program Button".

[2] Tap "Program Button".

[3] Tap" 0 "

[4] Select the type from the drop-down list. It can be set to "Lock" or "Light".
[5] Select the associated device from the devices list.

[6] Enter the alias name for the program button.

[7] Tap "Save & Close".

X Settings

® Display PROGRAM BUTTON

<) sound 2

= Cloud Connections

9 Time & Date

= Access Management

AL User Settings

+5 Video Surveillance

O Intercom List

:\ Program Button 1
Advanced Settings
Software Update

(i) About

X Settings

@ Display PROGRAM BUTTON

] Sound

[J Add New Program Button

‘S Cloud Connections
95 Time & Date

< Access Manageme
S User Settings

5 Video Surveillance
LQ» Intercom List

() Program Button
@ Advanced Settings
() Software Update

'@ About

02:17 Sat 01-12-2018 \;'\ 27.8°C

DOOR COMMUNICATION SCREEN

No program button

Get started by adding a new button.

02:18 Sat 01-12-2018 (§) 27.8°C

DOOR COMMUNICATION SCREEN

Type o DevicesList.

Light Private IP Actuator 1
Name

Light

/

Save & Close
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[8] Tap the designated program button.
[9] Tap "Edit details" to edit the settings.

[10]The program button will be added to the dashboard automatically. Tap " @ " to remove it
from the dashboard.

[11]If "Actuator in APP" is enabled, this IP Actuator will be displayed on the APP screen. Only
one IP Actuator can have this function enabled.

X settings 02:18 Sat01-12-2018 (3] 27.8°C
®© Display PROGRAM BUTTON DOOR COMMUNICATION SCREEN
<) sound

o
% Cloud Connections
O Time & Date
< Access Management

SY User Settings
e 9 Edit details

+5 Video Surveillance

1 0 @ show on dashboard

1 1 - Actuator in APP

Intercom List
() Program Button
32 Advanced Settings
Software Update

(i) About
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Removing a program button

Please follow the steps below:

[1] On the "Settings" screen, tap "Program Button".
[2] Tap "Program Button".

[3] Swipe the relevant program button to the left.

[4] Tap" " to remove it.

X Settings 02:19 Sat01-12-2018 ()
®© Display 2 PROGRAM BUTTON DOOR COMMUNICATION SCREEN
<) Sound .
S Lighe (| 4
% Cloud Connections
95 Time & Date
<9 Access Management
SU User Settings
Edit details

+5 Video Surveillance

O Show on dashboard
Intercom List

1 /| Actuatorin APP

[J Program Button
5
203 Advanced Settings

Software Update

(i) About
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Adding program buttons to the door communication screen
Please follow the steps below:

[1] On the "Settings" screen, tap "Program button".

[2] Tap "Door Communication Screen".

[3] Select the designated program button.

[4] Edit the control list displayed on door communication screen:

= Tap "—"to add this program button to the list.
= Tap" <" to remove this program button from the list.

= Up to 5 program buttons can be added to the list.
X Settings 02:20 Sat 01-12-2018 [3)
@ Display PROGRAM BUTTON DOOR COMMUNICATION SCREEN 2

<) sound

—_ N (> Light 3
S Cloud Connections

_ E]L Unlock
% Time & Date

= Access Management
S User Settings

+5 Video Surveillance
G Intercom List

D Program Button
£33 Advanced Settings

Software Update

i) About
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[5] Select the designated program button.

[6] Adjust the order of the program buttons on the control list:
= Tap"t"tomove up the program button.

= Tap" | "to move down the program button.

= The designated program buttons will be display according to the control list on the door
communication screen.

X Settings 03:27 Sat01-12-2018 (§)
@ Display PROGRAM BUTTON ~ DOOR COMMUNICATION SCREEN

) Sound

Controls are shown from left to right :

G Light 5

S Cloud Connections
95 Time & Date

< Access Management
A4 User Settings

O Video Surveillance
O intercom List

(3 Program Button

{éﬁ Advanced Settings
() Software Update

(i) About

[l Incoming

General
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8.3.23 Software update

Update the firmware via the website

Please ensure that the panel can connect to the internet.

Please follow the steps below:

[1] On the "Settings" screen, tap "Software Update".

[2] The current software version will be displayed on the screen.
[3] Tick the check box to enable the download function.

= If this function is enabled, the panel will check the new version and download the firmware
automatically.

= If this function is enables, please skip steps 4-8 and continue at step 9.
[4] Tap "Check for update”.
[5] The new version will be displayed on the screen.
[6] A release note for the new version will be displayed on the screen.
[7] Tap "Download".
X Settings 0136 Fri2a.052024 (§) 277°C
<) sound

Software Version: HGI17-U2_Main_V3.00_20240521_MP_IMX650LO 2

etwork Connections
MCU Version: HGI17_MCU_V2.03_20220211_PP_IMX6

%y Time & Date

=2 Access Management Update from internet:

S User Settings ) Check for update 4

5 Video Surveillance
/| Check and download automatically

O Intercom List

(J Program Button Update from SD card:
Advanced Settings O Read SD card

Software Update 1
Reboot this panel:
(i) About
O R panel
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Settings 09:41 Tue 28-05-2024 yO -
Display FIRMWARE UPDATE
Sound
Software Update
" Cloud Connections Online
Time & Date
D Access Manageme
User Settings
Video Surveillance

Intercom List

Program Button

3% Advanced Settings 7

Software Updat¢
oftware Update s Download

-@ About

Reboot panel
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[8] It will take a little while to download the new software.

[9] Tick the check box to accept the licence.

[10]Tap "OK".

= If you don’t want to update the firmware, tap "x" to exit.

Settings

Display

Sound

Cloud Connections

“% Time & Date

Access Manageme

User Settings

Video Surveillance

Intercom List

Program Button

Advanced Settings

Software Update

About

= Dashboard-Fraya

J
Lo d

Welcome Control

09:41 Tue28-05-2024 [§) 28,6°C

FIRMWARE UPDATE

Software Update

Installing.

Reboot panel

09:45 Tue28-05-2024 [ 6°C

ﬁ'm + r\'

Software Update

Licence agreement End User-agreement

END-USER LICENSE AGREEMENT

IMPORTANT-READ CAREFULLY: This End-User License Agreement ("EULA") is a legal
agreement between YOU (either an individual or a single entity) and ABB Xiamen Smart
Technology Co., Ltd. (“COMPANY”) for the "SOFTWARE PRODUCT(s)". SOFTWARE
PRODUCT(s) means the machine readable (object code) version of the computer
programs including firmware, any copies made, bug s for, updates to, or upgrades

thereof, and associated software components, media, printed materials, and "online" or

electronic documentation installed on a Designated Hardware distributed to YOU.
“Designated Hardware” means the hardware supplied by COMPANY with which the
SOFTWARE PRODUCT (s) is designed to operate.

By using the SOFTWARE PRODUCT(s), YOU AGREE TO BE BOUND BY THE TERMS OF

9 /| Accept license agreement 1 O

OK
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[11]"Installation successful!" will be displayed on the screen if successful.
[12]Tap "Close window".

Dashboard 02:11 Sat01-12-2018 m 28.1°C

R EE ..

() Software Update
Installation successful!
levent
Events a
Installation successful! 1 1

Indoor Station O...

()

12

X Close window

Product manual 2TMD042400D0019 | 136



Commissioning

Update the firmware via SD card

Please ensure that the firmware update file has been stored in the SD card and the SD card has
been inserted into the panel.

Please follow the steps below:

[1] On the "Settings" screen, tap "Software Update".

[2] The current software version will be displayed on the screen.

[3] Go to the "Update from SD card" section, tap "Read SD card".

[4] Select the designated update file.

[5] Tap "Install the update”.

[6] A release note for the new version will be displayed on the screen.
[7] Tap "Download".

X Settings 0136 Fri24-05-2024 (§) 27.7°C
®© Display FIRMWARE UPDATE
]) Sound
Software Version:  HGI17-U2_Main_V3.00_20240521_MP_IMX650LO 2
" Network Connections
MCU Version: HGI17_MCU_V2.03_20220211_PP_IMX6
95 Time & Date

=D Access Management Update from internet:

0 ar Se -
AL User Settings () Check for update

& Video Surveillance
/! Check and download automatically
O Intercom List

U Program Button Update from SD card:

3 Advanced Settings D Read SD card 3

() Software Update
Reboot this panel:
About
2 R nel

X Settings 0155 Sat 01-12-2018 (§) 27.2°C
@ Display FIRMWARE UPDATE
<) sound .

() Software Update

3 Cloud Connections SD Card

@I'EI Time & Date

Install firmware version"ENC_HGI17-
D s s U2_V3.00_20240527_MP_IMX6SOLO_AT_factory_filesystem_usr.i

S User Settings
Video Surveillance
= & Install update 5
O Intercom List
(O Program Button
€% Advanced Settings

(% software Update

'@ About
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[8] It will take a little while to prepare the installation.
[9] "Installation successful!” will be displayed on the screen if successful.
[10]Tap "Close window".

X settings 01:55 Sat 01-12-2018 (3) 27.3°C

® Display FIRMWARE UPDATE

<) sound ]

% Upgrade...

S Cloud Connections

95 Time & Date

R

S User Settings

%5 Video Surveillance

O Intercom List

[ Program Button

@ Advanced Settings

() Software Update

(@) About

Dashboard 02:11 Sat01-12-2018 (§) 28.1°C

R EE .

(7 Software Update
Installation successful!
levent
Events
Installation successfull 9

Indoor Station O...

)

10

X Close window
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8.3.24 Rebooting the panel

Please follow the steps below:

[1] On the "Settings" screen, tap "Software Update".

[2] Go to the "Reboot this panel" section, tap "Reboot panel”.
[3] Tap "Reboot".

Settings 9:41 Tue28-05-2024 |
Display FIRMWARE UPDATE

<]) sound
Software Version: HGI17-U2_Main_V3.00_20240527_MP_IMX6SOLO

3 Cloud Connections
MCU Version: HGI17_MCU_V2.03_20220211_PP_IMX6

Y Time & Date
LAN2 MCU Version: ~ HGI17_Ext_V2.05_20200707_PP
Access Management

User Settings Update from internet:

2 Video Surveillance 1;3, Check for update
) Intercom List
/| Check and download automatically

(O Program Button

2 Advanced Settings Update from SD card:

[ sD

Reboot this panel:

o R anel 2

Settings 01:55 Sat 01-12-2018 (§) 27.2°C
Display FIRMWARE UPDATE
&) Sound
Reboot panel

“2 Cloud Connections

95 Time & Date > ant to reboot this panel?
< Access Manageme

< Reboot
S User Settings

¥ Video Surveillance
No information will be lost. P
O Intercom List
() Program Button
@ Advanced Settings

Software Update

'@ About
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8.3.25 About

Viewing the status of the network

Please follow the steps below:

[1] On the "Settings" screen, tap "About".

[2] Tap "Network".

[3] "Building Network" data and "Private Network" data will be displayed on the screen.
X Settings 01:36 Fri24-05-2024 () 27.7°C
> Display NETWORK COMMON QR CODES

<] Sound
Building Network Private Network

% Network Connections
Network port Network port WIFI

'T‘m Time & Date IP-Address IP-Address 192.168.2.153
Subnet Mask Subnet Mask 255,255.255.0
ccess Management Default Gateway Default Gateway 192.168.2.1

DNs DNs 192.168.2.1
SU User Settings

+2 Video Surveillance MyBuilding Portal

Loggedinas = = S

Device ID 86eb446e-cHe6-42fb-9das-4093ecca0520

» Intercom List

(3 Program Button Subscription PLUS_(Activated)
Device Name IP Touch0707
dvanced Settings

WIFISSID xiuyue_Nile_TendaSG
oftware Update iy
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Viewing the status of MyBuildings portal

Please follow the steps below:

[1] On the "Settings" screen, tap "About".

[2] Tap "Network".

[3] "MyBuildings Portal" data will be displayed on the screen.

Settings 01:36 Fri24-05-2024 (§) 27.7°C

@ Display N§WORK COMMON QR CODES

<] Sound
Building Network Private Network

Network Connections
Network port Network port WIFI
)} Time & Date 1P-Address 1P-Address 192.168.2.153
Subnet Mask Subnet Mask 255,255.255.0

© Access Management Defaut Gateway Default Gateway 192.168.2.1

_ DNS DNs 192.168.2.1
|, User Settings

2 Video Surveillance MyBuilding Portal

Loggedinas — 3
Device ID 86eb446e-c6e6-42fb-9das-4093eccad520

Intercom List

(3 Program Button Subscription PLUS_(Activated)
Device Name IP Touch0707
O3 Advanced Settings

WIFI SSID xiuyue_Nile_Tenda5G
Software Update

About

Product manual 2TMD042400D0019 | 141



Commissioning

Viewing the basic information

Please follow the steps below:

[1] On the "Settings" screen, tap "About".

[2] Tap "Common".

[3] The following basic information will be displayed on the screen.

= Physical address

= Master mode

= Operating mode

= Community network address & private network address

= Firmware version & hardware version

= Serial number

=  Signature

= Licence agreement

= Export the log and send it to the designated engineer if the panel is operating abnormally

(ensure an SD card has been inserted first).

X Settings

®© Display

<] Sound

S Network Connections

95 Time & Date

=9 Access Management

SU user settings

5 Video Surveillance

O Intercom List

D Program Button
Advanced Settings

Software Update

() About 1

01:36 Fri24-05-2024 \':'\ 27.7°C

NETWORK COMMON QR CODES

Common

Indoer Station Address
Master Mode

Operating Mode

IP- Building Network Addr.
IP- Private Network Addr.
Firmware Version

MCU Version

Hardware Version 3
Serial Number

Signature

PKI Certificate

Show license agreement

Software & User agreements

Export log

008-0707-01
Master

DES

10.27.48

192.168.2.153

HGI17-U2_ Main_V3.00_20240521, MP_[MX6SOLO
HGI17_MCU_V2.03_20220211_PP_IMX6
HGI17_Board_VL00_20190829_PP
102807ATFO30CBA(HSY)

2ICEFBAAEDDS4461

2020-05-17 20:00:00 - 2023-05-1819:59:59

Product manual 2TMD042400D0019

| 142



Commissioning

Obtaining the product manual

Please follow the steps below:

[1] On the "Settings" screen, tap "About".

[2] Tap "QR Codes".

[3] Scan the QR code on the left to access the website of this panel.
[4] Click "Downloads".

Settings 01:36 Fri24-05-2024 (§) 27.7°C

> Display NETWORK COMMON QR CODE52

) Sound QR codes

Network Connections
1 Time & Date ABB product site: ABB help center:
D Access Management
4 User Settings
D Video Surveillance
Intercom List
() Program Button

Advanced Settings

Software Update

About 1

< c 2% new.abb.com/products/2TMA130050W0054/h8237-4w

R
] {a) > Product-Details

Data Sheet Downloads Where to buy online Classifications

Go To Section:
Installation Installation
Environmental

Instructions and Manuals: 2TMU170000M0017
Technical 2TMU200000M0001
Design 2TMU200000M0009
Dimensions
Material Compliance Environmental
Certificates and Declarations

e - Degree of Protection: acc. to [EC 60529, IEC 60947-1, 1
Classifications
IP30

Accessories

Technical
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[5] Click "Manual".
[6] Find the designated product manual.

[7] Click " * " to download the PDF file.

< c 25 new.abb.com/products/2TMA130050W0054/h8237-4w

(2 > Product-Details

Data Sheet Downloads Where to buy online Classifications

Downloads

You now see 5 files

Show all (27) . ~| Product Manual (.PDF) [EN] IP touch H8236-._H8237-.

- Summary: Version: 06/12/2023, door entry system, KNX, free@home s PDF
Application note (1) English - 2023-12-06 - 873 M8
Declaration of conformity (4) ETS/DCA Manual (.PDF) [EN] 2CKA001473B5023-IP touch 7/10

| Summary: Commissioning of the KNX function of the IP touch via the .
Environmental product declara- Li plug-in ETS5 commissioning tool DCA Inbetr... (Show more)
fion (1) English - 2022-02-14 - 3,26 MB

el (5 > ETS/DCA Manual (.PDF) [EN] 2CKA001473B5022-IP touch 7/10
Summary: Commissioning of the KNX function of the IP touch viathe
Movie @) plug-in ETS5 commissioning tool DCA Inbetr... (Show more) * PDF

English - 2022-01-26 - 3,35 MB
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Accessing the help centre

Please follow the steps below:

[1] On the "Settings" screen, tap "About".

[2] Tap "QR Codes".

[3] Scan the QR code on the right to access the website for the help centre.

X Settings 01:36 Fri24-05-2024 (§) 27.7°C

® Display NETWORK ~ COMMON QR CODES 2

<] sound QR codes

% Network Connections
@ Time&Date ABB product site: ABB help center:
=0 Access Management
SY User Settings
#2 Video Surveillance
Intercom List
(3 Program Button
{6"‘ Advanced Settings

=

Software Update

(i) About 1
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8.4 Advanced settings

8.4.1 Accessing the "Advanced settings™ screen

Please follow the steps below:
[1] On the "Settings" screen, tap "Advanced Settings".

[2] Enter the advanced password (The system default advanced password is 345678). The
user must change this when accessing the advanced settings for the first time.
X Settings 02:47 Sat 01-12-2018 (§)
&) sound

S Cloud Connections Enter Advanced Settings Pincode :

95 Time & Date » & & & 0 @

=0 Access Management

SU user settings

5 Video Surveillance

O Intercom List

D Program Button
Advanced Settings 1
Software Update

(i) About
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8.4.2

Configuring the physical address

Please follow the steps below:
[1] On the "Advanced Settings" screen, tap "Panel".

[2] Select the device mode from the drop-down list. It can be set to "Master mode" or
"Subsidiary mode".

= Only one panel can be set to "Master mode" in the same apartment.

[3] Go to "Physical Address" section, tap " " to set the physical address.
X Settings 02:47 Sat 01-12-2018 (§) 28.5°C
Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

) Sound

Addressing
S Cloud Connections

Master Mode

o . Master mode
% Tim te

=0 Access Management
Enable trusted devices function

A4 User Settings

+2 Video Surveillance Physical Address

Intercom List
(O Program Button
IP Address (i)
Advanced Settings
Software Update
About Options

/| Manualsnapshot /| Manualvideo recording

/ Auto unlock /| Delete call history

X Settings 02:48 Sat01-12-2018 (§) 28.5°C
@ Display PANEL ACTUATORS QUTDOOR STATIONS TRUSTED DEVICES

<) sound
=fz Set Device Details

% Cloud Connections
@EI Time & Date

=0 Access Manageme
Physical Address

,fk User Settings Block Apartrnent
] 001 o1
¥ Video Surveillance
Floor
_

O Intercom List

[ Program Button

a,

I7er}
$03 Advanced Settings

) software Update
S &Cl
@ About ave & Close

— — — —

| Auto unlock / Delete call history
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8.4.3 Configuring the IP address

Please follow the steps below:

[1] On the "Advanced Settings" screen, tap "Panel".

[2] Go to "IP Address" section, tap " " .to configure the IP Address.

=  Select the connection type, it can be set to "LAN" or "WiFi".

= Select the network type, it can set to "DHCP", "Customizable address" or "ABB Legacy".
= If "ABB Legacy" is selected, IP address will be "10.0.x.x".

= Tap "Save" to save the changing.

X, Settings 02:47 Sat01-12-2018 \\ 28.5°C
Display PANEL ACTUATORS OQUTDOOR STATIONS TRUSTED DEVICES
) Sound
Addressing

Cloud Connections

MasterMode
[5 Master mode
% Time & Date

=0 Access Management
Enable trusted devices function
User Settings
5 Video Surveillance Physical Address

U Intercom List

O Program Button
IP Address (i)

Advanced Settings / 2

Software Update

About Options

/| Manualsnapshot /| Manualvideo recording

| Auto unlock /| Delete callhistory

X Settings 02:48 Sat01-12-2018 [§) 28.5°C

® Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

<) sound
o2 Edit Network

“2 Cloud Connections

Connection preferences: [

® Lan @ wr

& e & Date

<9 Access Manageme

Addressing preferences:
S User Settings

. ®) DHCP(Default) ABB L
¥ Video Surveillance (et o

Q Intercom List

[ Program Button

=
203 Advanced Settings

() Software Update

Save
(@ About

_ _

| Auto unlock W/ Delete call history
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8.4.4 Configuring the trusted devices

This function applies to single family house application.

The master panel will create a certification and assign the certificates to other devices on the
same home networks (e.g. 2nd outdoor station, private IP actuator and subsidiary indoor
station). Only the IP pushbutton outdoor station and mini Outdoor Station can be supported in
this case.

Only the master panel can carry out this function.

It is recommended that all devices except the master panel are restored to factory default
settings. Please see the details in the system manual.

Master Subsidiary  Subsidiary

I [ [

IPActuator

Private camera

Router

e

2nd Outdoor Station
—— CAT.5/IPbusline
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Enabling the trusted function
Please follow the steps below:

[1] On the "Advanced Settings" screen, ensure "Enable trusted devices function” is enabled.
The function will be enabled if you select "Configuration without SmartAP" in the wizard
setup.

[2] "Trusted devices" will be displayed.
X Settings 01:50 Sat01-12-2018 (§)

@ Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

b sows p

Addressing

S Cloud Connections

Master Mode

9 Master mod
%y Time & Date er mode

<9 Access Management
e —— Enable trusted devices function | [ ] 1

S User Settings

2 Video Surveillance Physical Address

U Intercom List
(3 Program Button
IP Address tl!
Advanced Settings

Software Update

® About Options

/ Manual snapshot /! Manualvideo recording

/[ Auto unlock /| Delete call history
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Adding devices via automatic search

Please follow the steps below:

[1] On the "Trusted Devices" screen, tap " ©
[2] Select "Automatic search".
[3] The devices on the same home network will be displayed on the list.
[4] Tap "Continue".
X Settings 011 Sat 01-12-2018 |
Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES
<) sound

Trusted Devices Device Detail

Cloud Connections
Indoor Station-01

T Time & Date
5 Access Management
User Settings
5 Video Surveillance
) Intercom List
(O Program Button
2 Advanced Settings

Software Update

(i) About

Settings 01:56 Sat 01-12-2018 (3] 28.3°C
> Display PANEL ~ ACTUATORS  OUTDOORSTATIONS  TRUSTED DEVICES

<]) sound
Add Trusted Devices

Network Connectic

95 Time & Date

4 devices have been added to the list :
=D Access Manageme

Station-01 102807A7F04F00C

S User Settings
10282C9BT8TIFIT

¥2 Video Surveillance

101807A7FO6DAF6
O Intercom List

104000CDEO17FEE
([ program Button

Advanced Settings

Software Update 4

Continue
About
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[5] All the devices will be displayed on the screen.

[6] If the new devices found in the automatic searching contain the 2nd OS or the Private IP
Actuator, you need to tap "Trust all devices" to trust these devices.

[7] In the pop-up window, tap "Trust All".
Settings 01:56 Sat01-12-2018 (§) 2
Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

Sound
Trusted Devices

Network Connections
Indoor Station-01

)}y Time & Date
Indoor Station-02

Access Management
2nd 0s-01

User Settings
Private IP Actu
2 Video Surveillance
Intercom List Trust all devices
(3 Program Button

Advanced Settings

Software Update

X Settings 01:56 Sat 01-12-2018 (i) 28.3°C

> Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

«J) sound
Trust device

Network Connectic

@EI Time & Date

Pz TR Trusting all devices

By clicking on the Trust Button, the all devices will be trusted.
;R User Settings
This authentication will allow the Indoor Station panels in the system to grant the
5 Video Surveillance Outdoor Station devices and IP Actuator devices the authorisation to unlock the door.

/

Trust All

@/ Intercom List
[ Program Button

2 Advanced Settings
Software Update

(>

(i) About
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[8] The trusted devices will be displayed in the pop-up window.

[9] Tap "x" to close the window.

[10] @ will be displayed on the right to indicate the 2nd Outdoor Station or IP Actuator.

Settings
> Display
<) sound
3 Network Connectic

Time & Date

0L:57 Sat01-12-2018 (3) 28.3°C

PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

g Process Successful

Devices trusted!

D Access Manageme

The following devices have been successfully added to your Trusted Devices

User Settings

list -

« Indoor Station-01
- Indoor Station-02

Video Surveillance
Intercom List
Program Button
Advanced Settings
Software Update

About

Settings
Display
) Sound
etwork Connections
7 Time & Date
Access Management
User Settings
Video Surveillance
» Intercom List
(O Program Button
3 Advanced Settings
Software Update

) About

- 2nd 0S-01 8

« Private IP Actuator-01

01:57 Sat01-12-2018 (§) 2

PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

Trusted Devices

Indoor Station-01

Indoor Station-02

2nd O 1

Private IP Actuator-01

Trustall devices

Device Detsail
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Adding the device manually

Please follow the steps below:

[1] On the "Trusted Devices" screen, tap " ®

[2] Select "Entry manually".

[3] Select the device type from the drop-down list. It can be set to "2nd OS", "Private IP
actuator” or "Indoor Station".

[4] Enter the device number.

[5] Enter the serial number.

[6] Tap "Save & Close".

X Settings 05:10 Sat01-12-2018 (§) 27.6°C

® Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

<] Sound
Trusted Devices Device Details:

% Cloud Connections
Indoor Station-01

95 Time & Date
Indoor Station-02

<D Access Management
2nd 0S-01
S User Settings
+2 Video Surveillance Trust all devices
» Intercom List
(3 Program Button
3 Advanced Settings

Automatic search

oftware Update

Entry manually 2
bout

X Settings 02:00 Sat01-12-2018 (§] 28.4°C
® Display PANEL ACTUATORS QUTDOOR STATIONS TRUSTED DEVICES
«J) sound

Manually add Trusted Devices

S Network Connectic

@EI Time & Date device Type pevice
] Private IP Actuator o1

=9 Access Manageme
A, User settings 104000CDEOITFEE
¥ Video Surveillance

Intercom List

0]
[ Program Button

ey

£33 Advanced Settings

6

Cancel Save & Close

'::‘ Software Update

(ORI
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[71 The designated device has been added to the list.

[8] If the new device belongs to the 2nd OS or the Private IP Actuator, you need to tap "Trust
all devices" to trust this device.

[9] In the pop-up window, tap "Trust All".
Settings 02:01 Sat 01-12-2018 (§) 28.5°C
Display PANEL ~ACTUATORS  OUTDOORSTATIONS  TRUSTED DEVICES

Trusted Devices

Network Connections
Indoor Station-01

)}y Time & Date
Indoor Station-02

Access Management
2nd 0s-01

User Settings
- Private |P Actuator-01 7

2 Video Surveillance

Intercom List Trustall devices
(3 Program Button

Advanced Settings

Software Update

Settings 02:01 Sat 01-12-2018 (§) 285°C
Display PANEL  ACTUATORS  OUTDOORSTATIONS  TRUSTED DEVICES
=]) Sound

Trust device

S Network Connectic

95 Time & Date

=9 PerEhErET] Trusting all devices

By clicking on the Trust Button, the all devices will be trusted.
;L User Settings
This authentication will allow the Indoor Station panels in the system to grant the
5 Video Surveillance Outdoor Station devices and IP Actuator devices the authorisation to unleck the door.

Qf Intercom List
Trust All Cancel

9

[ Program Button

5

)3 Advanced Settings
() Software Update

-@ About
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[10]The trusted devices will be displayed in the pop-up window.

[11]Tap "x" to close the window.

[12] @ will be displayed on the right to indicate the 2nd Outdoor Station or IP Actuator.

Settings
> Display
<) sound
3 Network Connectic
Time & Date
D Access Manageme
User Settings
Video Surveillance
Intercom List
Program Button
Advanced Settings
Software Update

About

Settings
Display
) Sound
etwork Connections
7 Time & Date
Access Management
User Settings
Video Surveillance
» Intercom List
(O Program Button
3 Advanced Settings
Software Update

) About

02:02 Sat01-12-2018 (§) 28.5°C

PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

g Process Successful

Devices trusted!

The following devices have been successfully added to your Trusted Devices
list -

« Indoor Station-01
- Indoor Station-02
- 2nd 0S-01 1 O

« Private IP Actuator-01

02:02 Sat01-12-2018 (4) 2

PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

Trusted Devices

Indoor Station-01
Indoor Station-02
2nd 0S-01

Private IP Actuator-01

Trustall devices

Device Detsail
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Removing the trusted device

Please follow the steps below:
[1]1 On the "Trusted Devices" screen, swipe the relevant device to the left.

[2] Tap" m " to remove the device.

X, Settings
®© Display
<] Sound

Network Connections

95 Time & Date

Access Management

AU User settings

5 Video Surveillance
Intercom List

0 Program Button
Advanced Settings
Software Update

About

02:02 Sat 01-12-2!

PANEL ACTUATORS OUTDOOCR STATIONS

Trusted Devices

Indoor Station-01

Indoor Station-02

2nd 0S-01

te IP Actuator-01

Trustall devices

TRUSTED DEVICES

Device Details:
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8.45

Configuring the "Manual snapshot” function

If this function is enabled, you can take snapshots during door communication.

Please follow the steps below:

[1] On the "Advanced Settings" screen, tap "Panel".
[2] Go to the "Options" section, tick the check box to enable the function.

[3] Tap "Save".

[4] After the setting, " (ST will be displayed on the door communication screen. You can tap
the icon to take snapshots as you need. A maximum of 3 snapshots can be taken for each
door communication.

X Settings

@ Display

<) sound

% Cloud Connections

@I"_"I Time & Date

=0 Access Management

S user settings

¥ Video Surveillance

O Intercom List

(O Program Button
Advanced Settings

. Software Update

(i) About

L) Incoming
2° Outdoor Stat. 1

PANEL

1

07:40 Sat01-12-2018 U‘] 27.8°C

ACTUATORS OQUTDOOR STATIONS TRUSTED DEVICES

IP Address

Options

Z / Manual snapshot /| Manualvideo recording

U Auto unlock W ockete calhistory

Default Guard Unit

Guard Unit Address
1

Reset Panel Option

Reset to factery setting
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8.4.6

Configuring the "Manual video recording” function

If this function is enabled, you can record a video during door communication.
Please follow the steps below:

[1] On the "Advanced Settings" screen, tap "Panel".

[2] Go to the "Options" section, tick the check box to enable the function.

[3] Tap "Save".

[4] After the setting, " *™ " will be displayed on the door communication screen. You can tap

this icon to start record a video. Maximum 120 seconds video can be recorded for each call.

X Settings

®© Display

<) sound

% Cloud Connections

@I"_"I Time & Date

=0 Access Management

S\ User settings

+5 Video Surveillance

O Intercom List

[ Program Button
Advanced Settings

) software Update

() About

L) Incoming

2° Outdoor Stat. 1

PANEL

1

07:40 Sat01-12-2018 (§] 27.8°C

ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

1P Address (1)

Options

/ Manual snapshot 2 /| Manualvideo recording

Y Auto unlock Wl ocete callhistory

Default Guard Unit

Guard Unit Address
1

Reset Panel Option

Reset to factery setting
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8.4.7 Configuring the "Auto unlock™ function

If this function is enabled, the panel will release the lock on the Outdoor Station automatically
after 5 seconds during an incoming call.

This function can only be set on the "Master mode" panel.
Please follow the steps below:
[1] On the "Advanced Settings" screen, tap "Panel".
[2] Go to the "Options" section, tick the check box to enable the function.
[3] Tap "Save".
< Settings 07:40 Sat 01122018 (1) 27.8°C

@ Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES
) Sound 1

S Cloud Connections IP Address (i)
% Time & Date _

= Access Management
Options

S User Settings
) g ) Manual snapshot ¥ Manualvideo recording

5 Video Surveillance
/ Auto unlock . Delete call history

U Intercom List

(O Program Button

Advanced Settings Default Guard Unit
O otumevptmte
Software Update 1

Reset Panel Option

Reset to factory setting
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[4] On the "Settings" screen, tap "User Settings".
[5] Tap "Door Communication".
[6] Tick the check box to enable the function.

[7] Select the unlock mode.
= Automatically unlock = automatically unlock at any time, skip the subsequent steps.

= Auto-unlock programmable timer = automatically unlock at the specific time, continue from
step 8.

[8] If "Auto-unlock programmable time" is selected, tap " °

X, Settings 07:41 Sat 01-12-20:
®© Display LANGUAGE DOOR COMMUNICATION CARD MANAGEMENT RESET USER SETTINGS

<) sound
/| Automatic snapshots

% Cloud Connections

9 Time & Date /| Missed callnotification

) s /. Link call with Private IP Actuator

_‘!‘1‘ User Settings 4 ‘Selact Private IP Actuator
Private IP Actuator-01-Subsidiary

+3 Video Surveillance

6 /| Auto-unlock functions

U Intercom List

7 @ Automatically unlock for 10 hours

O Program Button
@) Auto-unlock programmable timer

Advanced Settings

r Mon-Fri 08:00-17:30
) Software Update

About
e 8 &
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[9] Set "Start Time" and "End Time".

[10]Select the designated days.

= Tap the designated day to select it or invert the selection.

= Tap "Weekdays" to select 5 working days together.

= Tap "Weekend" to select "Saturday" and "Sunday" together.

[11]Tap " o " to complete the setting.
[12]Ensure the function is enabled.

=2
" "o H . . . .
[13]" @ " will be displayed on the status bar if the function is activated.
X Settings 07:42 Sat01-12-2018 (3) 27.8°C
<® Display LANGUAGE DOOR COMMUNICATION CARD MANAGEMENT RESET USER SETTINGS
) sound _
~ Edit auto-unlock time slot
S Cloud Connections
% Time & Date Start Time End Time on Which Days?
=0 Access Manageme
SU User Settings
2 Video Surveillance
O Intercom List
Weekdays
([ Program Button
@ Advanced Settings

() Software Update

'@ About

X Settings 14:35 Fri31-05-2024 (§)

Display LANGUAGE DOOR COMMUNICATION CARD MANAGEMENT RESET USER SETTINGS 1 3

]) Sound

/! Automatic snapshots

s Cloud Connections

9. Time & Date /| Missed callnotification

= Access Management Y Link call with Private IP Actuator

S User settings SelectPrivate IP Actuator
Private IP Actuator-01-Subsidiary

2 Video Surveillance
/| Auto-unlock functions
& Intercom List
@ ~utomatically unlock for 10 hours
O Program Button
® Auto-unlock programmable timer
Advanced Settings

Mon-Fri 08:00-17:30
Software Update

Mon-Fri 08:00-18:00
About

+
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8.4.8 Configuring the "Delete call history™ function

Call history records cannot be removed by default.
Please follow the steps below:
[1] On the "Advanced Settings" screen, tap "Panel".
[2] Go to the "Options" section, tick the check box to enable the function.
[3] Tap "Save".
< Settings 0743 Sat 01122018 (B

) Sound 1

3 Cloud Connections IP Address (D)
E‘m Time & Bate _

<O Access Management
Options

N
4 User Settings /! Manualsnapshot /| Manualvideo recording

+ Video Surveillance
/ Auto unlock /| Delete call history 3

Intercom List
Save

O Program Button
Advanced Settings Default Guard Unit

P
Software Update L

(i) About .
Reset Panel Option

Reset to factory setting
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[4] On the dashboard, tap the "Events" module.
[5] On the "Notification Center" screen, swipe the relevant record to the left.

[6] Tap" " to remove the record.
[7]1 Tap "Delete all" to remove all the history records.

Dashboard

2 events Alert =
Events Assistance

Indoor Station 0... Indoor Station G... [TETCRUL

O

< Notification Center 07:43 Sat01-12-2018 (4] 27.8°C

CALL HISTORY OTHERS

01-12-2018 05:27 2° Outdoor Stat. 1

01-12-2018 05:26 2° Outdoor Stat. 1,

%] 01-12-2018 05:20 2° Outdoor Stat. 1
01-12-2018 ° Outdoor Stat. 1
01-12-2018 ® Outdoor Stat. 1 =
01-12-2018 ° Outdoor Stat. 1
01-12-2018 “ Outdoor Stat. 1
01-12-2018 * Outdoor Stat. 1 S
01-12-2018 ° Outdoor Stat. 1 =

n1-12-2018 ® Ouitdanr Srat 1
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8.4.9 Configuring the address of default Guard Unit

Please follow the steps below:
[1] On the "Advanced Settings" screen, tap "Panel".
[2] Go to the "Default Guard Unit" section, enter the address (1...32).
An SoS message will be sent to the default Guard Unit, SmartAP or APP if possible when it is
triggered.

X Settings 07:44 Sat01-12-2018 (§) C

<) sound

S Cloud Connections 1P Address (1)

95 Time & Date _

= Access Management
Options

£ User Settings
2 g W Manual snapshot o/ Manualvideo recording

+ Video Surveillance
| Auto unlock /| Delete callhistory

' Intercom List -

O Program Button

Advanced Settings Default Guard Unit

O sotwmetpme
Software Update 1

(i) About .
Reset Panel Option

Reset to factory setting
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8.4.10 Restoring to factory default

Please follow the steps below:

[1] On the "Advanced Settings" screen, tap "Panel".
[2] Go to the "Reset Panel Option" section, tap "Reset to factory setting".
[3] Tap "Yes".

Access eme
User Settings
/ideo Surveillance
Intercom List

(3 Program Button
Advanced Settings

Update

X Settings
Display
<]) Sound

Cloud Connections
‘Z‘m Time & Date
Access Manageme
SU user settings
#2 Video Surveillance
Intercom List
O Program Button

Advanced Settings

Software Update

7144 Sat 01-12-2018 (4] 27

UATORS OUTDOOR STATIONS TRUSTED DEVICES

IP Address

Options

/ Manual snapshot /! Manualvideo recording

/ Auto unlock /| Delete call hist:

Default Guard Unit

Guard Unit Address
1

Reset Panel Option

2 Reset to factory setting

07:44 Sat 01-12-2018 [j 27.

PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

A Reset Option

Be careful

All system set ups will be lost :

Please be aware that by clcking YES, all system set-up will be lost, and
the panel will be returned to factory settings.

Are you sure?

Reset to factory setting
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8.5 Configuring the Outdoor Station

The IP pushbutton Outdoor Station and mini Outdoor Station can be configured via this panel.
Please see the product manual of the related Outdoor Station for more details.

X Settings 01:38 pm Sat2018-12-01 (§
Display PANEL  BUILDING AUTOMATION ~ ACTUATORS  OUTDOORSTATIONS  TRUSTED DEVICES

]) Sound

Device Setting
s Cloud Connections
Device Type ) )
2nd 0S Set device details

95 Time & Date

=0 Access Management Lock Management

Unlock Type When Swiping

S User settings Default Lock

iy veil Default Lock Subsicary Lock
+2 Video Surveillance 1P Actuator NO-NC.COM

U Intercom List LPD;RKVDEIBNF;‘Muamr
wer loc

O Program Button Device
01

S P
5 5

Software Update

DFAB ot Door Alarm

[l oetectionalarm W 7emper proofalarm
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8.6 Configuring the IP Actuator

IP Actuator can be configured via this panel. Please see the product manual of IP Actuator for

more details.
Settings
Display
) Sound
5 Cloud Connections
Time & Date
Access Management
User Settings
2 Video Surveillance
» Intercom List
(O Program Button
3 Advanced Settings
Software Update

About

01:37 pm Sat 2018-12-01 L; -

BUILDING AUTOMATION ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

IP Actuator Device Setting

Set device details
Power Lock

Output Mode o Unlock Time(s)
ACoutput 5

Relay Lock

Relay Type Turnontight e
Turn onthe fight 30 seconds

Lock Management

Link Exit Button with Lock

Power lock +/ Reportwhen unlock

Door Status

_ - Doorstatus detection

Device Version: HGMS51_V1.17_20240304_PP_STM32F407VE
Serial Num: 104000CDEOL7FEE(KZU)
Signature :  4CCATDO6C37F69A8
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9 Operation

9.1 Dashboard

9.1.1 Dashboard overview

Dashboard

No events
Events

Indoor Station 0...

33

06:54 Sat 01-12-2018 [,] 29.2°C

Assistance

Guard Unit 1 2° Qutdoor Stat. 1

A

No. Description

1

There are 2 screens available for use, the second screen is empty by default.

Some main functional modules are fixed at the top of the first screen.

= Events; this indicates if there is a new event, for instance, you are receiving a call, or you
have a missed call.

= Alert; you can tap this to send an alarm request.
= Weather; this displays the current weather information.

Other controls for various sizes

Tap " 88 » to access the “Settings” screen.

Tap " /- to edit the dashboard.
Status bar
Al =3
" Q‘ " = doorbell rings; " E " =“Auto Unlock’ function is enabled.
" T "=WiFiis available, " A" " = WiFi is not available.
" g " indicates missed calls; tap it to access the "Call History" screen.

" Eq)) " indicates "Unmute" status; tap it to adjust the voice volume

" ! "indicates there is an abnormality in the network.
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9.1.2 Accessing the editing status

On the dashboard, tap “ /> to access the editing mode.

My home 09:36 We 20-09-2023

o 7 _ s

&
5 new events { . - 27.4 °C,broken cle
Events i ? i eather
iy ] v
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9.1.3 Creating a control for the camera

Precondition

Please configure a camera before this operation.

[1] Configuring Outdoor Station cameras.

= For more details, see chapter 8.3.18 “Configuring Outdoor Station cameras® on page 111.
[2] Configuring private cameras.

= For more details, see chapter 8.3.19 “Configuring private cameras® on page 114.

[3] Configuring public cameras.

= For more details, see chapter 8.3.20 “Configuring public cameras® on page 120.

Operation

Please follow the steps below:

[1] Ensure the dashboard is in editing mode, tap a blank area of dashboard, then tap" + " to
add a control.
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[2] Select "Camera" from the drop-down list.

[3] Select the device type from the drop-down list. It can be set to "Outdoor Station Camera",
"Public Camera" or "Private Camera".

[4] Tap "Next".

[5] Select the designated device from the drop-down list.

[6] Enter the alias name of the device.

[7] Select the size of the frame. It can be set to "1 slot", "2 slots" or "4 slots".
[8] Tap "Save & close".

[J Add New Control

Control Frame Type

Camera

Type of Camera

Outdoor Station Camera

Outdoor Station Camera

Function Set Up

Select Camera
2° Outdoor Stat. 1

Device Name

2° Outdoor Stat. 1

Size .
2slots

8

Save & Close
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[9] Tap "x".
[10]The control will be displayed on the dashboard.

2° Outdoor Stat. 1 T

Dashboard 05:06 Mon 03-12-2018 () 29.3°C
No events
Events

2° Outdoor Stat. 1

10 &2

Product manual 2TMD042400D0019 | 173



Operation

9.1.4 Creating a control for the intercom

Precondition
Please configure an intercom before this operation.

= For more details, see chapter 8.3.21 “Configuring intercom list“ on page 125.

Please follow the steps below:

[1] Ensure the dashboard is in editing mode, tap a blank area of dashboard, then tap " + " to
add a control.
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[2] Select "Intercom” from the drop-down list.

[3] Select the intercom type from the drop-down list. It can be set to "Intercom (external)",
"Intercom (internal)" or "Guard Unit".

[4] Tap "Next".

[5] Select the designated device from the drop-down list.

[6] Enter the alias name of the device.

[7] Select the size of the frame. It can be set to "1 slot", "2 slots" or "4 slots".
[8] Tap "Save & close".

O Add New Control
Control Frame Type
Intercom

Type of Intercom

Intercom (external)

% Intercom Addressing Setting

Function Set Up

Selectintercom
Indoor Station 001-01-02

Device Name size .
Indoor Station 001-01-02 2slots

8

Save & Close
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[9] Tap "x".
[10]The control will be displayed on the dashboard.

Indoor Station 001-0F T

(]
v

Dashboard 00:34 Sat01-12-2018 (3] 28.0°C

®

No events

Events

Indoor Station 001-01-02

) 10
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9.1.5 Creating a control for the light

Precondition
Please configure a program button to turn on a light before this operation.

= For more details, see chapter 8.3.22 “Configuring program buttons® on page 128.

Please follow the steps below:

[1] Ensure the dashboard is in editing mode, tap a blank area of dashboard, then tap " + " to
add a control.
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[2] Select "Light" from the drop-down list.

[3] Tap "Next".

[4] Select the designated device from the drop-down list.

[5] Enter the alias name of the device.

[6] Select the size of the frame. It can be set to "1 slot", "2 slots" or "4 slots".
[7] Tap "Save & close".

[J Add New Control

Control Frame Type

: Light Setting

Function Set Up

Selerigne
Light1

Device Narme Size -
Light1 2slots

7

Save & Close
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[8] Tap "x".
[9]1 The control will be displayed on the dashboard.

Dashboard 01:06 Sat01-12-2018 [Aj 2O1RE

®

No events

Events
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9.1.6 Creating a control for the door lock

Precondition
Please configure a program button to unlock before this operation.

= For more details, see chapter 8.3.22 “Configuring program buttons® on page 128.

Please follow the steps below:

[1] Ensure the dashboard is in editing mode, tap a blank area of dashboard, then tap " + " to
add a control.
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[2] Select "Door Unlock" from the drop-down list.

[3] Tap "Next".

[4] Select the designated Outdoor Station from the drop-down list.

[5] Enter the alias name of the device.

[6] Select the size of the frame. It can be set to "1 slot", "2 slots" or "4 slots".
[7] Tap "Save & close".

[J Add New Control

Control Frame Type

Door Unlock

[ Door Unlock Setting

Function Set Up

‘SelectDoor Unlock
Unlock

Device Name size .
Unlock 2slots

7

Save & Close
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[8] Tap "x".
[9]1 The control will be displayed on the dashboard.

Dashboard 01:29 Sat01-12-2018 (3] 28.9°C

No events
Events
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9.1.7 Creating a control for the elevator

Please follow the steps below:

[1] Ensure the dashboard is in editing mode, tap a blank area of dashboard, then tap " + " to
add a control.

[2] Select "Elevator" from the drop-down list.
[3] Tap "Next".

(0 Add New Control

Control Frame Type

Elevator
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[4] Enter the alias name of the device.

[5] Select the size of the frame. It can be set to "1 slot", "2 slots" or "4 slots".
[6] Tap "Save & close".

[7] Tap "x".

) Elevator Controller Control Setting

Function Set Up

Device Name

Elevator

Size .
2slots

6

Save & Close

Elevator
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[8] The control will be displayed on the dashboard.

01:47 Sat 01-12-2018 [.j 28.9°C

Dashboard

0

No events
Events Assistance

Elevator
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9.1.8 Editing the control

Ensure the dashboard is in editing mode.

Elevator

= Tap the arrow icon (e.g. " () ") to move the control in the specified direction.
= Tap" Q- to change the settings of the control.

= Tap" @ to remove the control.
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9.2.1 Call from Outdoor Stations

1. During an incoming call

[l Incoming 1
Outdoor Station 1 2

3

No. Function

1 " Q Incoming" indicates an incoming call (maximum 30 seconds).
2 Display the device name.

Display the image
Display the image of the calling Outdoor Station by default.
3 If a camera has been assigned to the calling Outdoor Station, the image from the camera will

be displayed here.
The countdown (9...1) will be displayed in the last 9 s.
“ Tap " IZL " to mute the current ringtone.

S Tap " @ " to accept the call.

6 Tap " “ {0 release the default lock on the calling Outdoor Station.

7 Tap "<" or ">" to display the images from the cameras.

8 Tap the program button, if any, to carry out the programmable function.
9 Tap" *™ " to record a video.

10 Tap " (O] - to take a snapshot manually.

Product manual 2TMD042400D0019 | 187



2. During communication

¢ e ] @D X
9 10 1112

3

No. Function

1 " l;\l' Communication" indicates a communication process (maximum 120 seconds).
2 Display the device name.

Display the image
Display the image of the calling Outdoor Station by default.
3 If a camera has been assigned to the calling Outdoor Station, the image from the camera will

be displayed here.
The countdown (9...1) will be displayed in the last 9 s.
4 Tap " )@ " to mute the microphone.

S Tap " @ " to end the call.

6 Tap " “O 1 to release the default lock on the calling Outdoor Station.

7 If IP cameras have been added to the dashboard. Tap "<" or ">" to display the images from the
cameras.

8 Tap the program button, if any, to carry out the programmable function.

9 Tap " *" " to record a video.

10 Tap " (O] - to take a snapshot manually.

11 Tap " E<]>) " to adjust the volume of the voice.

12 Tap " X" to quit the communication.
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9.2.2 Call from Guard Units or Indoor Stations

1. During an incoming call

Ll Incoming 1
Guard Unit 6

No. Function

1 " i:l Incoming" indicates an incoming call.
2 Display the device name.
3 Display " " to indicate no image can be displayed on the screen.

The countdown (9...1) will be displayed in the last 9 s.
4 Tap " ‘rZL " to mute the current ringtone.

S Tap " @ " to accept the call.
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2. During communication

[l Communication 1

Guard Unit 6 2

No. Function
" Q Communication" indicates a communication process.

2 Display the device name.

3 Display " " to indicate no image can be displayed on the screen.
The countdown (9...1) will be displayed in the last 9 s.

4 Tap " Qj’ " to mute the microphone.
S Tap " @ " to end the call.

6 Tap " '<]>) " to adjust the volume of the voice.

7 Tap " X" to quit the communication.
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9.2.3 Call from doorbell

<
When the doorbell is pressed, this device will display " L for 5 seconds on the status bar.

If the doorbell is associated with the camera, the panel will display the image from the camera
automatically.

Dashboard 03:36 Sat 01-12-2018 (3) 29.1°C

®

No events
Events Assistance
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9.3 Intercom

Please follow the steps below:

[1] Adding a control for the intercom to the dashboard.
= For mode details, see chapter 9.1.4 “Creating a control for the intercom® on page 174.

[2] On the dashboard, tap the designated intercom to initiate a call.

Dashboard 06:42 Sat 01-12-2018 \j 28.9°C

r

No events Alert
Events Assistance

Indoor Station 0... Guard Unit1 2° Outdoor Stat. 1 Unlock Lightl Elevator

[l Dailing
Indoor Station 001-01-02
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9.4 Call Guard Unit

Please follow the steps below:

[1] Configuring the address of the default Guard Unit.

= For more details,.see chapter 8.4.9 “Configuring the address of default Guard Unit* on
page 165.

[2] Adding a control for the Guard Unit to the dashboard.
= For more details,.see chapter 9.1.4 “Creating a control for the intercom” on page 174..

[3] On the dashboard, tap the relevant Guard Unit to initiate a call.

Dashboard 06:42 Sat01-12-2018 (§) 28.9°C
No events Alert

Events Assistance

Indoor Station O... Guard Unit1 2° Outdoor Stat. 1 i Elevator

[\ Dailing

Guard Unit 1
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9.5 Surveillance

9.5.1 Accessing video surveillance

Please follow the steps below:

[1] Adding a control for the designated Outdoor Station or the IP camera to the dashboard.

= For more details, see chapter 9.1.3 “Creating a control for the camera“ on page 171.

[2] On the dashboard, tap the designated Outdoor Station or IP camera to initiate a

surveillance.

Dashboard

®

No events
Events

Indoer Station 0... Guard Unit 1

B &

06:42 Sat01-12-2018 [§) 28.9°C

af. . “GNY

], .0 _ (C)—t=ss0 esternp
Alert - O - C = =Bft
. "7 N — £
Assistance =

2° Outdoor Stat. 1 Lightl Elevator
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9.5.2 Surveillance from outdoor stations

£ Video Surveillance 1 o q)) ><

3

10

11

Outdoor Station 1 2

8 9 10 11

Description

" i;\l' Video Surveillance" indicates surveillance (120 seconds).
Display the device name.

Display the image
Display the image of the relevant Outdoor Station.

If a camera has been assigned to the calling Outdoor Station, the image from the camera
will be displayed here.

The countdown (9...1) will be displayed in the last 9 s.
g

Tap" ¥ "to unmute the microphone.
Tap " )g " to mute the microphone.

w D

Tap " to release the default lock on the relevant Outdoor Station.

Tap "<"or ">" to display the images from other Outdoor Station or the cameras.
Tap the program button, if any, to carry out the programmable function.

Tap" *™ " to record a video.

Tap " (O] - to take a snapshot manually.

Tap " 'ﬂ)) " to adjust the volume of the voice.

Tap " X" to quit the surveillance.
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9.5.3 Surveillance from IP camera

Ll Video Surveillance
CommunitylPCOL 2

3

No. Function
1 " i;\l' Video Surveillance" indicates a surveillance process (120 seconds).
2 Display the device name.

Display the image of the relevant camera.

3 The countdown (9...1) will be displayed in the last 9 s.

4 Tap "<"or ">" to display the images from other Outdoor Station or the cameras.
S Tap " "¢ " to record a video.

6 Tap " Q] to take a snapshot manually.

7 Tap " X" to quit the surveillance.
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9.6 Releasing the lock

Please follow the steps below:

[1] Adding a control for the relevant lock to the dashboard.
= For more details, see chapter 9.1.6 “Creating a control for the door lock® on page 180.

[2] On the dashboard, tap the designated door lock to release it.

[3] " @ " will be displayed on the screen if successful.

Dashboard

©)

No events

06:42 Sat01-12-2018 [§) 28.9°C

Events Assistance

Indoor Station 0... Guard Unit1 2° Outdoor Stat. 1

B A&

Dashboard

®

No events

Events Assistance

Indoor Station 0... Guard Unit1 2° Outdoor Stat. 1

B A o
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9.7 Turn on a light

Please follow the steps below:

[1] Adding a control for the designated light to the dashboard.

= For more details, see chapter 9.1.5 “Creating a control for the light“ on page 177.

[2] On the dashboard, tap the designated light to turn on it.

3] " % will be displayed on the screen if successful.

Dashboard

®©

No events
Events

Indoor Station 0... Guard Unit 1

B &

Dashboard

®

No events
Events

Indoor Station 0... Guard Unit1

B &

06:42 Sat 01-12-2018 (3) 28.9°C

Assistance

2° Outdoor Stat. 1 Lightl Elevator

06:42 Sat 01-12-2018 ‘AJ 28.9°C

1 . -

T eneet
il .

N °C
!-/ T —

Assistance

2° Outdoor Stat. 1 Lightl Elevator
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9.8 Call the elevator

Please follow the steps below:

[1] Adding a control for the designated elevator to the dashboard.
= For more details, see chapter 9.1.7 “Creating a control for the elevator‘ on page 183.

[2] On the dashboard, tap the designated elevator to activate it.

[3] Tap the directionicone.g." ~ "to call the elevator. " ° " will be displayed if successful.

Dashboard 06:42 Sat01-12-2018 (§) 28.9°C

No events Alert
Events Assistance

Indoor Station 0... Guard Unit1 2° Outdoor Stat. 1 i Elevator

B A&

Dashboard 06:43 Sat 01-12-2018 [L] 28.9°C

R EE ..

[[J calling Elevator

No events
Events

Select travel direction:

Indoor Station 0... levator

()
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[41 " I " will be displayed on the dashboard to indicate the process.

Dashboard 06:42 Sat01-12-2018 [§) 28.9°C

o - i

L y pe \o ~u
No events Alert g === C 2P -Bft
. 7 TS —— = "
Events Assistance =

S ——

Indoor Station O... Guard Unit1 2° Outdoor Stat. 1 Lightl Elevator

B A
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9.9 Configuring the voice

9.9.1 Adjusting the voice volume

Please follow the steps below:

[1]1 On the dashboard, tap the voice icon " Eq))

[2] In the pop-up window, drag the scroll bar to adjust the voice volume.

Dashboard

®

No events

Events

Indoor Station 0... Guard Unit1

)

Dashboard

®

No events
Events

Indoor Station 0... Guard Unit1

)

05:12 Tue 04-12-2018 H] 27.4°C

Assistance

2° Outdoor Stat. 1

05:13 Tue 04-12-2018 [.] 27.4°C

Assistance

2° Outdoor Stat. 1

Volume

=]

Do not disturb

Lightl

Elevator

Product manual 2TMD042400D0019

| 201



Operation

9.9.2 Configuring the "Mute"” function

Please follow the steps below:

[1]1 On the dashboard, tap the voice icon " '4’)

[2] On the pop-up window, select the mute type. It can be set to "2 hours", "Today" or "Always".
[3] Select the relevant objects.

= If "For all panels" is disabled, the mute function only applies to the current panel.

= If "For all panels" is enabled, the mute function will apply to all panels in the same
apartment.

If the panel is restarted, all the settings about the "Mute" function will be cleared.

Dashboard 05:12 Tue 04-12-2018 [;;] 27.4°C

®

No events

Events Assistance

Indoor Station 0... Guard Unit1 2° Outdoor Stat.1 Unlock

B A

Dashboard 0513 Tue 04-12-2018 (3] 27.4°C

®

No events

Volume Mute end time :2018-12-05 00:00:00

o%
< 6—3 e

Do not disturb [

Events Assistance

Indoor Station O... Guard Unit1 2° Outdoor Stat. 1 Light1 Elevator

B A
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9.10 Sending an alarm request

If you are in distress, something has happened at home, or if you live with an old or sick person
at home and they need some support, they can send an alarm request.

An automatic message will be sent to the accounts that are shared between the family and

APP.

Please follow the steps below:

[1] On the dashboard, tap "Alert" to access the corresponding screen.
[2] Tap "Send alert".

[3] "SOS signal has been sent" will be displayed on the screen if successful.

Dashboard

®

No events
Events

Indoor Station 0...

)

Dashboard

®

No events
Events

Indoor Station 0...

()

05:12 Tue 04-12-2018 [:‘| 27.4°C

Alert
Assistance

Guard Unit1 2° Outdoor Stat.1

A

05:14 Tue 04-12-2018 (3] 27.4°C

{ B SN

Warning

Alert Request

By confirming the Alert Request an automated warning message to all mobiles
connected to the account and to the default Guard Unit (if any connected) will
be forwarded.

Send ALERT

2

Elevator
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9.11 History

Accessing the "Call History" screen

On the dashboard, tap "Events" to access the "Call history" screen.

" g " indicates there are missed calls.

Dashboard 05:40 Tue 04-12-2018 (§) 28.2°C

® .

levent Alert
Events Assistance

Indoor Station 0... Guard Unit1 2° Outdoor Stat. 1

B A o
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Viewing the call records

On the "Call History" screen,
Notification Center 05:42 Tue 04-12-2018 |

CALL HISTORY OTHERS

2 3

04-12-2018

04-12-2018 =0

04-12-2018 2° Outdoor Stat. 1 A

04-12-2018 05:32 2° Outdoor Stat. 1 Qg
05:16 2° Outdoor Stat. 1

04-12-2018 05:16 Guard Unit 1 kS

04-12-2018 05:14 2° Outdoor Stat. 1

04-12-2018 05:14 Guard Unit 1 Q

01-12-2018 05:54 2° Outdoor Stat. 1 Qg

LR Indoor Station

No. Description
" ° " indicates that the record contains a video.
" @ " indicates a missed call.
" ﬁ " indicates the SOS record

1 v [#) v indicates an intercom

" E_ " indicates an unlock

" lﬂ " indicates that the record doesn’t contain a snapshot

v dh indicates a Guard Unit call
2 Displays the date and the time of the record.
3 Displays the object name

X
" Q‘f’ " = missed call

K
" % " = incoming call

RS
" " = outgoing call
"I unlock
5 Play videos or display the images
6 Scroll down to view other videos or images
7 Swipe the designated record to left and tap " " to remove it.
8 Tap "Delete All" to remove all history records.
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9.12 Clean screen

Please follow the steps below:

[1] On the "Settings", "Display" screen, tap "Settings".

[2] Tap "Activate display cleaning mode".

[3] The countdown (30...1) is displayed on the screen. Any operations on the screen will be

invalid. This panel will exit "Cleaning mode" if an incoming call is received.

X Settings 1 05:42 Tue 04-12-2018 (4) 28.3

<®© Display SETTINGS SCREENSAVER

) Sound

S Network Connections 2 {0 Activate cisplay clesning mode

95 Time & Date Brightness

<0 Access Management oS

SU User Settings
Display Mode

2 Video Surveillance Color Theme
Dark theme

O Intercom List

() Program Button Temperature

Temperature
S ° Celsius
203 Advanced Settings

/| show room temperature in status bar

() Software Update

) About

Appearance Control Element

°C
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Home automation

10 Home automation

10.1 KNX settings

10.1.1 Precondition

You need to enable the "KNX" function during the Setup Wizard before use.

< System Configuration

Select all the systems that will be activated in the panel:
- Door Entry Welcome IP
¥ Home Automation

. free@home

Continue

< System Configuration

Select all the systems that will be activated in the panel:
M poor Entry Welcome IP
M| Home Automation

. free@home

Continue
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10.1.2 Setup Wizard - KNX only

Please follow the steps below:
[1] On the "Setup wizard" screen, select the language from the drop-down list.
[2] Select the region from the drop-down list.

[3] Tick the check box to accept the licenses. Or tap "Click to read" to view the details of the
license.

[4] Tap "Accept & Continue" to access the next screen.

Setup Wizard

Select Language Select Region

Language B Ragion B
English

M Accept license agreement  Click to read

3

W Accept OSS agreement Click to read

4

Accept & Continue
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[5] On the "System Configuration" screen during the "Wizard Setup”,
= Disable the "Door Entry Welcome IP" check box.

= Enable the "Home Automation" check box.

= Enable the "KNX" single choice.

[6] Tap "Continue".

< System Configuration

Select all the systems that will be activated in the panel:
- Door Entry Welcome IP

¥ Home Automation

& KNX 5 .free@home

6

Continue
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[7] On the "IP Addressing" screen, tap "Edit" to access the corresponding screen.
=  Select the connection type, it can be set to "LAN" or "WiFi".

= Select the address type, it can set to "DHCP" or "Customizable address".

= Please tap "Save" If the settings have been changed.

[8] Tap "Continue".

< IP Addresing

IP Address (i)

/

8

Continue

< IP Addresing

ofs Edit Network

) =
Connection preferences: %
® Lan @ wr

Addressing preferences:

®) DHCP(Default) @ customizable address
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[9] Select the network type. It can be set to "KNX IP Interface" or "KNX IP Router".
= Enter the IP address.

[10]Tick/untick the check box to enable/disable the function.

= This function must be enabled if an IPS with encryption function is used.

= If the function is enabled, you need to enter the tunnelling password.

= If the function is enabled, you can enter the authentication code (optional).
[11]Configure the DCA connection settings.

= Enter the alias name of this panel.

= Enter the download password.

= Tick the check box to ensure higher security for the communication.
[12]Tap "Continue".

< KNX Configuration

KNX IP Network setting DCA connection setting

®) KNXIPInterface . KNX IP Router Device name
IPTouch10_)

1P address
Oniine download password

10 &/ KNXnet/IP secure

& Only Secure communication

12

Continue
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[13]On the "Time & date" screen, you can carry out this setting at this time or tap "Continue" to
skip this setting for the moment.

= For more details, see chapter 8.3.7 “Time and date settings® on page 89.
[14]There are 5 screens to guide you on how to use the panel.
[15]Tap "Skip" if you are already familiar with the panel.

< Time & Date

02:56:30

Mon 03-12-2018

Edit Time & Date Continue
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10.1.3 Setup Wizard - Door Entry System with KNX

Please follow the steps below:
[1] On the "Setup wizard" screen, select the language from the drop-down list.
[2] Select the region from the drop-down list.

[3] Tick the check box to accept the licenses. Or tap "Click to read" to view the details of the
license.

[4] Tap "Accept & Continue" to access the next screen.

Setup Wizard

Select Language Select Region

Language B Ragion B
English

M Accept license agreement  Click to read

3

W Accept OSS agreement Click to read

4

Accept & Continue
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[5] On the "System Configuration" screen during the "Wizard Setup”,
= Enable the "Door Entry Welcome IP" check box.

= Enable the "Home Automation" check box.

= Enable the "KNX" single choice.

[6] Tap "Continue".

Other settings please refer to the following chapters for more details.

= For more details about "Door Entry System", see chapter 8.2 “Setup wizard - Door Entry
System only* on page 33.

= For more details about "KNX", see chapter 10.1.2 “Setup Wizard - KNX only* on page 208.

< System Configuration

Select all the systems that will be activated in the panel:
» Door Entry Welcome IP

W Home Automation

5

® KNX . free@home

)

Continue
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10.1.4 Viewing the information

Please follow the steps below:

[1] On the dashboard, tap "Dashboard".

[2] Tap "&33".

[3] Tap "About".

[4] Tap "KNX".

[5] The basic KNX information will be displayed:
= Device name

= |P address of KNX interface

= Connection status

X Dashboard 1 00:26 Sat 01-12-2018 (4

)

Category

@]

No events Alert
Events Assistance

< Settings 08:50 Fri28-06-2024 (4] 36,6°C

@ Display NETWORK KNX COMMON QR CODES

0 sound 4

KNX
S Network Connections

Device name IPTouch10_0595
% Time & Date 5 1P Address of KNX interface  192.168.6131

=9 LTS M Connection to the interface  Connected
S, User Settings
+ Video Surveillance
O Intercom List
O Program Button
o

s .
¢03 Advanced Settings

Software Update

About 3
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[6] Tap "Common".

[7] Check the operating mode.

Settings

Display

])» sound

5 Cloud Connections

Time & Date

Access Management

y User Settings

5 Video Surveillance

Intercom List

O Program Button

Advanced Settings

Software Update

About

09:07 Mon 03-12-2018

NETWORK KNX COMMON QR CODES

§)

Indoor Station Address

Common

Master Mode
Operating Mode
Network Address
Firmware Version
MCU Version
Hardware Version
Serial Number
Signature

PKI Certificate

Show license agreement

Software & User agreements

Export log

001-0101-01
Master

DES + KNX

192.168.1.103
HGI17-U2_Main_V3.00_20240527_MP_IMXESOLO
HGIL7_MCU_V2.03_20220211 PP_IMX6
HGIL7_Board_VL00_20190829_PP
102807ATFO4FO0C(NAV)

1C19D933DIEABATE

2021-03-17 08:00:00 - 2024-03-17 07:59:59
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10.1.5 Configuring the system code

If the function "Enable system settings for end customer"” is set to "With code" via the ETS tool,
you need to enter the system code when accessing the "Settings" screen.

= The original system code is "0000".

X Settings

@ Display

<) sound

S Cloud Connections

9 Time & Date
Access Management

AL User settings

+5 Video Surveillance
Intercom List

0 Program Button

vanced Settings

Software Update

About

05:18am Saf

SCREENSAVER

Ty, Activate display cleaning mode

Brightness

O

Start with page

Startwith page

Dashboard

Display Mode

Color Theme
Dark theme

° Fahrenheit

/| Show room temperature in status bar
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You can change the system code on the "Settings" screen.

Please follow the steps below:

[1] On the "Settings" screen, tap "Access Management".

[2] Tap "Secured Areas".

[3] Tap "System".

[4] Tap "Change pincode".

[5] Enter the new password (original password is "0000").

[6] Tap "Save’.
X Settings
@ Display
<) sound
S Cloud Connections
9 Time & Date
=0 Access Management 1
ser Settings
2 Video Surveillance
O Intercom List
D Program Button
dvanced Settings
oftware Update

bout

X, Settings
isplay
<) sound
S Cloud Connections
95 Time & Date
=0 Access Management
SY User Settings
#2 Video Surveillance
) Intercom List
(3 Program Button
dvanced Settings

oftware Update

(i) About

02:52am Sat2018-12-01 L; -

SECURED AREAi OUTDOOR STATION

Change pincede for

4

Change pincode

/| Allow remote settings via Smart Access Point

02:53am Sat2018-12-01 \.

SECURED AREAS OUTDOOR STATION

Change pincode for

dvanced settings

</ Allow remote settings via Smart Access Point
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10.1.6 Configuring the pin codes

If the function "PIN-Codes can be changed by end customer” is enabled via the ETS tool, you
need to enter the pin code to view the device screen.

= The original pin code level 1is "1111".
= The original pin code level 3 is "2222".
= The original pin code level 3 is "3333".

Entry code

@ O O 0O O

= switch 08:57 am Fri2024-06-28 (1) 100,4°F

toggle H 1bit with status Force ON/OFF 100%

14 byte display
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You can change the pin code on the "Settings" screen.

Please follow the steps below:

[1] On the "Settings" screen, tap "Access Management".

[2] Tap "Secured Areas".

[3] Tap "System".

[4] Tap "Change pincode".

[5] Enter the new password (original password is "0000").

[6] Tap "Save".

X Settings
@ Display
) Sound

% Cloud Connections

AL User Settings

+5 Video Surveillance
Intercom List

D Program Button
Advanced Settings
Software Update

About

X, Settings
<® Display
<) sound

3 Cloud Connections

95 Time & Date

=0 Access Management

SY User Settings

#2 Video Surveillance
Intercom List

(3 Program Button

Advanced Settings

Software Update

About

10:30 am Sat2018-12-01 L; -

SECURED AREAS 2 OUTDOOR STATION

Change pincode for
System
Level 1 3
Level 2
Level 3
Advanced settings [ 4

Change pincode

10:30 am Sat2018-12-01 L; =

SECURED AREAS OUTDOOR STATION

Change pincode for
System
Level 1
Ls
Level 3

Adval d settings
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10.1.7 Configuring program buttons

Adding program buttons

Please follow the steps below:

[1] On the "Settings" screen, tap "Program Button".

[2] Tap "Program Button".

[3] The program buttons configured via ETS tool will be displayed.
[4] Tap the designated program button to change the name.

[5] Tap "'2) " to show the program button on the dashboard.
X Settings 02:54am Sat2018-12-01 yO —
@ Display PROGRAM BUTTON DOOR COMMUNICATION SCREEN

<) sound

% Cloud Connections

9 Time & Date

SU User Settings

+5 Video Surveillance

O Intercom List

(J Program Button
Advanced Settings
Software Update

(i) About
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[6] If "Actuator in APP" is enabled, this IP Actuator will be displayed on the APP screen. Only
one IP Actuator can enable this function.

[7] If "Link lock to KNX" is enabled, the IP Actuator or the Outdoor Station will release the lock
or turn on a light when a KNX control happens. Only one device can enable this function.

X Settings 03:07am Sat2018-12-01 (§)

@ Display PROGRAM BUTTON DOOR COMMUNICATION SCREEN
) Sound

3 Cloud Connections

9 Time & Date

= Access Management

S User Settings

2 Video Surveillance 7 Unlock

O Intercom List Edit details

(J Program Button 0 Show on dashboard

%

€3 Advanced Settings 6 W Actuatorinapp

7 [ Linklock to kNX

() Software Update

i) About
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Removing a program button

Please follow the steps below:

[1] On the "Settings" screen, tap "Program Button".

[2] Tap "Program Button".

[3] Swipe the relevant program button to the left.

[4] Tap" " to remove it.

X, Settings

®© Display 2PROGRAM BUTTON DOOR COMMUNICATION SCREEN

<) Sound

S Cloud Connections
95 Time & Date

<9 Access Management
S\ User Settings

+5 Video Surveillance

Intercom List

[ Program Button 7 Unlock

=
{03 Advanced Settings

Software Update

(i) About

06:35am Sat2018-12-01 |

@® show on dashboard
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Adding program buttons to the door communication screen
Please follow the steps below:

[1] On the "Settings" screen, tap "Program button".

[2] Tap "Door Communication Screen".

[3] Select the designated program button.

[4] Edit the control list displayed on door communication screen:
= Tap "—"to add this program button to the list.

= Tap" <" to remove this program button from the list.

= Up to 5 program buttons can be added to the list.
X Settings 02:55am Sat2018-12-01 \';'\
@ Display PROGRAM BUTTON DOOR COMMUNICATION SCREEN 2

<) sound

3 Controls are shown from left to right :

3 Cloud Connections
9 Time & Date

= Access Management
S User Settings

+5 Video Surveillance

G Intercom List

D Program Button 1
£33 Advanced Settings

Software Update

i) About
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[5] Select the designated program button.

[6] Adjust the order of the program buttons on the control list:
= Tap"t"tomove up the program button.

= Tap" | "to move down the program button.

= The designated program buttons will be display according to the control list on the door
communication screen.

X Settings 02:55am Sat 2018-12-01 (4)
@ Display PROGRAM BUTTON ~ DOOR COMMUNICATION SCREEN

) sound
Controls are shown from left to right :

S Cloud Connections
95 Time & Date

< Access Management
A4 User Settings

O Video Surveillance
O intercom List

(3 Program Button

{Ol: Advanced Settings
() Software Update

(i) About

L1 Incoming

2° Outdoor Stat. 1
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10.1.8 Configuring the advanced settings

Please follow the steps below:

[1] On the "Settings" screen, tap "Advanced Settings", enter the advanced password (The
system default advanced password is 345678) to access the "Advanced Settings" screen.

[2] On the "Advanced Settings" screen, tap "Building Automation”.
[3] Select the network type. It can be set to "KNX IP Interface” or "KNX IP Router".
= Enter the IP address.
[4] Tick/untick the check box to enable/disable the function.
= This function must be enabled if an IPS with encryption function is used.
= If the function is enabled, you need to enter the tunnelling password.
= If the function is enabled, you can enter the authentication code (optional).
[5] Tap "OK" to save the changes.
[6] Configure the DCA connection settings.
= Enter the alias name of this panel.
= Enter the download password.
= Tick the check box to ensure higher security for the communication.
[7] Tap "OK" to save the changes.
X settings 0851 Frizs-06-2024 (8) 34,4°C

®© Display PANEL BUILDING AUTOMATION ACTUATORS QUTDOOR STATIONS

D sound 2

KNX IP Network setting
S Network Connections
. KNX IP Router

- @ 3 ® KNXIPInterface
5 e & Date

1P address
192.168.61.31

4 . KNXnet/IP secure

=2 Access Management
S, User Settings

&> Video Surveillance
O Intercom List

O Program Button

6 DCA connection setting

Advanced Settings 1
IPTouch10_0595

Software Update
Oniine downioad password

About

- Only Secure communication
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10.1.9 Configuring the home automation devices

There are 2 ways to configure the home automation devices.
Option 1: Read the .pid file from SD card on the panel

Please ensure that the .pid file has been stored on the SD card and this SD card has been
inserted into the panel.

Please follow the steps below:

[1] On the "Settings" screen, tap "Advanced Settings", enter the advanced password (The
system default advanced password is 345678) to access the "Advanced Settings" screen.

[2] On the "Advanced Settings" screen, tap "Building Automation"”.
[3] Tap "Read .pid file from SD card".
[4] Find the designated .pid file on the SD card.
[5] Tap "Install .pid file".
< Settings 852 Frizs06.2024 (1) 30,1°C

@ Display PANEL BUILDING AUTOMATION ACTUATORS QUTDOOR STATIONS

e 2

% Network Connections
- KNXnet/IP secure

9 Time & Date

— _

Y User Settings

&> Video Surveillance . .
DCA connection setting

Intercom List Device name.
IPTouch10_0595

[ Program Button Onfine download passord

Advanced Settings
- Only Secure communication
Software Update

»JADOU‘— Program via SD card:

O Read .pid file from SD card

X Settings 08:52 Fri28-06-2024 (4] 38,6°C

@ Display PANEL BUILDING AUTOMATION ACTUATORS OUTDOOR STATIONS

<]) sound ”
(% Read .pid file

S Network Connecti( SD card
@5 Time & Date

Install IPTouch10_UI update.pid 4

= Access Manageme

A User settings If you load this .pid file all existing information in the panel will be deleted. Are you sure?
&2 Video Surveillance

O intercom List

(D Program Button 5

. L Install pid file
8% Advanced Settings = -

B
g Software Update

(@ About

D Read .pid file from SD card
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[6] "Reading SD card" will be displayed.
[7] KNX devices have been configured on the panel successfully.

X settings 08:54 Fri28-06-2024 m 38,7°C

) Read .pid file
SD card

6

(% Reading 5D card
()

= Rockswitch
1bit g Force on/off 8 8 -128/127

R

-Q:

Temperature 8 - g d 2 byte floating
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Option 2: ETS tools download the .pid file to the panel

Please see the ETS product manual.
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10.1.10 Viewing the home automation devices

You can swipe the screen to left or right to view the home automation devices.

= switch 08:57 am Fri 2024-06-28 (4] 100,4°F

toggle H 1bit with status Force ON/OFF H 100%

14 byte display

Or click " E ", followed by "Category", then click the device type to view the home automation
devices.

Lighting 0&58am Fri2024-06-28 yO

- g -32768 H -4 byte i 1 bit with status

[ fraya

Shading
Climate
Dim S

sic im Scene
Scenes

Values

Security

Energy

Force ON/OFF g 2 g RGB switch ] RGB+T Tem/B|
Others 0% 0%

Ay
~ td
;;
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10.1.11 Configuring the KNX timers

You can use the "KNX timer" function to control the KNX devices automatically during the

designated period.

Access the "KNX timer" screen

Please follow the steps below:
[1] On the dashboard, tap " E "

[2] Tap" E " to access the corresponding screen.

0&56am Fri2024-06-28 (1)

Lights Blinds RT e Events

@) Today @) Tomorrow @) sunday

11:00 pm Time program 1 Off 11:00 pm Time program 1 Off

09:02am Fri2024-06-28 yO ---

Ton

4open
Blinds

. M e
G s
N
[ .,,!

0O Lights
Lighting ‘T) Today I.'I) Tomorrow
11:00 pm Time program 1 Off
Shading
Climate
Music
Scenes
Values
Security

Energy

Others

AII!;ff !‘. 1 4apen "‘?': No event “Q 6

11:00 pm Time pregram 1 Off

11:00 pm Time program 1 Off

@) sunday

11:00 pm Time
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Predefined timers

Please follow the steps below:

[1] On the "Timers overview" screen, tap "Predefined timers".
[2] The predefined timer via ETS tool will be displayed.

= Tap" @©- to enable or disable the timer of the device.
[3] The time slots will also be displayed.

= A maximum of 10 timers can be set.

= Tap" @©- to enable or disable each timer.

[4] Tap" 6 " to add a new timer for the device.

X Timers overview 09:02am Fri2024-06-28 (&) 104,8°F

@) Predefined timers am 2 ® Time slots

dividual timers 3 08:00am -11:00 pm
esence simulation

A Vacation
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[5] Swipe the timer to the left to display more operations.

= Tap" @ to enable or disable each timer.

= Tap" E " to duplicate a new timer.

= Tap " B8 " to remove the timer.
X Timers overview 03:33am Sat2018-12-01 yO -

@) Predefined timers @ Time g m Time slots

@) Individual timers 08:00 am - 11:00 pm

resence simulation 12:30am ss |

) Vacation 1L:30am -12:30 am
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Individual timers

Please follow the steps below:

[1] On the "Timers overview" screen, tap "Individual timers".

[2] Tap" "to add a new timer.

[3] Find the designated device, tap " @

X Timers overview 09:03am Fri 2024-06-28 O -

@) Predefined timers

Individual timers 1

n, Presence simulation

) Vacation

:
No individual timer defined.

Get started by adding a new timer.

= switch 09:03am Fri2024-06-28 [";fj 106,1°F

toggle 1 bit with status @ Force ON/OFF @ 100% @

vy
~ -
;;

@ @ temperature @

14 byte display

Q)
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[4] Tap the icon to control the device.

[5] Tap" ° "

[6] Set the time for the timer.

[7] Set the effective days for the timer.

[8] Set the effective period. It can be set to "Always", "Only in vacation" or "Not in vacation".

[9] Tap" 0 "
X Timers overview
@) Predefined timers
@) Individual timers

Presence simulat

) Vacation

X Timers overview

@ Predefined timers

@) Individual timers
o | StartTime

@, Presence simulat

=4 Vacation

09:03am Fri2024-06-28 (3] 105,9°F

2% toggle [ ]

toggle

09:06 am Fri 2024-06-28 y0

toggle

6 W End Time

toggle

On Which Days?

7

Monday ~ Tuesday Wednes...
Thursday | Friday

Weekdays

Always
Always
Onlyin vacation

Not in vacation
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[10]The timer will be displayed.

M1 Tap " "to add a new timer.
= A maximum of 10 timers can be set.

[12]Swipe the timer to the left to display more operations.
= Tap" @ to enable or disable each timer.

= Tap" E " to duplicate a new timer.

" B " to remove the timer.

= Tap
X, Timers overview 05:41am Sat2018-12-01 ‘,; -—
@) Predefined timers ggle e toggle

@) Individual timers

esence simulation

A Vacation
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Presence simulation

You need to record a set of operations before use.

Please follow the steps below:

[1] On the "Timers overview" screen, tap "Presence simulation".
[2] Tap" u " to activate the presence simulation.

[3] Tap" |I| " to deactivate the presence simulation.

< Timers overview 09:11am Fri2024-06
@) Predefined timers
@ Individual timers

Presence simulation

Here you can activate/deactivate or pause
your presence simulation:

/| Playback is activated automatically at vacation

0 Save recording to $D card
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Vacation setting
Please follow the steps below:

[1]1 On the "Timers overview" screen, tap "Vacation".
[2] Set the start time and end time for the vacation.
[3] Tick or untick the check box to enable or disable the function.

X Timers ew 09:12 am Fri 2024-06-28 L; 80,1°F
@) Ppredefined timers
ndividual timers

resence simulation

% vacation |

3 /| Vacation activated

Start vacation End Vacation
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10.1.12 Notification

Please follow the steps below:
[1] On the dashboard, tap "Events".
[2] On the "Notification Center" screen, tap "Notification".

[3] The natification will be displayed, click the natification to view the details.

[4] Swipe the notification to the left.
[5] Tap" ] - to move the notification from "Notification" to "Archive".
g

Alloff = e 4 open
Lights Blinds p— “RTCs Events

@) Tomorrow .,‘_ ) Sunday

11:00 pm Time program 1 Off 11:00 pm Time program 1 Off 11:00 pm Time program 1 Off

{ Notification Center 09:37 am Fri2024-06-28 L:: =

CALL HISTORY NOTIFICATION ARCHIVE OTHERS

1t | 2024-06-28 09:36 am [—1

alarm3‘ = 5
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[6] Tap "Archive".
[7] The notification s are displayed. There are 3 types of notifications.

= Information .
= Warning .
= Alarm .

[8] Swipe the alarm to the left.

[9] Tap " Bl " to remove the alarm.
[10]Tap "Copy to SD card" to copy the notifications to the SD card.
[11]Tap "Delete all" to clear all notifications.

Notification Center 5 09:37 am Fri2024-06-28 yY ---

CALL HISTORY NOTIFICATION ARCHIVE OTHERS 1 0 [} Copy to SD card

Information

1bit hint m
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10.1.13 Commissioning the home automation devices via ETS tool

For commissioning the KNX devices, please see the ETS product manual at the following link:
https://search.abb.com/library/Download.aspx?DocumentID=2CKA001473B5023&LanguageCo
de=en&DocumentPartld=&Action=Launch.

Product manual 2TMD042400D0019 | 241


https://search.abb.com/library/Download.aspx?DocumentID=2CKA001473B5023&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=2CKA001473B5023&LanguageCode=en&DocumentPartId=&Action=Launch

Home automation

10.2 free@home settings
10.2.1 Precondition

You need to enable the "free@home" function during the Setup Wizard before use.

< System Configuration

Select all the systems that will be activated in the panel:
. Door Entry Welcome IP
&/ Home Automation

. KNX ® free@home

Continue

< System Configuration

Select all the systems that will be activated in the panel:
&/| Door En try Welcome IP
& Home Automation

. KNX ® free@home

Continue
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10.2.2 Setup Wizard - free@home only

Please follow the steps below:
[1] On the "Setup wizard" screen, select the language from the drop-down list.
[2] Select the region from the drop-down list.

[3] Tick the check box to accept the licences. Or tap "Click to read" to view the details of the
licecse.

[4] Tap "Accept & Continue" to access the next screen.

Setup Wizard

Select Language Select Region
Language . Ragion .
= 2

M| Accept license agreement Click to read

3

M| Accept OSS agreement Click to read

4

Accept & Continue
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[5] On the "System Configuration" screen during the "Wizard Setup”,
= Disable the "Door Entry Welcome IP" check box.

= Enable the "Home Automation" check box.

= Enable the "free@home" single choice.

[6] Tap "Continue".

< System Configuration

Select all the systems that will be activated in the panel:
- Door Entry Welcome IP

¥ Home Automation

5

. KNX ®) free@home

§)

Continue
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[7] On the "IP Addressing" screen, tap "Edit" to access the corresponding screen.
=  Select the connection type, it can be set to "LAN" or "WiFi".

= Select the address type, it can set to "DHCP" or "Customizable address".

= Please tap "Save" If the settings have been changed.

[8] Tap "Continue".

< IP Addresing

IP Address (i)

/

8

Continue

< IP Addresing

ofs Edit Network

) =
Connection preferences: %
® Lan @ wr

Addressing preferences:

®) DHCP(Default) @ customizable address
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[9] The panel will search for the SysAP in the same network.
[10]Select the designated SysAP. Tap "Connect".

= If there is no existing SysAP, you can tap "Continue without connection" to continue from
step 14.

[11]The validation code will be displayed. Please check this code on the designated SysAP if
the two codes match.

< Free@home Configuration

10

's_free@home Connect

: ABBTOODCFBFA 9

Continue without connection

< Free@home Configuration

® free@home

Authentication Code

To add this panel: "panel-807B7F030593" to free@home system, please complete the authenticationin the
free@home APP.

The validation code is: 57984020 1 1

To download the free@home APP:
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[12]The "Successfully connected to SysAP" will be displayed when the designated SysAP click
"Confirm" to ensure the correct connection.

[13]Tap "x" to close the current window.
[14]On the "Time & date" screen, you can carry out this setting at this time or tap "Continue" to

skip this setting for the moment.
= For more details, see chapter 8.3.7 “Time and date settings® on page 89.

< Free@home Configuration

[ Connect with fraya's_free@home

Successfully connected to sysap 'I 2

< Time & Date

19:10:54

Sun 02-12-2018

Edit Time & Date Continue
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[15]There are 5 screens to guide you on how to use the panel.

[16]Tap "Skip" if you are already familiar with the panel.
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10.2.3 Setup Wizard - Door Entry System with free@home

Please follow the steps below:
[1] On the "Setup wizard" screen, select the language from the drop-down list.
[2] Select the region from the drop-down list.

[3] Tick the check box to accept the licences. Or tap "Click to read" to view the details of the
licence.

[4] Tap "Accept & Continue" to access the next screen.

Setup Wizard

Select Language Select Region

Language . Region .
English

M| Accept license agreement Click to read

3

M| Accept OSS agreement Click to read

4

Accept & Continue
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[5] On the "System Configuration" screen during the "Wizard Setup”,
= Enable the "Door Entry Welcome IP" check box.

= Enable the "Home Automation" check box.

= Enable the "free@home" single choice.

[6] Tap "Continue".

Other settings please refer to the following chapters for more details.

= For more details about "Door Entry System", see chapter 8.2 “Setup wizard - Door Entry
System only* on page 33.

= For more details about "free@home", see chapter 10.2.2 “Setup Wizard - free@home only*
on page 243 .

< System Configuration

Select all the systems that will be activated in the panel:
W Door Entry Welcome IP

/| Home Automation

5

. KNX ® free@home

6

Continue
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10.2.4 Viewing the information

Please follow the steps below:

[1] On the dashboard, tap "Dashboard".

[2] Tap"¢33".

[3] Tap "About".

[4] Tap "free@home".

[5] The basic free@home information will be displayed:
= SysAP name, serial number and IP address

= Account name and Validation code

= Connection status

X Dashboard 1 00:26 Sat 01-12-2018 [;.| 28,4°C

Category '

®©

0O

No events Alert
Events Assistance

X Settings 10:14 Mon 01-07-2024 (3] 30.5°C

@ Display NETWORK FREE@HOME COMMON QR CODES

) Sound 4

free@home

% Network Connections
SysAP Serial Number ~ ABBTOODCFBFA
SysAP IP 192.168.34.3

<5 Access Management SysAP Name fraya's_free@home

~ Account panel-807BTFO46CET
A4 User Settings

Validation Code 30195917
s fvickeoStrveillance Authentication Authenticated

O Intercom List PP (Gonnactad

O Pprogram Button
o

o .
08 Advanced Settings

) Software Update

Daon 3
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[6] Tap "Common".
[7] Check the operating mode.

Settings 10:15 Mon 01-07-2024 (3]

Display NETWORK FREE@HOME COMMON QR CODES

Sound

Network Connections

Time & Date

Access Management

User Settings

Video Surveillance

) Intercom List

Program Button

Advanced Settings

Software Update

Abo

Common

Indoer Station Address
Master Mode

Operating Mode

IP- Building Network Addr.

IP- Private Network Addr.
Firmware Version

MCU Version

LAN2 MCU Version
Hardware Version

Serial Number

Signature

PKI Certificate

6

Show license agreement

Software & User agreements

Export log

006-0101-01
Master

DES +free@home

192.168.71125

192.168.34.32

HGI17-U2_ Main_V3.02_20240618_MP_IMXESOLO
HGI17_MCU_V2.03_20220211_PP_IMX6
HGI17_Ext_V2.05_20200707_PP
HGI17_Board_V1.00_20150829_PP
10280TATFO46CET(GKB)

EFB364B1I9BCO262
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10.2.5 Configuring program buttons

Adding program buttons

Please follow the steps below:

[1] On the "Settings" screen, tap "Program Button".

[2] Tap "Program Button".

[3] The program buttons configured via SysAP will be displayed.
[4] Tap the designated program button to change the name.

[5] Tap" (D) " to show the program button on the dashboard.
X Settings 03:15 Tue23-07-2024 (&) 16.0°C
® Display PROGRAM nu-rronz DOOR COMMUNICATION SCREEN

<] sound o Name
()= Programmable button 1 Programmable button1

3 Network Connections

Programmable button 2
95 Time & Date _

Programmable button 3

o) ecesal fanaganant e PrezEmHE G 5 @® show on dashboard

S User settings G able button 5

#2 Video Surveillance

& Intercom List

() Program Button 1
Advanced Settings

Software Update

() About
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Removing a program button

Please follow the steps below:

[1] On the "Settings" screen, tap "Program Button".
[2] Tap "Program Button".

[3] Swipe the relevant program button to the left.

[4] Tap" " to remove it.

X Settings 03:17 Tue2 024 (4] 16.0°C

®© Display 2 PROGRAM BUTTON DOOR COMMUNICATION SCREEN

<) sound o Nama
- Programmabl Programmable button1
% Network Connections
b _

2 Programmable

— _ " Show on dashboard
© Access Management (¢ Programmable button @ oW OR EaSiBod

SU User Settings ()¢ Programmable button 5
#2 Video Surveillance

Intercom List
() Program Button 1

Advanced Settings

Software Update

About
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Adding program buttons to the door communication screen
Please follow the steps below:

[1] On the "Settings" screen, tap "Program button".

[2] Tap "Door Communication Screen".

[3] Select the designated program button.

[4] Edit the control list displayed on door communication screen:
= Tap "—"to add this program button to the list.

= Tap" <" to remove this program button from the list.

= Up to 5 program buttons can be added to the list.

X Settings 03:18 Tue23-07-2024 [4) 16.0°C

@ Display PROGRAM BUTTON DOOR COMMUNICATION SCREEN 2

<) sound

Controls are shown from left to right :
—_ . mable button 1
= Network Connections

_ ble button 2
% Time & Date

ble button 3
= Access Management

ble button 4

S User Settings

mable button 5
+5 Video Surveillance
O Intercom List
D Program Button 1
&
€3 Advanced Settings

Software Update

i) About
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[5] Select the designated program button.

[6] Adjust the order of the program buttons on the control list:
= Tap"t"tomove up the program button.

= Tap" | "to move down the program button.

= The designated program buttons will be display according to the control list on the door
communication screen.

X Settings 03:18 Tue23-07-2024 \;.\ 16.0°C
@ Display PROGRAM BUTTON DOOR COMMUNICATION SCREEN

) sound
Controls are shown from left to right :

% Network Connections

> Programmable button1 5

95 Time & Date

< Access Management
A4 User Settings

O Video Surveillance
O intercom List

(3 Program Button

{Ol: Advanced Settings
() Software Update

(i) About

[l Incoming

Outdoor Station 1
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10.2.6 Configuring the advanced settings

You can also pair the panel with free@home SysAP on the "Advanced settings".

Please follow the steps below:

[1] On the "Advanced settings" screen, tap "Building Automation”.
[2] Find the designated SysAP.

[3] Tap "Connect".

X Settings 1 10:41 Mon 01-07-2024 \';'\ BIGEE

& Display PANEL BUILDING AUTOMATION

<] sound
—_— Frea@home Gonrguracion 3

@ Cloud Connections
2 | Connect

Serial number: ABBT00DCFBFA
1P:192.168.34.3

% Time & Date
=3 Access Management

Q Connect

Q
4 User Settings Serial number: ABBT00D7DCAD
IP: 192.168.12.115
o« Video Surveillance
Advanced Settings

Software Update

©) About
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[4] The validation code will be displayed. Please check this code on the designated SysAP if
the two codes match.
[5] The "xxx (connected)" will be displayed when the designated SysAP click "Confirm" to
ensure the correct connection.

Settings
Display
) Sound

% Cloud Connections

=P Access Manageme

S User settings

#2 Video Surveillance
dvanced Settings
() Software Update

(@ About

Settings
Display
<] sound
Network Connections
& Time & Date
ccess Management
User Settings
ideo Surveillance
O Intercom List
Program Button
2 Advanced Settings

Update

10:41 Mon 01-07-2024 (§) 31.5°C
PANEL  BUILDING AUTOMATION

free@home

Authentication Code

panel-807B7F030593" to fi tem, please complete the authentication in the

10:15 Mon 01-07-2024 \: C

PANEL BUILDING AUTOMATION ACTUATORS OUTDOOR STATIONS

Free@home Configuration

= (connected) 5
Serial number: ABBT00DCFBFA
IP: 192.168.34.3

Validation Code: 30195917
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10.2.7 Viewing the home automation devices

You can swipe the screen to left or right to view the home automation devices.

= free@home 10:35 Mon 01-07-2024 [§)

93-Corridor light 93-Default Door 93-Door Entry S... : 93-Door opener 4  : 93-Mute actuator 93-Video camer... :

T = B e

Light group : Split Unit Gateway : Split Unit Gateway : Door opener 1 E Video camera 1

: } : /4! ) V) S B_ “‘é

Shutter group

Or click " E ", followed by "Category", then click the device type to view the home automation
devices.

{ Light 08:00 Mon 01-07-2024 [AJ 16.0°C
| oo | - OFF (»

(1) pashboard

widget page 0
Dimmer® EV charger switch Hue color lamp 1 Last colour-1 Ledvance light

Actuators's roomActu... Actuators's roomActu. Actuators's roomActu. Actuators's roomActu, Ledvance actuat

0% X of

Media

Ledvance-RGB Ledvance-RGB/W Ledvance-w,/C Ledvance-dimmer Switch®

Ledvance actuator Ledvance actuator Ledvance actuator Ledvance actuator Actuators's roor

WhiteGoods

Others
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Or click " E ", followed by "Room", then select the location to view the home automation
devices.

Top floor - Outside of Top floor 08:00 Mon 01-07-2024 [ AJ 16.0°C

|l - b oFF (D OFF (O

(1) pashboard

5% Widget page 4 30.0°C & s
B2-Room temperat... 71-Door Entry Syst... B2-Corridor light

A Top floor
B Outside of Top floor Outside of Top floor Qutside of Top floor

Windows'Room

~ Ground floor

v Target Device
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10.2.8 Alarm record

Please follow the steps below:

[1] On the dashboard, tap "Events".

[2] On the "Notification Center" screen, tap "Alert Message".

[3] The alarm records will be displayed, click the alarm record to view the details.
[4] Swipe the alarm record to the left.

[5] Tap " B8 " to remove the alarm record.
[6] Tap " Delete all " to remove all alarm records.
= fraya 03:12 pm Fri 2024-06-28 [ 85,0°F

WEap S a, AR
Alloff b 4 open ﬂ i 30events #
- " Assistance

Lights Blinds Events

@) Tomorrow @ sunday

11:00 pm Time program 1 Off 11:00 pm Time program 1 Off 11:00 pm Time program 1 Off

< Notification Center 15:02 Mon 01-07-2024 (§) 29.0°C

CALL HISTORY ALERT MESSAGE OTHERS

new information 3 new information new information

22-05-2024 08:59 22-05-2024 08:59 22-05-2024 08:36

ioppo p 10-r8-42- ioppo p 10-r8-42- ioppo p 10-r8-42-

new information information new infermation
22-05-2024 08:34 2024 08:34 21- 2024 15:47
ioppo p 10-r8-42- 0 p 10-r8-42- ioppo p 10-r8-42-

new information new informatiol new information
21-05-2024 15:32 21-05-2024 1523 21-05-2024.1521
ioppo p 10-r8-42- ioppo p 10-r8-42- ioppo p 10-r8-42-

5 21-05-2024
joppo p 10-r8-42- ioppo p 10-r8-42-

new information
210520241515

ioppo p 10-r8-42-
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[7]1 On the "Notification Center" screen, tap "Others".

[8] The natifications about the connection will be displayed, click the notification to view the
details.

[9] Swipe the notification to the left.

[10]Tap " B " to remove the notification.
[11]Tap " Delete all " to remove all notifications.
Notification Center 15:02 Mon 01- 24 \;'\ 29.0°C

CALL HISTORY ALERT MESSAGE OTHERS

7

free@home free@home

)16 25 024 10:11
Lost connectionto the System Lost connectionto the System Lost connectionto the System
Access Point. Access Point. Access Point.

Bhome
2 15:47 202415:41 E
Lost connection to the System connection to the Sys' Lost connection to the System
Access Point. ss Point. Access Point.

free@home free@home
8:12 E 241436
Lost connection to the System Lost connection to the System
Access Point. Access Point.

14:09 413:50 E
Lost connection to the System Lost connectionto the System Lost connection to the System
Access Point. Access Point. Access Point.

free@home
21062024 0334 20-06-2024 09:41 20-06-2024 09:36

Lost connection to the System Lost connectionto the System Lost connection to the System
Access Point. Access Point. Access Point.

free@home free@home
19062024 1615 19-06-2024 13:43 19-06-2024 13:

Lost connection to the System Lost connection to the System Lost connection to the System
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10.2.9 Commissioning the home automation devices via SysAP

For commissioning the free@home devices, please see the product manual of SysAP via the
following link:
https://search.abb.com/library/Download.aspx?DocumentlD=2CKA001473B9725&LanguageCo
de=en&DocumentPartld=&Action=Launch.
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Cyber security

11

1.1

Cyber security

Disclaimer

This product is designed to be connected and to communicate information and data via a
network interface, which should be connected to a secure network. It is the customer’s sole
responsibility to provide and continuously ensure a secure connection between the product and
customer’s network or any other network (as the case may be) and to establish and maintain
appropriate measures (such as but not limited to the installation of firewalls, application of
authentication measures, encryption of data, installation of antivirus programs, etc.) to protect
the H8236 product, the network, its system and interfaces against any kind of security
breaches, unauthorized access, interference, intrusion, leakage and/or theft of data or
information. Busch-Jaeger Ltd and its affiliates are not liable for damages and/or losses related
to such security breaches, unauthorized access, interference, intrusion, leakage and/or theft of
data or information.

Although Busch-Jaeger provides functionality testing on the products and updates that we
release, you should institute your own testing program for any product updates or other major
system updates (to include but not limited to code changes, configuration file changes, third
party software updates or patches, hardware change out, etc.) to ensure that the security
measures that you have implemented have not been compromised and system functionality in
your environment is as expected.
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11.2 Performance and service

Network performance

Type

Ethernet
ARP
ICMP

IP

Port and service

Port
5060
5061
5070
50602
7777
7006
8001
8887
10777
11778
12779

Service
UDP
TCP
TCP
UDP
TCP/UDP
TCP
TCP
TCP
TLS
TLS
TLS

Value

36 Mbps (53,568 packets/s)
17 Mbps (25,296 packets/s)
14 Mbps (20,832 packets/s)

22 Mbps (32,736 packets/sec)

Purpose

To be used by sip client.

To be used by sip server

To be used by sip server

To be used by sip server

To be used for device management

To be used for connectivity detection when this feature is enabled
To be used for calling the history report

To be used for firmware updating

Secure channel for device management

Secure channel for connectivity detection when this feature is enabled

Secure channel for calling the history report
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11.3

11.4

11.5

11.6

11.7

Deployment guideline

Please do not install it within a public place and ensure that physical access to the devices is
granted only to trusted personal.

All devices need to work in security mode by default and all devices on one system shall be
signed by a public CA at the commissioning stage; in normal situations, the management
software functions as the CA.

Its suggested compatible mode is only to be used when the device needs to communicate with
previous generation products. In this mode, data transmission between devices are not
encrypted, it may lead to data leaks and has the risk of being attacked.

If the user decides to remove the device from the system, the user shall reset the device to the
factory settings to remove all the configuration data and sensitive data on the device. This will
prevent sensitive data leaks.

It is recommended to apply "MAC filter" and "Rate limiter" in the switch to prevent DOS attack.
Upgrading

The device supports firmware updating via SD card. In this mode, a signature file will be used to
verify the authentication and integrity of firmware.

If Internet services are available, the device will connect to the MyBuildings sever to obtain new
firmware automatically, but this needs to be confirmed by end user each time. A signature file
will be used to verify the authentication and integrity of the firmware.

Backup/restore

Some device configurations can be exported to SD card for backup purposes, and on later use,
re-imported to restore the configuration.

When connected to a management device, the user can back up and restore configurations on
the management device side; this feature is enabled or disabled via a local setting option.

Malware prevention solution

The device H8236 is not susceptible to malware, because custom code cannot be executed on
the system. The only way to update the software is via firmware upgrades. Only firmware
signed by Busch-Jaeger can be accepted.

Password rule

The user needs to change the engineering password when entering the engineering settings for
the first time. This engineering password must not use continuously increasing or decreasing
numbers (e.g. 12345678, 98765432). Three consecutive identical numbers are similarly not
allowed (e.g. 123444, 666888).

Your passwords must not be known by other persons to guarantee security.
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12  Notice

We reserve the right to at all times make technical changes as well as changes to the contents
of this document without prior notice.

The detailed specifications agreed to at the time of ordering apply to all orders. Busch-Jaeger
accepts no responsibility for possible errors or incompleteness in this document.

We reserve all rights to this document and the topics and illustrations contained therein. The
document and its contents, or excerpts thereof, must not be reproduced, transmitted or reused
by third parties without prior written consent by Busch-Jaeger.
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