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1 Notes on the instruction manual

Please read through this manual carefully and observe the information it contains. This will
assist you in preventing injuries and damage to property, and ensure both reliable operation and
a long service life for the device.

Please keep this manual in a safe place.
If you pass the device on, also pass on this manual along with it.

ABB accepts no liability for any failure to observe the instructions in this manual.

2 Be3onacHocTb

BHumaHue

dnekTpuyeckoe HanpskeHue!

Mpy NPIMOM MU KOCBEHHOM KOHTaKTe C TOKOBEAYLUMMU OeTansiMm NpoucxoanT

OnacHoe NpoTeKaHue Toka Yepes Tero Yeroseka.

MocneacTBnsMM STOro MOryT BbITb ANEKTPUYECKMI LLIOK, OXKOTM UM CMEpPTb.

— [lepen MOHTaXXOM U AEMOHTaXOM 060pPYAOBaHUS OTKIYUTE NUTaHKE!

— Pabotbl B ceTn ¢ HanpspkeHnem100-240 B gomxHbl NpoM3BOANTLCSA TONBbKO
crneumnanucTaMmm no arekTpoobopyaoBaHuio!
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3 [MpumeHeHune

[laHHOe yCTpOWCTBO NpeacTaBnaeT cobol LeHTparbHyo NaHenb ynpaeneHns cuctembl ABB-
Welcome 1 paboTaeT UCKIMHYATENBHO C KOMMOHEHTaMM 3TOW CUCTEMBI. YCTPOWCTBO
npegHa3Ha4yeHo TOMNbKO AN YCTAHOBKW B CyXOM MOMELLEHUN.

: ik |
;.: e e s Master |
N ® ®
f—— ! Apartment
WiFiindoor station
Lix ON !
,:’ & o o a Master :
' @ &
[  Apartment
WiFiindoor station
Lack e !
|' ON |
5L N
(f|se o «| Master
[ — ' Apartment
WiFiindoor station

S —

System controller

HE e

: 2-wire bus line
Outdoor station

@) MpumeyvaHue
B oTaernbHO B3ATON KBapTMpE MOXET MCMNOMb30BaTbCH TOMNBKO OAHA BHYTPEHHAA
BbI3biBHasA cTaHuua WiFi. OTa BHyTpeHHSAs cTaHUMS OoMmKHa OblTb HacTpoeHa Ha

ucnonb3oBaHue pexuma Master (BegyLas).
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YcraHoBka WiFi

L d - L g L d
L] L] L ] L]

@) MpumeyvaHue
Ecnn gaHHoe ycTponctso nogaepxumeaeT dyHkumo WiFi, 4o Ha4ana ycTaHOBKM
HeobxoamMmo yb6eamTbCa B TOM, YTO OHO XOPOLUO NpuHMMaeT curHan WiFi.

dakTopamu, BNMAIOLLMMK Ha Ka4eCTBO CUrHana, ABnsaTCA pacCcTosHNE Mexay
MapLLPyTU3aTOPOM N MOHUTOPaMM, a Takke OCOOEHHOCTU CTPOUTENbHbIX
MaTepuarnoB CTEH.

Ecnu curnan WiFi He goctaTtodHo cuneH ansa obecnevyeHns Hagnexallen
paboTbl, MEXOY MapLLPYyTU3aTOPOM 1 YCTPOUCTBOM HEOOXOOMMO YCTAaHOBUTL
NPOMEXYTOUHbIA yeunutenes curdHana WiFi. 3To no3BonuT NOBbICUTL KAYECTBO
curHana, NpuHMMaeMoro yCTpPOCTBOM.
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4 Okpyxatowasa cpeaa

He 3abbiBaiTe Npo 3awWmTy OKpyxarollen cpeabl!
Wcnonb3oBaHHbIN 3MekTponpubopsl BbIKUABIBATbL C ObITOBLIM MYCOPOM
3arnpeLleHo.

- yCTpOI?ICTBO COAEepPXUT LUeHHOE Cbipbe, KOTOpOoEe NoANEXUT NOBTOPHOMY
NCNofib30BaHUIO. |_|03TOMy, Bbl6paCbIBaI7lTe yCTpOI7ICTBO B crieyuarnbHon
oTBeAeHHOe AJ1d 3TOro XxpaHurnuiie oTxonos.

4.1 ABB ycTpounctBa

Bce ynakoBouHble MaTepuarns! U ycTpoincTea ABB oTMeyeHbl crieumaribHON MapKupoBKoi 1
3HaKamu 4ns Hagnexallero Mcnonb3oBaHus. Becerga yTunuampyinTe ynakoBovHble Matepumarnsi,
3MNEKTPOHHbIE YCTPOWCTBA U UX KOMMIIEKTYIOLWE B aBTOPU3MPOBaHHBIX XPaHUIIMLLAX OTXOO0B
NpPefoCTaBMAeMbIX KOMMaHUSAMU.

ABB TOBapbl 0TBEYalOT 3aKOHHBLIM TPebOBaHMSAM, B YACTHOCTM, 3akoHam 00 anekTponpubopax
REACH pernameHTy.

(OmnpektnBa EBpocotoza 2012/19/EU WEEE n 2011/65/EU RoHS)
(EU-REACH pernameHT 1 3aKkoH No BHeapeHuto pernameHTa (EG) No.1907/2006)

PykoBopacTBo no akcnnyatauuv 2TMD042000D0019



) onucaHue npoaykra

5.1 O6Luee onucaHue BHeLHero Kopnyca
1

-7
3 3
2+—Q (m) © o—t4

? 3

| |

6 5

Ne OnucaHue

1 IPS-3akpaH, 4,3 grorima

KHonka cBsizu

2 Mpy BXOASLLEM 3BOHKE HaXXMUTE 1 yaepKuBaiiTe Ty KHOMKY B TedeHune 30 ¢, YToBbl BKMIOYUTL
cBA3b. [1NA 3aBepLUeHMs BblI30Ba HAXMMUTE Ha Hee eLlle pas.

I'IporpaMMleyemaﬂ KHOMKa MOXeT ObITb yCTaHoBIneHa anga paS6J’IOKMpOBKI/I 2-ro 3amka

3 Hapy)KHOﬁ cTaHumu, bnoka OXpaHbl BbI3OBOB, Bbi3OBa Nno BHyTpeHHeﬁ CBA3N N ynpaBrieHnA
UCNOJTHUTENTbHBIM MEXaHU3MOM MepekKnvaTend.

KHonka oTnunpaHua

= [lo HaxaTuo OTKpbIBAET ABEPL B noboe Bpema.

= ABTOMaTMYeCKOe OTKpbITUE: ABEPb aBTOMATUYECKN OTKPLIBAETCA NPU BXOASLLEM Bbl30BE
(YoepxusawTe HaxaTomn aTy knasuwy 6onee 10 cekyHa)

KHonka oTknoueHus 3Byka
* B pexume 0xnaaHus HaXMUTE Ha 3Ty KHOMKY, YTOObI OTKMHOUYMTbL PUHITOH JAaHHON
BHYTPEHHEW BbI3bIBHON CTaHLMW.

5 = B pexnme oXxXnaaHna HaXXMUTe Ha 3Ty KHOMKY, YTOObI OTKMHOYNTL PUHITOH BCEX BHYTPEHHUX
BbI3bIBHbIX CTAHLWIA B OTAENbHON KBapTupe.

* Bo BpemMaA BXoadaLwero 3BOHKa HaXXMUTE Ha 3Ty KHOIMKY, 4TOObI OTKIIOHUTL BbLI3OB.
* Bo BpeMaA pa3roBopa HaXXMUTE Ha 3Ty KHOMKY, YTOObI OTKMHOYNTE MI/IKpO(bOH.

KHonka HabnoaeHnsa
6 B pexviMe oxumaaHusi HaXMUTe Ha 3Ty KHOMKY, YTOBbl BKMIOUUTL HABGnoAeHNe Ha BHELLHEN
BbI3bIBHOW CTaHLMN U HAPYXXHbIE KaMepbl, ECMN OHU €CTb.

7 KHonka HacTpomku
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5.2 OnucaHue TepMUHana

®
8 — 34
i
=
®
~
’, a b _l DCc+GND
9 £ H L I L)
AN N\ NN\
TS
T T
5 6
- /
Ne OnucaHue
1 Mepekntoyatenb BbiIGoOpa BHELWHEN BbI3bIBHOW CTaHLMN
3agaeT agpec BHeLUHEeW BbI3bIBHOW CTAHLMM MO YMOHaHMIO.
MepekntoyaTtenb BbIGOpa BHYTPEHHEN BbI3bIBHOM CTaHLMKU
2 MepekntoyaTtens X10 3agaeT umdpbl paspsaa OecsaTKOB, Nnepekntoyatens X1 3agaet undpbl
paspsaga eguHud, DIP-nepekntovaTteny X100 n X200 3agatoT undpbl pa3psiga CoTeH.
MepekntoyaTtens yHKUMKM «BeayLNI/BeOOMbIN>
3 Tonbko 0OHY BHYTPEHHIOK BbI3bIBHYIO CTAHLMIO B OTAENbHOM KBapTMpe MOXHO 3adaThb Kak
«BegyLyto» (ON=Master).
MepekntoyaTenb OKOHEYHOro CONPOTUBNEHUs
4 B Bngeocuctemax n cMellaHHbIX ayamo-BMaeo-cuctemax nepeknoyaTtens Ha nocnegHem
YCTPOWCTBE B NMHWUN JOSMKeH OblTb YCTAHOBMEH B NornoxeHue «BkodeHns RC» (ON=RC on).
5 a, b = LWWMHHBIN coeguHUTENDb
6 BecnoTteHuuanbHbIN KOHTaKT, HAaNnpUMep, AN KHOMKW ABEPHOro 3BOHKa
7 CoeavHuTenb Ans nokanbHoro 6yoka NUTaHns
* OTHOCUTCA TOMbKO K M22403-W
8 KHonka HacTpomku
HaxmuTe Ha Hee ANna nepexoa B PEXUM HACTPOMKM.
9 MukpodoH
10 "pomkorosoputenb
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6 TexHu4yeckne aAaHHble

O6o3HayeHne 3HauyeHue
[nana3oH paboyero HanpsxeHns 20-30B =

Tok B pexxvMe 0xuaaHus 24 B =, 45 MA
Pa6ounii Tok 24 B =, 330 mA
Pabouas Temnepatypa 5°C...+45°C

3axumbl Ans OQHOXKUMBbHbIX

2 x 0,28 MM2...2 X 0,75 MMm?
nposoOos

3aXXnMbl NSt MHOTOXUIbHbLIX

2 x 0,28 MM2...2 X 0,75 MMm?
npoBoOos

MowHocTb 6ecnpoBoaHon nepegayn | Makc. 20 gbm

Cranpapt 6ecnpoBogHoi nepegayn IEEE 802.11 b/g/n, 2.4 GHz

CteneHb 3awuThbl IP IP 30
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v

7.1

MoHTax/MHcTannaums

BHumaHue

OnekTpuyeckoe HanpsikeHne!
Mpy NPAMOM UM KOCBEHHOM KOHTaKTe C TOKOBEAYLUMMMU AeTansiMim NpoucXoauT
onacHoe NpoTekaHWe Toka Yepes TENo YernoBeka.

MocnencTBusMuM 3TOr0 MOryT ObITb AMEKTPUYECKUN LLOK, OO UIN CMEPTb.
— [lepen MOHTaXOM 1 JEMOHTaXXOM OGOpyLI,OBaHI/IFI OTKIMOYUTE NUTaHne!

— Pabotbl B ceTn ¢ HanpsbkeHnem100-240 B gomxHbl NpoM3BOANTLCSA TONBbKO
cneumanucTamy no aneKkTpoobopyaoBaHuMIo!

TpeGoBaHuUs K aNeKTPUKy

BHumaHue

AnekTpnyeckoe HanpspkeHne!

MopgkntoyanTe yCTPOMCTBO TOSLKO ecrnn obnagaeTe HeobXoaUMbIM

MNHXXEeHEPHbIM 00pa3oBaHMEM 1 OMbITOM.

— HenpaBunbHas ycTaHOBKa CTaBUT NOA Yrpo3y Bally >XM3Hb U XM3Hb
nosb3oBaTeNs 3NeKTPOCUCTEMBI.

— HenpaBunbHas ycTaHOBKa MOXET CNPOBOLIMPOBAaTL CEPbE3HOE
noBpeXaeHne nMyLLecTBa, Hanpumep, No NPUYMHE BO3ropaHus.

MuHuManbHble HE06X0AUMbIE 3HAHWS U HaBbIKW OS YCTaHOBKU:

. OTKMOYEHNE OT 3NEKTPOCETH;

. ObecneyeHre 3aLmTbl NPY BO30OHOBMEHNN NMOAKNIOYEHNS;

. Y6eamTbcs B OTCYTCTBUM HAMPSXKEHUS;

. 3azemneHnue;

. 3aKpbITNE UMK OTPaAXLEHNE CMEXHBIX NMOABMKHbBIX YaCTEMN.

— Vcnonb3oBaHne HeO6XoaANMON 3aLLUMTHOWN OLEXAbI.

— Wcnonb3oBaHue TOMbKO COOTBETCTBYHOLLETO MHCTPYMEHTA U
M3MepUTENbHbIX NPUBOPOB.

— T[poBepka TMna nogkntoveHns k cetn (TN cuctema, IT cuctema, TT

cucrema) ansa obecneyveHns 6esonacHon NocneaoBaTeNnbHOCTU U YCOBUN

nogayn SNeKTpo3Heprumn (Krnaccmyeckoe 3asemrieHne, NpeaoxpaHnuTenbHoe

3a3emMrieHne, HeobxoaMmble JOMNOMHUTENBHBIE U3MEPEHUE, U T.4.).

ga b~ owDdN P
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7.2 Generate certification file

Mepbl npeanoCcToOpPOXHOCTU NPU YCTaHOBKEe

Koroa penaete kBagpaTtHoe yriybneHue anst HXHEN KpblLLKY 0B0opyaoBaHus,
HeobXoaMMO KOHTPONMPOBAaTL 3aknagHyto rmybuHy, 4Tobbl 06ecneunTb NonHoe
NPUMbIKAHWE HaPYXXHON KPOMKWN HUXKHEW KPBILLIKW K CTEHE, U HE PEKOMEHAYyeTCs
OCTaBNATb OONLLUON 3a30p MEXAY OTKPbITbIMU AeTansiM1 BHELUHEN 060N0YKU 1
CTEHOW Mocne yCTaHOBKN 060pyaoBaHuS;

He ycTaHaBnuBaTh B JOXAMNMBOWN, BNaXXHOW M MbINbHON cpefe, a Takke B6nuan
NPeAMETOB C BbICOKOW TEMMEPaTypon U CUINbHON KOPPO3Unen.

7.3 Pa3smepbl nsgenusa
131.4 18
122.3 4
o O O O
o O
7.4 MoHTaXxHas BbicoTa
® 0 0 6
®@ ®
1.50m(4.9feet)
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7.5 OTKpbITaA ycTaHOBKa

Kopo6ka AnsA oTKpbITOW yCTaHOBKM

60

OTKprTaﬂ yCcTaHOBKa

PykoBopacTBo no akcnnyatauuv 2TMD042000D0019
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NEMA & Italy

NEMA & Italy Swiss
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7.6 OdeMoHTax
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8 BBO/J B 3KCrjiyatTauutko

8.1 Pernctpaumsa yyeTHou 3anucu nonb3oBaTtens Ha noprtane MyBuildings

Mepenaute no cebinke: https://mybuildings.abb.com n HaxmnTe Ha kHOMKy Register

(BapeructpupoBatbest). 3anonHuTe o6s3aTenbHyo hopMy ANs perucTpaummn y4eTHON 3anucy.
Mocne nonyyYeHust anekTpoHHOro cooblueHust ¢ noptana MyBuildings akTneupyiiTe cozgaHHyo

YYETHYIO 3anncb nonb3oBaTend.

4\ Ik IR
DD

PykoBopacTBo no akcnnyatauuv 2TMD042000D0019
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MyBuildings portal powered by ABB
Ability™

Login

Username

Password

@O
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e
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8.2 3arpy3ka npunoxeHus

3arpysuTe npunoxeHue Ha Google Play nnu Apple Store npu nomowum kHonkn ABB Welcome.
3aTem yCcTaHOBMTE COOTBETCTBYIOLLEE NPUNOXKEHNE HA MOBWMbHBIA TenedOoH NUnu NaHLUeT.

O MpumeyvaHue
CnepytoLime CHUMKM 3KPaHOB, KOTOPbIE MCNOMb3YITCA B HACTOSALLEM
OOKymeHTe, Obinn caenaHbl B onepaumoHHon cucteme 10S.

<, 1abb welcome : (%]
e
— Welcome App
Never miss another door call! GET

PykoBopacTBo no akcnnyatauuv 2TMD042000D0019
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8.3 Bxopn B cuctemy npunoxeHus

Ha mobunbHoM TenedoHe nnu nnaHweTe HaXXMMTe Ha KHOMKY @, 4YTOObI OTKPbITH
npunoxeHune. Beibepute napameTtp Setup Welcome (HacTpoinka Welcome), BBeante nms
nonb3oBaTens, Naporib U NCeBAOHUM, YCTaHOBUTE PNaxku, YTOObI MPUHATE BCE MONOXEHNUS U
YCNoBUsi, N HAXMUTE Ha KHonKy Log in (Bxog B cuctemy).

Setup Log in

Setup Welcome IP

@) MpumeyvaHue
Mocne 3 nonbITok BBOAA OWMOOYHOr0 Napons AanbHenwmne nonbITkM 4oCTyna
Ha NPOTSHXKEHUN ONpeferieHHOro BpeMeHu 3anpeLleHbl.

PykoBoacTBo no akcnnyaTauuu 2TMD042000D0019
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8.4 MepBuyHasa HacTponka

1. Select language

anI nepBoM Mcnosib3oBaHUn )/CTpOIZCTBa B peXnme oXxXnagaHna HaXXMmnTe Ha KHOMKY HaCTpOVIKI/I,
4TObbI OTKPbITb 3KpaH HaCTpOIZKVI A3blKa.

[nsa Bbibopa s3blka MOXHO BOCMOMNb30BaTLCSA NPOrpaMMUpPyeMOi KHOMKOW 1 KHOMKOW C KIHYOM
(He B6onee 16 53bIKOB).

English ltaliana

R Nederlands

Deutsch Cesky

Espafiol Dansk 277N
7 \

Francais Norsk . | )
\ | ’

ImmTs = 1 -t [ b ie
~ v v
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BBOJ B 3KCNnyaTaLuto

2. Accept the license

° End user License Agreement

ABB End User License Agreement ("EULA")

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF
THIS LICENSE AGREEMENT CAREFULLY BEFORE CONTINUING
‘WITH THIS PROGRAM INSTAILL

This End-User License Agreement ("EULA") is a legal agreement
between you (either an individual or a single entity) and ABB XIAMEN
SMART TECHNOLOGY CO., LTD. I

@ License Agreement for Software

Following Licenses are used in the products

ASIZ2 - 4 3 inch wifi panel

Component: Mini-XML 2.10

Copyright © 20032020 by Michael R Sweet

http://github. comfmichaelrsweet/nxmi/
Companent:mbedtls 2.16.3

Copyright ® 2006-2015, ARM Limited, All Rights Reserved
http:/fgithub.com/ARMmbed/ mbedtls/ I
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3. WiFi setting

@) MpumeyvaHue
T CHavana HeobxoQuMo 3aperncTprpoBaTh YYETHYHO 3annch Nonb3oBaTens Ha
noptane MyBuildings.
3Ta BHYTpeHHASA BbI3biBHasA cTaHumsa WiFi nogaepxvBaeT Tonbko 2.4G WiFi. o
Hayana UCcxo4HON HaCTPOWKM 3aganTe Ona MapLlipyTnsatopa 3Hadenue 2.4G
WiFi.

Ons nony4yeHuna gocrtyna K aKpaHy QR-koga HaxmuTe Ha KHOMKY HaCTpOVIKI/I Ha naHenu.

() sotupwiFi

SSID:WELCOME-C1B44D
PW:2845198239

Ha rnaBHOM 3KpaHe NPUNOXEHNst HAXXMUTE Ha KHOMKY «V». 3aTeM HaXMWUTe Ha KHOMNKK Pair
devices (ConpsikeHue yctpoicts) n WiFi indoor station (BHyTpeHHss BbidbiBHas ctaHums WiFi),
4YTOObI OTCKaHMpoBaTb QR-KOA BHYTPEHHEN Bbi3blBHOM cTaHuum WiFi.

Pair Devices WiFi indoor station

ch Panel Scan the QR code

WiFi indo;

and Sounds

Log out
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[1] APP connect to the panel via WiFi

B npunoxeHun Ha akpaHe Configuration (KoHdurypaums) HaxxmMuTe Ha KHONKy Join
(CoeanHWTb), UTOBbI YCTAHOBUTL CBA3b MEXAY NMPUIOXEHVEM U BHYTPEHHEW BbI3bIBHON
cTaHumen WiFi.

Configuration

Configuration

Establishing W k connection .
~/  WiFiindoor station detected

3 Connect to WiFiindoor s
~  WiFi indoor station connected with your mobile device
Select a WiFi network for your indoor station:

Myhome

“Welcome” Wants to Join
WLAN Network "WELCOME-
C1B44D"?

Cancel
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[2] APP transfer home WiFi to the panel

BreibepuTe ums ceoen gomallHen Todku goctyna WiFi n BBeanTe naponb, 4Tobbl nepegaTb
AomaluHio Touky goctyna WiFi Ha BHyTpeHHI0t0 Bbi3biBHYIO cTaHumio WiFi. 1o ymonyaHuio B
KayecTBe |P-agpeca BHyTpeHHel Bbi3biBHOW cTaHuum WiFi ncnonesyetca DHCP. Takke MOXHO
3agaTb craTudeckuit IP-agpec. [ins aToro HeobXxoAMMO CHATb (hriaXoK, yCTaHOBMEHHbIA Ans
DHCP.

Configuration Configuration Configuration
indoer station detected WiFi ind ation detected

Password
indoor station connected bile device be: WiFi ind ation connected

O DHCP

Select a WiFi network for your indoor station: Sel Select a WiFi network for your indoar station:
IP Address
My . L Myhome

P _
Network Mask

DHCP “Welcome” Wants to Join

WLAN Network "Myhome"?

b 4 v oK Caricel Join
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4. MyBuildings settings

3aTem BBeaMUTE NMs NOMb30BaTENs U Naposb y4eTHon 3anmucu MyBuildings n HaxMuTe Ha
kHOMKy Log in to MyBuildings (Bxopg B cuctemy MyBuildings).

Yepes HEKOTOPOE BPeMs MPUIOXKEHN aBTOMATUUYCEKN BbIMOJHUT COMPSXEHWE C BHYTPEHHEN
BblI3bIBHOW cTaHuumen WiFi.

Configuration Configuration WIFT indoor station C (]

oor station detected WiFi indoor station detected

oor station connected with your mobile device WiFi indoor station connected with your mobile device
~ WiFiindoor station connected to home WiFi network! door station connected to home WiFi network!

Your MyBuildings account information:

Success
User name

ackycheng003

¥ ok
Password

Friendly Name
4.3 WiFi indoor station

7

[ @ Login to MyBuildir

@) MpumeyvaHue
Bbl MOXeTe ucnonb3osaTb CTaHAapPTHbIE PYHKLUUN BHYTPEHHEN BbI3bIBHON
ctaHumu WiFi (Hanpymep, Npyem BXOAALLMX 3BOHKOB, OTKPbITUE 3aMKa BHELUHEN

BbI3bIBHOW CTaHLUM U T. 4.).
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5. View the setting information

e Portal Login successful!

1
:_ () Myhome v 1921682034 |
_______________________ 1

W jackychengn0d
[ #3WiFiindoorstation I
uuID:
c884cdf-1dc8-40b1-820d-420e7f7196ch
~ ~

e Portal Login successful!

“Jacky” iPhone
uuip
83294f4c-8124-4bae-9227-c0274900754b

|
”~ a4
= |
& @ B =
Ne OnucaHue
1 Wmsa WiFi n IP-agpec, KOTopble UCMOMb3YTCA BHYTPEHHEN Bbi3bIBHON cTaHumen WiFi

YueTHasa 3anucb nonb3osartens MyBuildings, koTopas ncnonb3yeTcs BHYTPEHHEW BbI3bIBHON

2 e
ctaHumen WiFi n npunoxeHnem
3 Yno6Hoe nms, KOTopoe UCMOoNb3yeTCH BHYTPEHHEN Bbi3blBHOW cTaHumen WiFi
4 Yno6Hoe nms, KoTopoe UCMOonb3yeTcs NpunoxeHveM. Ha akpaH MOXHO BblBECTM

oTobpaxeHve 0o 8 NPUNOXEHWN.

PykoBopacTBo no akcnnyatauuv 2TMD042000D0019
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8.5 NokanbHblIe HACTPOMKMU

8.5.1 Hactponka pMHrToHa

B pexnme oXXngaHma HaXKMUTe Ha KHOMKY HaCTpOVIKI/I, YTOObI OTKPbITb 3KpaH HaCTpOI;IKVI.

BbIGpaTb pUHITOH MOXHO MPY MOMOLLYM NpOrpaMMUpyeMoNi KHOMKK (He Goree 5 pUHITOHOB).
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8.5.2 HacTtpoika rpomkocTun

B pexnme oXXngaHma HaXKMUTe Ha KHOMKY HaCTpOVIKI/I, YTOObI OTKPbITb 3KpaH HaCTpOI;IKM.

BbIGpaTb ypoBEeHb MOXHO NPY NOMOLLM NPOrpamMmmMupyemoii KHomnku (He Gonee 5 ypoBHeEN).

PykoBopacTBo no akcnnyatauuv 2TMD042000D0019 |26



BBOO B 3KCrJityatTauutko

8.5.3 HacTtpomnka sspkoctu

B pexume oxxnaaHust HaXXMMTe Ha KHOMKY HacTPOWMKK, YTOBbI OTKPbITb 3KpaH HacTPOMKM.
BbIGpaTb ypoBEHb MOXHO NPY NOMOLLM NPOrpamMmMmUpyemMoi KHomnku (He Gonee 5 ypoBHeN).

Ha NpOTAXEeHUN nocnegHnx 10 CeKyH[ Ha 3KpaHe 0T06pa>|<aeTc;| OGpaTHbII;I OTCYEeT BpeMeHMN.

-

]
-

’
\
.
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BBOO B 3KCrJityatTauutko

8.5.4 HacTtpowka uBeta

B pexxvme oXxuaaHusi HBXXMUTE Ha KHOMKY HacTPOWMKW, YTODbI OTKPbITb 3KpaH HaCTPOMKM.
BbIGpaTb ypoBEHb MOXHO NPY NOMOLLM NPOrpamMmMmUpyemMoi KHomnku (He Gonee 5 ypoBHeN).

Ha NpOTAXEeHUN nocnegHnx 10 CeKyH[ Ha 3KpaHe 0T06pa>|<aeTc;| OGpaTHbII;I OTCYEeT BpeMeHMN.
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BBOO B 3KCrJityatTauutko

8.5.5 HacTtpoika KOHTpacTHOCTH

B pexume oxxnaaHust HaXXMMTe Ha KHOMKY HacTPOWMKK, YTOBbI OTKPbITb 3KpaH HacTPOMKM.
BbIGpaTb ypoBEHb MOXHO NPY NOMOLLM NPOrpamMmMmUpyemMoi KHomnku (He Gonee 5 ypoBHeN).

Ha NpOTAXEeHUN nocnegHnx 10 CeKyH[ Ha 3KpaHe 0T06pa>|<aeTc;| OGpaTHbII;I OTCYEeT BpeMeHMN.
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8.5.6 A3bIk

B pexnme oXXngaHma HaXKMUTe Ha KHOMKY HaCTpOVIKI/I, YTOObI OTKPbITb 3KpaH HaCTpOI;IKVI.

[nsa Bbibopa s3blka MOXHO BOCMOMNb30BaTLCS NPOrpaMMUPYEMONt KHOMKOM U KHOMKOW C KIYOM
(He 6onee 16 53bIKOB).

English Italiana
i Nederlands
Deutsch Cesky
Espafiol e
7 \
Frangais l\ I,'
s~ |-’
1mmmeT s 1 [ i 1 T
1 ~ 1 [V 1
1 1 [ 1
I 1 [ 1
! 1 1! 1
I 1 [ 1
1 1 1 : 1
™~ 1 o= I 1 1
& O | M)
[ ) I S f
(FX)
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8.5.7 UHdopmauua

B pexume oxxnaaHust HaXXMMTe Ha KHOMKY HacTPOKK, YTOBbI OTKPbITb 9KpaH HaCTPOMKM.

oAbou(

93 oot Tm Master mode

2 Outdoor station 1

() Mcu_vo.01_20200212

|31
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8.5.8 MonyuynTb pyKOBOACTBO NO 3KcnnyaTtauuum

B pexume oxxnaaHust HaXXMMTe Ha KHOMKY HacTPOKK, YTOBbI OTKPbITb 9KpaH HaCTPOMKM.
WcnonbayiiTe NpunoxeHvue gns ckaHnpoBaHus QR-koaa Ha akpaHe.

@ rvout

9% o001 'm Mastermode

12 Outdoor station 1

N 5655663
(D) mcu_vo.01_20200212

Xm=———
-

AS122_V9.98_202020504_ES_IMX6SOLO

@

O @
@

|32
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8.5.9 BoccTtaHoBneHue HacTpoeKk No ymon4yaHuio

B pexunme oXxngaHna y,u,ep>|<V|Bal7|Te KHOMKY HaCTpOI7IKI/I B TeyeHune 3 ¢, 4TobbI nonyynTb AOCTyn
K 3KpaHy BOCCTaHOBI1E€HUA. BbinonHute YKa3aHHble HXe JencTBus aAng BOCCTaHOBIEHUS Ha
YCTpOIZCTBe 3aBOACKMUX HACTPOEK No ymMon4yaHuio.

OD Factory settings ((7));) Network configuration
e 1=~
’ \
.
—_—— \\ ’
| ' 1
1 < : >
1 1
1 1
1 1
1 1
1
YV @ 0 =
L= =
o,
@ @
ao Factory settings
===
X v

i et

@
® O
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8.5.10 C6poc koHcurypauum cetm

B pexnme oXxXngaHua y,D,ep)KVIBaVITe KHOMKY HaCTpOI7IKI/I B TeyeHune 3 ¢, 4TobbI nonyynTb AOCTyn
K 3KpaHy c6poca. Bbinonnurte YKa3aHHble HXe Jencreunsa ons cﬁpoca HaCTpOeK CeTH.

O

1l

MpumeyvaHue

BbinonHeHve gaHHon onepauunn He npnBoAUT B UBMEHEHUIO HACTPOEK

MyBuildings.

QQ Factory settings

(2]

D Network configuration

@ D) Notwork configuration
X L
\N a =
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8.6 HacTpownka yepes npunoxeHuve

8.6.1 BBoa HacTpoek npunoxeHus

Ha rnaBHoMm 9KpaHe NpunoXxeHund BbINOJTHNTE YKa3aHHble HNXe nencreus:

Home Pair Devices

No events IP GatewayfTouch Panel

WiFi indoor station

nforr

“jacky" iPhone

WiFi indoor station Configuration

Scan the QR code WiFi incloor station detected

WiFi incdoor station connecte your mobile ce
Unpaired

ndoor station connected to home WiFi network!

cor station logged in to MyBuild
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Ecnu otckaHupoBaTth QR-Kof, Ha 3KpaHe BHYTPEHHEN BbI3bIBHOW cTaHumu WiFi MOXHO
npocMaTpuBaTh 3Ha4eHUsi cusbl curHana WiFi.

1
:_@I Setup WiFi

WiFi name:Myhoma
IP address: 192.1687.1.102

Y O O =
@ &)
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8.6.2 HacTtponka nporpammMmupyembix KHONOK

B npunoxeHuun Ha akpaHe Configuration (KoHdurypaums) Belbepute napameTtp Programmable
button (Mporpammupyemas kHomka), 4Tobbl 3agatb PYHKUMIO AN NPOrpamMMUPyEMOR KHOMKM.

[1] Select a program button;
[2] Set the function, e.g. "Release the 2nd lock".

Configuration

4.3 WiFi indoor station

Paired with:
“jacky” IPhone
Settings
Programmable button
Ca St

Outdoor station password

PykoBoacTBo no akcnnyaTauuu 2TMD042000D0019

Programmable button

1. Select ane programmable button:

Call guard urit
Intercom call

Switch actuator
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8.6.3 Mouck kamep

B npunoxeHun Ha akpaHe Configuration (KoHdurypaums) Boibepute napametp Camera list

(Cnncok kamep), a 3aTeM HaXXMUTE Ha KHOMKY

Configuration

4.3 WiFi indoor station

Paired with:

“jacky” IPhone

Settings

Programmable button

Outdoor stati

PykoBoacTBo no akcnnyaTauuu 2TMD042000D0019

Aana nony4vyeHnsa cnmcka Kkamep.

Camera list

Outdoor Station 1-1
Outdoor Station 1-2

Outdoor Station
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8.6.4 MN3meHeHMe napons BHeWHEWN BbI3bIBHOW CTaHUUMU

B npunoxeHuun Ha akpaHe Configuration (KoHdurypaums) Beibepute napameTp Outdoor station
password (lMaponb BHeLUHEN BbI3bIBHOW CTaHUmMK), BKNounte dyHkumo Enable password
(Bkntountb napornb) 1 BBeaguTe naponb (3—8 umdp). Haxmute Ha kHonky Finish (ToToBso),
4YTOObI COXPaAHUTDL N3MEHEHUS.

Configuration Outdoor station password Finish

4.3 WiFi indoor station
Paired with:

“Jacky” IPhane
Settings
Programmable buttan
Ca

Outdoor station password
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8.6.5 YnpaBsneHune nonb3oBaTtensimMmm

B cnyyae HeobxoanMocCTn ynpasneHns HECKONbKUMN NPUIOXEHNSMMW Ha OOHOW BHYTPEHHEN
BbI3bIBHOW cTaHumn WiFi cnegyeT BbIMONHUTL BXOA B Ty e YYETHYIO 3anucb Nonb3oBaTens
MyBuildings. OgHa BHYTpeHHsS Bbi3biBHasA cTaHumsa WiFi moxeT nogaepxusaTtb A0 8
NPUNOXEHWUN.

APP APP

[N -]

Panel

1. Pair the APPs

Mocne 3aBeplUeHVs NepBoHaYarnbHOM HACTPONKA aBTOMATUYECK C BHYTPEHHEN Bbi3blBHOM
cTaHuueit WiFi 6yaeT cBsA3bIBaTLCA NEPBOE MPUIOXKeHMe.

[ns opyrMx npunoxeHu nepBoHavanbHas HacTponka He TpebyeTtcsa. B npunoxeHun Ha akpaHe
WiFi indoor station (BHyTpeHHsia Bbi3biBHasA ctaHumsa WiFI) B pasgene Unpaired
(HeconpspkeHHble) BbiIbepyTe COOTBETCTBYHOLLYIO BHYTPEHHIO BbI3bIBHYIO cTaHumio WiFi n
HaXXxMuTe Ha kHonky OK.

Pair Devices WiFiindoor station G @

WiFi indoor station

Notice

Resend pairing request

v ok
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2. Unpair the APPs

Ha akpaHe Configuration (KoHdurypaums) B npunoxeHnn npy NnoMoLLmM kHonku Unpair
(PasbeguH1Tb) MOXHO OTKIMOYNTL CBA3b C APYTMMU MPUNOXKEHUSIMA.

WIFi indoor station G (+] Configuration Configuration

/' Wiiindoor station detected i dkiiennat tion
Paired with:

~/
“jacky” IPhone

Unpaired Faye

v Settings
Programmable button

Camel

tdoor station p
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8.6.6 YnpaBneHue ycTpoMcTtBamu

CyuiecTByeT BO3MOXHOCTb YNpaBneHnst HECKONbKUMW BHYTPEHHNUMMW BbI3bIBHLIMW CTAHLMAMM
WiFi npy1 NoMOLLM OAHOIO NPUIOXKEHNUS.

APP
®© 0 o0 8 ® 0 0 8
® @ ® @
Panel 1 Panel 2

1. Pair the WiFi indoor stations

Mocne 3aBeplUeHNs NepBOHaYaribHON HACTPOVKK NPUIIOXKeHWe ByaeT aBTOMaTUYECKM
CBA3bIBATLCA C BHYTPEHHEN BbI3bIBHOM cTaHumeln WiFi. B cnyyae BO3HUKHOBEHUS
HEeobX0AUMOCTU YrNpaBreHUst HECKONbKUMUW BHYTPEHHUMU BbI3bIBHBIMU CTaHUMAMU crieayeT
TONbKO MOBTOPHO BLINOMHUTL 3Tan NepBOHaYaribHON HAaCTPOKM.

2. Unpair the WiFi indoor stations

B npunoxeHun Ha akpaHe WiFi indoor station (BHyTpeHHsIA Bbi3biBHas ctaHumsa WiFl) B
pasgene Paired (ConpsikeHHble) BbibepuTe COOTBETCTBYHOLLYHO BHYTPEHHIOK BbI3bIBHYIO
ctaHumio WiFi n Haxxmute Ha kHonky OK.

Pair Devices WiFiindoor station G @
ay/Touch Panel

£

WiFi indoor station

Notice

Are you sure you want to unpair
the device?

b4 v ok
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9 YnpaBrieHue

9.1 3BOHKMN C BHELIHUX BbI3bIBHbIX CTaHLUNA

1 Outdoor station1

Ne DyHKUUA

1 VpeHTndmrkatop aboHeHTa

2 HaxmuTte Ha STOT 3HaYOK, YTOObI NPUHATL BbI3OB.

3 Ha)KMI/ITeVHa 3TOT 3HAYOK, YTOObI CHATb YCTAHOBMNEHHbIV MO YMONYaHUIO 3aMOK C BHELLHEN
BbI3bIBHOW CTaHLMW.

4 HaxmuTte Ha 3TOT 3Ha4oK, YTODObI 3aBEepLUUTL BbI3OB.

Haxmute Ha STOT 3HaAYOK, YTODbI CHSATb BTOPUYHbINA 3aMOK C BHELLHEN BbI3bIBHOM CTAHUMMW UK
5 BKITOYMTb CBET (B 3aBUCUMOCTU OT HACTPOMKM NPOrpamMmMmUpPyEMOii KHOMKM CONPsiKeHHOM
BHYTPEHHEW BbI3bIBHOW CTaHLMN).

HaxmuTe, 4tobbl JO06aBUTL YCTPOMCTBO B M3bpaHHoe (nogpobHast MHOpMaLUs COAepXMTCs B
pasgene «KOHTpOrb»).

7 HaxmuTe n y,uepx(MBaDlTe M306pa>KeH|/|e, 4YTOObI CAENaTb CHUMOK SKpaHa.
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9.2 KoHTponb BHEWHUX BbI3bIBHbIX CTaHL WA

Ha rmaBHoM 9KpaHe NpUnoXeHna HaXxXMmMTe Ha KHOMKY u, YTOObI nony4ynTb AOCTYN K 3KpaHy
crnucka YCTpOI;ICTB, 3arem Bbl6epI/ITe COOTBETCTBYHOLLUYIO BHELUHIOK BbI3bIBHYIO CTaHUWUIO OANA
BKIMIOYEHNA KOHTPOMA.

Home Device list Outdoor 1

“jacky" iPhone, No events

Outdoor 1-0510

“jacky" iPhone

Events A

Events

Ne DYHKUMSA

1 MpeHTudukatop aboHeHTa

2 HaxxmMuTe Ha 3TOT 3HAYOK, YTOObI 3aBepLnNTb CeaHC KOHTPONA 1 CBA3N.

HaxxmMuTe Ha 3TOT 3HAYOK, YTOObI B npouecce KOHTPOIIA CHATb yCTaHOBﬂeHHbIIZ no ymMon4aHuto
3aMOK C KOHTpOJ'IMpyeMOﬁ BHELLHEW BbI3bIBHON CTaHLUN.

HaxmuTe Ha STOT 3HAYOK, YTOObI CHSATb BTOPUYHbINA 3aMOK C BHELLHEN BbI3bIBHOW CTAHLMW U
4 OTKMIOYUTb aKTUBATOP BbIKMOYaTeNs (B 3aBUCMMOCTM OT HACTPOMKM NPOrpaMMMpyeMomnt KHOMKM
COMpPSXKEHHON NaHenn).

HaxxmMuTe Ha 3TOT 3HAYOK, YTOObI BKIMOUYNTL CBA3b C BHELLHEN BbI3bIBHOW CTaHUMen (no

5
YMOIYaHWIO OTKMOYEHa).
6 * HaxxmuTte, 4To6bl 4O06aBUTL 3TO YCTPOMCTBO B M3BpaHHoe.
7 HaxmuTe 1 yaepxusante nsobpaxeHue, 4Tobbl caenaTe CHUMOK 3KpaHa.

PykoBoacTBo no akcnnyaTauuu 2TMD042000D0019
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* kpaH Favorites (U3bpaHHoOe)

Ha rnaBHOM 3KpaHe npurnoXeHUst HAXXMUTE Ha KHOIMKY E 4TOBbI NPOCMOTPETL N3OPaHHLIE
yCTpPOMNCTBA.

= BHyTpeHHs ceTb

K4 - Bhewmss ceTb

Favorites
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9.3 KoHTponb kamep

[o Havana ncnonb3oBaHWsa AaHHON PYHKLUUM HE0BX0AUMO BbINOMHUTL NOUCK Kamep npu
noMoLLM 3kpaHa npunoxeHna Camera list (Cnncok kamep).

Ha rmaBHoM 9KpaHe NpUnoXeHnsa HaXxXMmMTe Ha KHOMKY n, YTOObI nony4ynTb AOCTYN K 3KpaHy COo
CMNnUckom yCTpOVICTB, n Bbl6epI/ITe COOTBETCTBYHOLLYIO KaMepy AnA BKINKYeHUA KOHTPOMA.

Device list

Home 1 camera1-1

“jacky" iPhone, No events

1 Outdoor station’ ¢h

"jacky" iPt
jacky" iPhone, 151-Test-1 ih 152-Test-1

camera 1-1-Test- camera 1-2-Test-1
Events A

Ne DYHKUMSA

1 WpeHTudukatop aboHeHTa

2 HaxxmuTe Ha 3TOT 3HaYoK, YTOObI 3aBEpPLUUTL CeaHC KOHTPONS.

3 He goctynHo

4 HaxmuTe, 4tobbl 406aBUTL 3TO YCTPONCTBO B U3BpaHHoe.

5 HaxmuTte 1 yaepxusante nsobpaxeHue, 4Tobbl caenaTe CHUMOK 3KpaHa.
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9.4 UHTepkom

[o Havana ncnonb3oBaHKsa 3TON PyHKUMKN HeobXxoauMo 3aaath A5 NPOrpaMmMmUpyemon KHOMKM
dyHkumto Intercom call (3BoHOk MHTepkom). MogpobHasa nHbopmMauma coaepXxnTcsa B pasgene
«KoHdurypaumsa nporpammmpyeMbIxX KHOMOK.

Ha rmaBHoM 9KpaHe NpUnoXeHna HaXxXMmTe Ha KHOMKY u, YTOObI nony4ynTb AOCTYN K 3KpaHy Co
CMNnckom yCTpOVICTB. 3arem Bbl6epI/ITe Ha3Ha4YeHHy BHYTPEHHIOK BbI3bIBHYHO CTaHLUIO, YTOObI
NHUUMMpPOBAThb BbI30B.

Home Device list

“jacky" iPhone, No events

1 Outdoor station’ ¢h

“jacky" iPhone
151-Test-1 1S2-Test-1

camera 1-1-Test-1 gl camera1-2-Test-1

Events A

] ] . ]
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9.5 OTknioyeHue aKTUBaATOpPOB BblKNk4yaTens

[o Hayana ncnonb3oBaHKsa 3TON PyHKUMKM HeobxoauMo 3aaath A5 NPOrpaMmMmUpyemon KHOMKM
dyHkumto Switch actuator (AkTuBaTop BbikntovaTens). NogpobHasa nHpopmaumsa cogepxnTcs B
pasgene «KoHdurypaumsa nporpaMMmpyembiX KHOMOK».

Ha rmaBHOM 3kpaHe NpUnoXeHUst HAXKMMUTE Ha KHOMKY ﬂ YTOGbI MOMYYMTb AOCTYN K 3KPaHy
Access control (KoHTpornb AocTyna), BbiGeEpUTe COOTBETCTBYIOLLNIA aKTVBaTOP BbIKMHOYATENS U
HaXKMUTe Ha KHorKy OK, 4ToObl OTKPLITbL €ro.

Home Access Control

"jacky" iPhone, No events

Are you sure you want to open
the actuator?

"jacky" iPhone|

v OK

Events A
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9.6 BbI30B KOHCbepxa

Ha rnaBHOM aKkpaHe NPUNOXeHNss HAXKMUTE Ha KHOMKY «V». 3aTeM HaxmuTe Ha kHonky Call

guard unit (BbiaBaTb cnyx0y oxpaHbl), BbibepnTe BHYTPEHHIOI BbI3bIBHYHO CTaHLMIO, CBA3AHHYIO
€O cnyx06oW oxpaHbl, U BbI30BUTE CryX0y OXpaHsbl.

Home

hone, No events
unt name and
Call Guard Unit

“jacky" iPhone

Log out
Events A

L]
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9.7 SOS

Ha rmaBHOM 3KpaHe NpuUnoXeHns HaXXMUTE Ha KHOMKY «V». 3aTeM HaxXMuTe Ha KHonky SOS,
4YTOObI OTNPaBUTL B Cryx0Oy oxpaHbl curHan SOS.

Home

hone, No events

Pair Dev

unt name and

“jacky" iPhone

Log out
Events A

L]
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9.8

Uctopusa

Ha rnaBHoMm 3KpaHe NPUIoXeHNs HaXXMUTE Ha KHOMKY «V», a 3aTeM — Ha KHorky Events

o
(CobbITus) Bl oSt nonyYeHUs [ocTyna K apXUBHBLIM 3aMMCsIM.

Home

hone, Everything is fine at
el

"jacky...hone's
Home

Mar 18, 20

camera 1-1

camera 1-1

Home

a)

camera 1-1

QOutdoor station
2

camera 1-1
A

Outdoor station?

DYHKUMSA

Bxogsawmin BbizoB

BkntoyeHne KOHTpONnA

MponyLUeHHbIN BbI30OB (MPOMEXYTOYHOE OTODPaXKeHne B KpacHOM LiBETE)

HaxmunTe 1 yaepxusanTe nsobpaxeHue, 4Tobbl coxpaHuTb ero B chotoansbome.
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Ha yctponcrtee ¢ onepaunoHHon cuctemon |IOS KOCHUTECH 3anncu U COBUHbLTE €€ BIEBO,
3aTeM HaXXMUTe Ha KHOMKY - ONs yoaneHus 3anucu.
Ha ycTponcTse ¢ onepaunoHHorn cuctemon Android HaxXMUTe 1 yaepxuBanTe 3annck, 3aTteMm

HaXXMWUTE Ha KHOMKY = ana yoaneHna 3anucu.
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10 be3onacHoOCTb ceTu

10.1 Disclaimer

The products are designed to be connected and to communicate information and data via a
network interface, which should be connected to a secure network. It is customer's sole
responsibility to provide and continuously ensure a secure connection between the product and
customer's network or any other network (as the case may be) and to establish and maintain
appropriate measures (such as but not limited to the installation of firewalls, application of
authentication measures, encryption of data, installation of antivirus programs, etc.) to protect
the product, the network, its system and interfaces against any kind of security breaches,
unauthorized access, interference, intrusion, leakage and/or theft of data or information. ABB
Ltd and its affiliates are not liable for damages and/or losses related to such security breaches,
unauthorized access, interference, intrusion, leakage and/or theft of data or information.

Although ABB provides functionality testing on the products and updates that we release, you
should institute your own testing program for any product updates or other major system
updates (to include but not limited to code changes, configuration file changes, third party
software updates or patches, hardware change out, etc.) to ensure that the security measures
that you have implemented have not been compromised and system functionality in your
environment is as expected.
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10.2 Performance and service

Network performance

Type Value

Ethernet 100 Mbps (148,800 packets/s)
ARP 20 Mbps (29,760 packets/s)
ICMP 100 Mbps (148,800 packets/s)
IP 60 Mbps (89,280 packets/sec)

Port and service

Port Service Purpose

5222 TCP Service for XMPP client

5269 TCP Xmpp server
Port 5060/tcp is used by SIP Server Flexisip/0.5.0 (sofia-sip-
nta/2.0).SIP(Session Initiation Protocol) is a messaging protocol to initiate

5060/tcp SIP communication sessions between systems. It is a protocol used mostly in
IP Telephony networks / systems to setup, control, and teardown
sessions between two or more systems.

5060/udp SIP Port 5060/udp is used by SIP Server Flexisip/0.5.0 (sofia-sip-nta/2.0).

5061/tcp SIP-TLS Port 5_061/th is used by SIP Server F|eXISIp/0.5.0 (soflq-5|p-nta/2.0) with
SSL ciphers that offer communication sessions encryption.

5062/udp SIP Local SIP service used by SIP Server Flexisip/0.5.0 (sofia-sip-nta/2.0)

50602/udp SIP Used by SIP STUN server

2222/tcp Private Used for b2bsip

2224/tcp Private Used for b2bsip

8277hcp Private Us_ed for inter-process communication for security storage component.
This port is limited only for local access by iptables.

1900/udp UPNP UPNP broadcasting port

49152/tcp UPNP Portable SDK for UPnP devices

Random . Random udp port is used for b2bsip to communicate with cloud flexisip

Private
Port/udp server.
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10.3

10.4

10.5

10.6

10.7

Deployment guideline

Please do not install the device in the public place and to ensure that physical access to the
devices is granted only to trusted personal. The customer must be aware that the unauthorized
physical access to the device can cause cyber security risk. The deployment assumes that the
person who can physical access the device is the device owner, who can answer a door call
and open the lock for outdoor station.

When user decides to remove the device from system, user shall reset the device to factory
setting in order to remove all the configuration data and sensitive data in the device. This will
prevent sensitive data leak.

It is recommended that the device is deployed together with security controls (such as a firewall
or an IPS) that can detect and possibly even prevent some of the DoS attacks. It is also
necessary that switches and routers are properly configured and allow for rate limiting, as well
as restrict the percentage of CPU power that is allowed to be spent on different interfaces by
using rate limiters.

Upgrading

Device supports firmware updating by uploading firmware from Welcome App. In this mode, a
signature file will be used to verify the authentication and integrity of firmware.

If Internet services available, device will connect to MyBuildings sever to download the new
firmware, but needs to be confirmed by end user every time by Welcome App.

Backup/Restore

There is no backup and restore of the configuration data for the device.

Malware prevention solution

The product is not susceptible to malware, because custom code cannot be executed on the
system. The only way to update the software is by firmware upgrading. Only firmware signed by
ABB can be accepted.

Password rule

There is no preset administrator account/password in the device.
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[MpumeyaHue

Mbi ocTaBnsiem 3a cobon npaBo Ha TeXHUYECKNEe UAMEeHEeHNA U pedaKkunto coaepXaHna gaHHoro
OOKYyMeHTa B noboe Bpem4, 6e3 npeaBapuTernbHONro N3BeLlleHuns.

ﬂo,qpo6Hb|e TeXHU4eCKne XxapaktepucTtuku, cornacosaHHble Ha MOMEHT 3aka3sa, NPUMEHATCA
KO BCceM 3aka3am. ABB He HeceT OTBETCTBEHHOCTU 3@ BO3MOXHbIE OLLUMOKM UM HETOYHOCTH
OaHHOIo OOoKyMeHTa.

Mbl COoXpaHAaeMm 3a cobon Bce npasa Ha OaHHbIN OOKYMEHT, onncaHuna 1 I/I306pa)KeHI/1ﬂ
npeacrtaBlieHHble B HEM. HaHHbIn OOKYMEHT, ero coaepxaHue, uinn BbITAXKM U3 HEro, He MoryT
BOCNpon3BoANTbLCA, NepenaBaTbCA UM NCNONb30BaTbCA TPETbUM CTOPOHaMU 6e3
npeaBapuTeribHONO NUCbMEHHOrO cornacus co CTopoHsl ABB.
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