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ABB operates a cyber security assurance program to test the security and robustness of our
products. As part of this program, ABB’s Device Security Assurance Center (DSAC), performs a
verification of our products prior to their release to the market. DSAC is a dedicated ABB internal
center independent from the product development organization. DSAC'’s cyber security test process
is compliant with SVV-3A1, SVV-3A3, SVV-3A5, SVV-3B, SVV-3C1, SVV-3C2, SVV-3D, SVV-4, and
SVV-5 requirements of IEC62443-4-1: 2018 Secure Product Development Lifecycle Requirements
and meets Maturity Level 3.

The products undergo applicable robustness and security tests, which include port scanning,
network flooding, vulnerability scanning, protocol fuzzing, and security testing for web
applications, mobile applications, and APIs. Various commercial and non-commercial tools are used
to perform the robustness and security tests.

DSAC certifies that the above product has successfully completed and passed cyber security related
testing in support of cyber security standards in compliance with DSAC's test and verification
procedures.
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