ABB CYLON® TECHNICAL BULLETIN NO. 553
Issue Date: 24 September 2025

ASPECT CentOS 7 Q2 2025 CVE Patch

Summary

ABB has released the Q2 2025 CVE patch bundle for Aspect Nexus-3 and Aspect Enterprise devices running CentOS 7.
aspect_centos7_0S_patch_v3.08.04-Q2-2025-06-30.bundle.zip

This security upgrade bundle includes CVE patches for CentOS 7 since the OS went End Of Life June 30,2024 through June
30, 2025. This upgrade bundle is cumulative so there is no need to run the aspect_centos7_0OS_patch_v3.08.04-Q1-
20250331 bundle prior to installing this patch.

However, it is Essential that your CentOS 7 device be upgraded to a minimum of ASPECT v3.08.04 including the CVE patch
upgrade that will insure that the CentOS 7 device has been updated to CentOS 7 End Of Life prior to running this upgrade
script.

Detail
DON’T EXPOSE YOUR DEVICES ON THE INTERNET

Although a comprehensive discussion of network security is far beyond the scope of this document, the following items
provide a starting point for creating a secure equipment installation. Where available, users should always defer to the
security policies of the hosting network organization.

1. Always ensure that the ABB Cylon® Building Energy Management System (BEMS) solution is deployed on an isolated
network specifically designated for BEMS controls only, with no connections to external networks.

2. Strictly prohibit the connection of ABB Cylon® BEMS devices to networks that include security-critical IP devices,
such as CCTV systems, any data-sensitive infrastructure or credit card terminals.

3. ABB Cylon® BEMS solutions should never be exposed to the Internet. Exposure turns your system into a potential
target accessible by every individual and machine globally.

4. Adopt a zero-exposure policy for ABB Cylon® devices on the internet. Always prioritize security by limiting
information exposure to the minimum necessary for operational functionality.

5. Mandate the use of Secure Virtual Private Networks (VPNs) for all remote access requirements and always employ
a Firewall for services requiring internet connectivity. VPNs ensure that devices remain off the public internet while
providing a secure and encrypted path for authorized users to access system functions.

For more details see HT0038 ASPECT, FBXi and CBXi System Network Security Best Practice

INSTALLATION
ASPECT CentOS 7 Q2 2025 Security patch INSTALLATION INSTRUCTIONS

Please note that this security patch requires that the CentOS 7 device be at a minimum firmware release version of
v3.08.04 and that the device has been updated to include all security patches provided before CentOS 7 went end of life in
June of 2024.

PLEASE NOTE:
Before installing this security patch it is required that your CentOS 7 device has been updated to CentOS 7 End Of Life.
This can be done online or using an offline bundle provided by ABB. Instructions for these procedures are listed below.

IMPORTANT: Backup Your Project, Server Configuration and Database Prior to OS Upgrade
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It is always good practice to make proper backups of the Project, Configuration and Database of an ASPECT target prior
to doing any upgrade if they are not already available. Fresh backups can be made from the following pages on the
ASPECT Web User Interface:

e  Project: Project Instance - Project Source
e  Configuration: System Administration - Backup / Restore
e Database: Database Management - MySQL Administration OR SQLite Maintenance

On-Line CentOS 7 End Of Life (EOL) Upgrade

In order to prepare an ASPECT CentOS 7 target to receive OS security patches, it must first be updated with all security
patches provided by the CentOS Project up until it was declared End Of Life on June 30th 2024. These patches can be
installed from the CentOS Vault repositories provided the following conditions are met:

e  The ASPECT CentOS 7 Target Device or Enterprise VM has “outgoing only” access to the internet to access the
CentOS Project vault repositories. Please work with your IT team to configure firewalls appropriately to allow
outgoing access only.

e The ASPECT CentOS 7 target is configured with access to a DNS Server so that the yum upgrade package manager
can locate the CentOS Project vault repositories.

# B Communication Setup
# [ Captures
S P System Administration

= P Ethernet Settings

P License Server Configurati * | Ethernet Settings

Manage ethernet settings.

& User Manager Detected IP: 192.168.55.182

#& LDAP Configuration
£ Authentication Configurat
& System Services

© System Status

I Process Status

2. System Updates

2. Project Upload (BSX)

2. 0S Update patches

{ 05 Auto-Update

8 Backup/Restore

Secondary Interface
Q_ Network Diagnostics
A Time Settinas

Obtain an IP Address Automatically
Use the following IP Address:

IP Address 192 ] 168 |55 |

182

Subnet Mask 255 |[255 |[255 |0

Gateway 192 @ E D

Preferred DNS

Server '

Alt te DNS .

Server [} Jcoptionan
Submit

Configure Preferred DNS with a valid DNS Server

e  Verify that the DNS Server can resolve Domain Names correctly

@ Aspect Throttled Logs &
[B Project Update (8SX) Log

P License Item Stat
I Pr
© cn
4 [ Datab
= Py Lic
P License
P Device Licensing
License Server Configurats

2. System Updates

2 Projec
1 0s

# g% Ethernet Settings
Q

2 Time Settinas

Ping
Ping
Host
Start Ping Test Clear Ping Results
Traceroute
Traceroute.
Start Traceroute Clear Traceroute Results
DNS Test

Hostname: centos.org
Clear DNS Results

Domain name centos.org resolved

o Once DNS Server has been confirmed to be accessible, manually run the YUM update by clicking on the “Run” button
from the OS Auto Update page in the WebUI:

£ Authentication Configuratior|

£ System Services

Q System Status

& Process Status

2, System Updates

4. Project Upload (BSX)
. 05 Update patches

Y 05 Auto-Update

8 Backup/Restore

Run YUM Update: Run

Off-Line CentOS 7 End Of Life (EOL) Upgrade

If your device is in a siloed environment where the target has no access to the internet for End Of Life (EOL) upgrades, an
off-line upgrade bundle is available from the ABB Community Toolbox.

Download Bundle:

[ aspect_centos7_EOL_upgrade_v3.08.04.bundle.zip

Unzip the upgrade bundle to extract the following files
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Note:

Note:

L aspect_centos7_EOL_upgrade_v3.08.04.zip
. aspect_centos7_EOL_upgrade_v3.08.04.zip.sha256

Verify the integrity of the upgrade bundle by comparing the sha256 hash with the value in the *.sha256 file.

Finally, upload and run the upgrade bundle from the OS Update patches menu option in the ASPECT WebUI.

Be careful to make sure not to upload the full bundled zip file (aspect_centos7_EOL_upgrade_v3.08.04.bundle.zip) file
directly to the target device as this will result in an error.

EIASPECT Admin A
83 1-AspectDemo 0OS Update patches - File Upload
[ Instance 2
Database Management
Licensing ABB will be providing OS patches and possibly dependency patches in the form of a collection of *.rpm files ina
Communication Setup zip archive.
Smart Router
Captures Max file size 500 MB
P~ System Administration
& User Manager Install OS patches:
am LDAP Configuration
£# Authentication Configuration
£ System Services
(Q System Status
I Process Status
1., System Updates aspect_centos7_EOL_upgrade_v3.08.04.zip 362.602 MB
&, Project Upload (BSX)

kd OS Update patches

A 05 Auto-Update

-8 -E-E-5
ooooo

+ Choose T, submit X Clear

Please note there are many patches available in the EOL upgrade bundle so the upgrade may take several minutes to
finish. Upon successful completion of the EOL upgrade the following screen is displayed:

EIASPECT Admin a libreport-plugin-bugzilla-2.1.11-53.€l7.centos x86_64 a
#-[3 1-AspectDemo abrt-libs-2 1 11-60.el7.centos X86_64
B Instance 2
s g Dtabase Management e T T D PR \/ Upload patches completed successfully. X
#-[ Licensing bind-libs-fite-9.11.4-26.P2.€I7_9.16.X86_64
B-[3 Communication Setup device-mapper-event-1 02 170-6.17_9 5 x86_64 sion
#-[ Smart Router
@ P9 Captures openssh-server-7.4pi-23.el7_9.X86_64
E-P= System Administration 124-1.8.3-1.2I7.1686

“ i User Manager elfutils-libs-0.176-5 el7ices

@@ LDAP Configuration .

- N glibc-common-2.17-326.€l7_9.3.x86_64

-§¥ Authentication Configuration

ﬂ System Services mariadb-libs-5.5.68-1 e|7.x86_64

o System Status rsync-3.1.2-12.el7_9.x86_64

& Process Status
£, System Updates
-‘1, Project Upload (BSX)

dbus-1.10.24-15.el7.x86_64

gl OS Update patches Please review the system log above for more details then proceed to System Services to reboot your system.
-4 05 Auto-Update

Successful EOL Upgrade
The device is now considered upgraded to CentOS 7 End Of Life. The following messages may be displayed on the screen
and are considered normal.
e same version - means update already applied
e notinstalled - means the dependency was never initially installed on this device so there is no need to update.

Reboot the server from the System Services menu to continue.

It is possible that you will get an error or the upgrade may appear to be stalled if there are any patches to the Apache
Web Server or dependencies since the upgrade depends on the web server to run. If this happens simply rerun the
upgrade.
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Off-Line CentOS 7 After End Of Life (AEOL) Patches

ABB has partnered with a 3rd party resource to provide important core OS patches for CentOS 7 since it has entered End
Of Life status. Patches on core OS packages that rank a CVSS score of 7 or greater will be provided to customers on a
quarterly basis from the security patch provider and are downloadable from the ABB Toolbox.

Download the CentOS Patch Bundle for Q2 created June 30, 2025:

. aspect_centos7_0S_patch_v3.08.04-Q2-2025-06-30.bundle.zip

This bundle includes core operating system patches issued from July 1, 2024 until June 30, 2025

Unzip the upgrade bundle to extract the following files

L aspect_centos7_0S_patch_v3.08.04-Q2-2025-06-30.zip
[ aspect_centos7_0S_patch_v3.08.04-Q2-2025-06-30.zip.sha256

Verify the integrity of the upgrade bundle by comparing the sha256 hash with the value in the *.sha256 file.
Finally, upload and run the AEOL patch bundle from the OS Update patches menu option in the ASPECT WebUI.

DI ASPECT Admin
B[ 1-AspectDemo
[ Instance 2

[ Database Management

B[ Licensing

B[ Communication Setup

B[ Smart Router
[ Captures

E- Py System Administration

~ @ User Manager

4@ LDAP Configuration

& Authentication Configurat

£} System Services
Q@ system Status
& Process Status
A+, System Updates

2 Project Upload (BSX)

i OS Update patches

) 0S Auto-Update
- B Backup/Restore

@ T Etharnat Cattinnc
Ll

Max file size 500 MB

Install OS patches:

=+ Choose X, submit

OS Update patches - File Upload

X Clear

aspect_centos7_0OS_patch_v3.08.04-Q1-20250331.zip

ABB will be providing OS patches and possibly dependency patches in the form of a collection of *.rpm files in a zip archive.

73.428 MB

Select CentOS 7 patch bundle and Submit

Please note there are many patches available in the CentOS 7 patch file so it may take several minutes to finish. Upon
successful completion of the CentOS 7 patch application the following screen is displayed:

<

DI ASPECT Admin

[ 1- AspectDemo

P Instance 2

[ Database Management
B9 Licensing

~B9 Communication Setup
[ Smart Router

[ Captures

P= System Administration
& User Manager

@@ LDAP Configuration

- System Services
‘(D System Status
& Process Status
2 System Updates
4. Project Upload (8SX)
Y 05 Update patenes|
) 0S Auto-Update
8 Backup/Restore
243 Ethernet Settings

-4 Authentication Configurat

a

v

OS Update patches - Update Complete

Please review the system log below for more details then proceed to S

Install Details:

Start OS patches install
Date: 2025-04-17 16:35:21

Uploaded file: aspect_centos7_OS_patch_v3.08.04-Q1-20250331.zip

\/ Upload patches completed successfully. X

Command: yum -y makecache —-noplugins --disablerepo=* —-enablerepo=local

Metad

ata Cache Created

Command: yum -y -v —disablerepo=* —enablerepo=local --nogpgcheck —noplugins update
Config time: 0.031

Yum version: 3.4.3

rpmdb time: 0.000
Updating Everything
Building updates object
Setting up Package Sacks
pkasack time: 0.006

Once patch bundles have been applied, restart the system
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# [ Database Management
® M Licensing
# [™ Communication Setup
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B P System Administration
& User Manager
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& Authentication Configuratior|

System Status

System Services

Start, stop, and restart services.

Service

System - Restart

Submit

~
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After EOL Patch List for CentOS 7

Below is the list of patches that are included in the “after EOL” patch upgrade bundle for ASPECT CentOS 7 devices. These

are the patches that have been made by ABB’s security patch partner to address CVE vulnerabilities with a severity score
greater than CVSS score 7 i.e. vulnerabilities of high concern for the CentOS 7 operating system.

The list below summarizes what is included in the following patch bundle released for Q1 2025:

aspect centos7 OS patch v3.08.04-02-2025-06-30.zip

June 2025

c-ares-1.10.0-3_0l002.el7 Build Date: Fri 27 Jun 2025 01:24:28 PM UTC

Bumping olXXX to add i686 RPMs cleanly (so customers do not need to purge RPMs republished with the same name)
gemu-kvm-1.5.3-175_0l001.el7_9.6 Build Date: Wed 25 Jun 2025 03:31:33 PM UTC - Backported patch for CVE-2020-27617.
jsoup-1.6.1-10_ol001.el7 Build Date: Wed 25 Jun 2025 01:41:47 PM UTC - Backported upstream patch for CVE-2015-6748.

httpd-2.4.6-99_01008.el7.1 Build Date: Mon 23 Jun 2025 07:38:16 PM UTC - Backported upstream patch for CVE-2022-37436.

cpio-2.11-28_0l002.el7 Build Date: Mon 23 Jun 2025 06:28:44 PM UTC - Backported changes to address CVE-2015-1197.
bzip2-1.0.6-13_0l001.el7 Build Date: Mon 23 Jun 2025 04:27:22 PM UTC - Backported patch to address CVE-2019-12900.
c-ares-1.10.0-3_ol001.el7 Build Date: Thu 12 Jun 2025 06:43:57 PM UTC - Backported patch for CVE-2017-1000381.
libssh2-1.8.0-4_01002.el7_9.1 Build Date: Tue 10 Jun 2025 12:58:46 PM UTC - Backported patch CVE-2019-3859.
openssh-7.4p1-23_ol007.el7 Build Date: Tue 03 Jun 2025 08:13:14 PM UTC - Backported patch for CVE-2025-26465x

May 2025

sqlite-3.7.17-8_0l004.el7.1 Build Date: Tue 20 May 2025 03:29:53 PM UTC - Backported patch to address CVE-2017-10989
libxslt-1.1.28-6_ol001.el7 Build Date: Thu 15 May 2025 05:54:22 PM UTC - Backported patch to address CVE-2016-4738
sqlite-3.7.17-8_ol003.el7.1 Build Date: Fri 09 May 2025 01:01:00 PM UTC - Backported patch to fix CVE-2019-20218
cpio-2.11-28_0l001.el7 Build Date: Thu 01 May 2025 02:28:09 PM UTC - Backported patch to fix CVE-2016-2037
libtiff-4.0.3-35_0l001.el7 Build Date: Thu 01 May 2025 01:55:35 PM UTC - Backported patch to fix CVE-2024-7006
sqlite-3.7.17-8_0l002.el7.1 Build Date: Thu 01 May 2025 01:43:31 PM UTC - Backported patch to address CVE-2020-35525

April 2025

zlib-1.2.7-21_ol001.el7_9 Build Date: Tue 29 Apr 2025 07:50:44 PM UTC - Backported fix for CVE-2023-45853
openssh-7.4p1-23_0l006.el7 Build Date: Fri 25 Apr 2025 02:54:33 PM UTC - Backported patches to address CVE-2023-48795
python-2.7.5-94_0l009.el7 Build Date: Fri 25 Apr 2025 12:35:04 PM UTC - Backported patch to address CVE-2021-3737
bind-9.11.4-26.P2_ol004.el7_9.16 Build Date: Tue 22 Apr 2025 07:59:43 PM UTC - Backported to fix CVE-2024-11187
perl-DBI-1.627-4_ol001.el7 Build Date: Tue 15 Apr 2025 07:26:40 PM UTC - Backported changes to fix CVE-2020-14393
python-2.7.5-94_0l008.el7 Build Date: Tue 15 Apr 2025 04:16:10 PM UTC - Backported patch to address CVE-2024-6232
python3-3.6.8-21_0l007.el7_9 Build Date: Fri 11 Apr 2025 04:07:28 PM UTC - Backported patch to address CVE-2021-3737
expat-2.1.0-15_0l002.el7 Build Date: Wed 09 Apr 2025 04:07:11 PM UTC - Backported patch to fix CVE-2016-9063
python3-3.6.8-21_0l006.el7_9 Build Date: Tue 08 Apr 2025 06:05:17 PM UTC - Backported patch to address CVE-2024-6232

March 2025

libssh2-1.8.0-4_0l001.el7_9.1 Build Date: Fri 28 Mar 2025 02:28:59 PM UTC - Backported patch to fix CVE-2023-48795

gnutls-3.3.29-9_0l001.el7_6 Build Date: Wed 26 Mar 2025 07:09:53 PM UTC - Backported patches for CVE-2023-5981, CVE-2024-0553, and

CVE-2018-16868
nettle-2.7.1-9_0l001.el7_9 Build Date: Wed 26 Mar 2025 06:28:21 PM UTC - Backported patches for CVE-2018-16869
bind-9.11.4-26.P2_0l003.el7_9.16 Build Date: Mon 24 Mar 2025 04:09:09 PM UTC - Backported patches to fix CVE-2022-3094

ntp-4.2.6p5-29_o0l001.el7.2 Build Date: Wed 19 Mar 2025 08:43:29 PM UTC - Added a warning message that shows the mitigation for CVE-

2019-11331
glibc-2.17-326_0l008.el7_9.3 Build Date: Mon 25 Nov 2024 04:30:18 PM UTC - Backported patch to address CVE-2020-1752

February 2025
openssh-7.4p1-23_ol005.el7 Build Date: Tue 11 Feb 2025 04:10:21 PM UTC - Changed CVE-2023-51385 behavior from automatic disabling of

SCP to notification.

January 2025

rsync-3.1.2-12_ol001.el7_9 Build Date: Thu 30 Jan 2025 01:43:31 PM UTC - Backported patch to address CVE-2024-12085.
krb5-1.15.1-55_0l002.el7_9 Build Date: Wed 29 Jan 2025 07:49:11 PM UTC - Backported fix for CVE-2024-3596.
openssl-1.0.2k-26_ol001.el7_9 Build Date: Mon 13 Jan 2025 09:07:25 PM UTC - Backported patch to address CVE-2022-2068.
httpd-2.4.6-99_0l007.el7.1 Build Date: Mon 13 Jan 2025 07:00:39 PM UTC - Backported patch to address CVE-2024-38473.
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openssh-7.4p1-23_ol004.el7 Build Date: Mon 13 Jan 2025 02:00:39 PM UTC - Backported patch to address CVE-2023-51385. - Backported
patch to address CVE-2020-15778.

python3-setuptools-39.2.0-10_ol001.el7 Build Date: Wed 08 Jan 2025 06:15:15 PM UTC - Backported patch to address CVE-2024-6345.
libarchive-3.1.2-14_0l002.el7 Build Date: Wed 08 Jan 2025 06:01:18 PM UTC - Backported patch to address CVE-2022-36227.

December 2024

python-setuptools-0.9.8-7_ol001.el7 Build Date: Tue 17 Dec 2024 08:34:49 PM UTC - Backported patch for CVE-2024-6345.
glib2-2.56.1-9_0l001.el7 Build Date: Mon 16 Dec 2024 05:44:41 PM UTC - Backported patch to fix CVE-2019-13012.

bind-dyndb-ldap-11.1-7_ol001.el7_9.1 Build Date: Tue 10 Dec 2024 07:22:32 PM UTC - Rebuilt bind-dyndb-ldap against bind-9.11.4-
26.P2.el7_9.16 to resolve named-pkcsll crashes (reported in FreelPA) after updating to bind > 9.11.4-26.P2.el7_9.15. This issue was
introduced by Red Hat around June 12, 2024, and not resolved prior to CentOS 7 going EoL.

krb5-1.15.1-55_0l001.el7 Build Date: Fri 06 Dec 2024 03:11:58 PM UTC - Backported fix for CVE-2024-37370.

python-2.7.5-94_0l005.el7 Build Date: Thu 05 Dec 2024 02:13:13 PM UTC - Backported patch to address CVE-2020-27619.
tcpdump-4.9.2-4_0l001.el7.1 Build Date: Mon 02 Dec 2024 08:55:40 PM UTC - Backported patch to address CVE-2020-8037.
bind-9.11.4-26.P2_0l002.el7_9.160fc la Build Date: Mon 02 Dec 2024 08:55:42 PM UTC - Backported patches to address CVE-2024-1737.

November 2024

glibc-2.17-326_0l008.el7_9.3 Build Date: Mon 25 Nov 2024 04:30:18 PM UTC - Backported patch to address CVE-2020-1752.
python-2.7.5-94_0l004.el7 Build Date: Fri 22 Nov 2024 05:48:11 PM UTC - Backported patch to address CVE-2022-48565.
glibc-2.17-326_0l007.el7_9.3 Build Date: Thu 21 Nov 2024 02:00:20 PM UTC - Backported patch to fix CVE-2017-8804.
bind-9.11.4-26.P2_0l001.el7_9.16 Build Date: Wed 20 Nov 2024 05:20:29 PM UTC - Backported patch to fix CVE-2024-1975.
python-2.7.5-94_0l003.el7 Build Date: Mon 18 Nov 2024 07:23:16 PM UTC - Backported patch to address CVE-2022-45061.
glibc-2.17-326_0l006.el7_9.3 Build Date: Fri 15 Nov 2024 03:31:50 PM UTC - Backported patch to fix CVE-2021-3999.
python-urllib3-1.10.2-7_ol001.el7 Build Date: Tue 12 Nov 2024 08:26:47 PM UTC - Backported patches to fix CVE-2023-43804 and CVE-2024-37891.

glibc-2.17-326_0l005.el7_9.3 Build Date: Tue 12 Nov 2024 07:44:50 PM UTC - Backported patch to address CVE-2023-4806, thus preventing
CVE-2023-5156.

systemd-219-78_0l004.el7.9 Build Date: Mon 11 Nov 2024 10:05:09 PM UTC - Reworked the backport of the patch to address CVE-2018-6954.
perl-5.16.3-299_0l002.el7 Build Date: Mon 11 Nov 2024 03:43:48 PM UTC - Backported patch to fix CVE-2020-16156.
bash-4.2.46-35_0l002.el7 Build Date: Thu 07 Nov 2024 08:31:51 PM UTC - Patch to fix CVE-2012-6711.

httpd-2.4.6-99_0l006.el7.1 Build Date: Thu 07 Nov 2024 04:53:11 PM UTC - Backported patch to fix CVE-2024-24795.

systemd-219-78_0l003.el7.9 Build Date: Wed 06 Nov 2024 10:38:26 PM UTC - Reverted patches that addressed CVE-2018-6954 due to an
issue with chrony.

systemd-219-78_0l002.el7.9 Build Date: Mon 04 Nov 2024 07:46:19 PM UTC - Backported patch to address CVE-2018-6954.

October 2024

gcc-4.8.5-44_0l001.el7 Build Date: Thu 31 Oct 2024 06:06:00 PM UTC - Backported patch to fix CVE-2021-37322.
glibc-2.17-326_0l004.el7_9.3 Build Date: Thu 31 Oct 2024 02:12:52 PM UTC - Backported patch to fix CVE-2022-23218.
bash-4.2.46-35_0l001.el7 Build Date: Wed 30 Oct 2024 07:12:13 PM UTC - Backported patch for CVE-2019-18276.
glibc-2.17-326_0l003.el7_9.3 Build Date: Tue 29 Oct 2024 05:22:58 PM UTC - Backported patch to fix CVE-2022-23219.

perl-5.16.3-299_0l001.el7 Build Date: Tue 29 Oct 2024 01:45:21 PM UTC - Backported patch to fix CVE-2016-6185. - Backported patch to fix
CVE-2023-31484.

python3-3.6.8-21_0l004.el7_9 Build Date: Tue 29 Oct 2024 02:38:30 PM UTC - Backported patch to address CVE-2020-10735.

python-2.7.5-94_0l002.el7 Build Date: Mon 28 Oct 2024 02:20:42 PM UTC - Backported patch to address CVE-2022-48560. - Backported
patch to address CVE-2020-10735.

python3-3.6.8-21_0l003.el7_9 Build Date: Thu 24 Oct 2024 07:33:30 PM UTC - Applied patch to address CVE-2022-48560. - Applied patch to
address CVE-2020-27619.

binutils-2.27-44.base_ol001.el7.1 Build Date: Wed 23 Oct 2024 07:11:24 PM UTC - Backported patch to address CVE-2022-44840. -
Backported patch to address CVE-2021-37322. - Backported patch to address CVE-2021-45078.

systemd-219-78_0l001.el7.9 Build Date: Fri 18 Oct 2024 04:09:10 PM UTC - Backported patch to address CVE-2023-26604.
python3-3.6.8-21_0l002.el7_9 Build Date: Thu 17 Oct 2024 09:17:34 PM UTC - Backported patch to address CVE-2022-48565.
perl-HTTP-Tiny-0.033-3_0l001.el7 Build Date: Tue 15 Oct 2024 02:04:43 PM UTC - Applied patch to address CVE-2023-31486.

httpd-2.4.6-99_0l005.el7.1 Build Date: Mon 14 Oct 2024 01:37:56 PM UTC - Backported patch to fix CVE-2022-28614. - Backported patch to
fix CVE-2022-28615.

glibc-2.17-326_0l002.el7_9.3 Build Date: Thu 10 Oct 2024 01:00:27 PM UTC - Backported patch to mitigate CVE-2021-35942.
python-2.7.5-94_0l001.el7 Build Date: Mon 07 Oct 2024 04:09:43 PM UTC - Backported patch to address CVE-2017-1000158.

September 2024

httpd-2.4.6-99_0l004.el7.1 Build Date: Mon 30 Sep 2024 01:53:43 PM UTC - Backported patches to fix CVE-2022-29404 and CVE-2024-
38476.

httpd-2.4.6-99_0l003.el7.1 Build Date: Thu 26 Sep 2024 06:57:09 PM UTC - Backported patch to address CVE-2024-38474. - Backported
patch to address CVE-2024-38475. - Backported patch to address CVE-2024-39573.

wget-1.14-18_0l001.el7.1 Build Date: Tue 17 Sep 2024 05:49:16 PM UTC - Backported patch to fix CVE-2024-38428.
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®  httpd-2.4.6-99_0l002.el7.1 Build Date: Wed 11 Sep 2024 01:39:51 PM UTC - Backported patch to address CVE-2024-38477.
e  turbojpeg-1.2.90-8_ol001.el7 Build Date: Mon 09 Sep 2024 06:43:37 PM UTC - Backported patch to fix CVE-2019-2201.

August 2024

®  openssh-7.4p1-23 0l002.el7 Build Date: Thu 15 Aug 2024 03:45:39 PM UTC - Fixed multiple vulnerabilities: CVE-2019-6109, CVE-2019-6110,
and CVE-2019-6111.

(] httpd-2.4.6-99_0l001.el7.1 Build Date: Fri 09 Aug 2024 08:44:43 PM UTC - Backported patch to fix HTTP response splitting for CVE-2023-
38709.

July 2024

® libarchive-3.1.2-14_0l001.el7 Build Date: Mon 29 Jul 2024 09:05:17 PM UTC - Backported patch to fix improper link resolution vulnerability
CVE-2021-31566.

openssh-7.4p1-23_ol001.el7 Build Date: Tue 30 Jul 2024 08:11:28 PM UTC - Backported patch to address CVE-2018-20685.
sqlite-3.7.17-8_ol001.el7.1 Build Date: Tue 30 Jul 2024 04:03:11 PM UTC - Backported heap out-of-bound read fix for CVE-2019-8457.
libtirpc-0.2.4-0.16_ol001.el7 Build Date: Fri 26 Jul 2024 09:13:41 PM UTC - Backported DoS vulnerability fix for CVE-2021-46828.
glibc-2.17-326_0l001.el7_9.3 Build Date: Mon 08 Jul 2024 01:00:26 PM UTC - Applied OpenLogic patch from glibc-2.17-326_0l001 to latest
CentOS 7 version at EoL (glibc-2.17-326.3) for CVE-2009-5155.

®  python3-3.6.8-21_ol001.el7_9 Build Date: Mon 08 Jul 2024 02:18:05 PM UTC - Applied OpenLogic patch from python36-3.6.8-19_ol001 to
latest CentOS 7 version at EoL (python36-3.6.8-21) for CVE-2022-45061.

Customer Impact

Note:

Note

Note:

Note:

Note:

Users must upgrade as soon as possible to ensure their ASPECT targets are secure and to take advantage of the latest
features and improvements.

ASPECT v3.08.04 is an irrevocable upgrade meaning if an ASPECT target has been upgraded to v3.08.04 it cannot be
backed down to any pre-v3.08.04 release.

ASPECT is not designed to be an “internet-facing” server application. If you need to access the ASPECT device remotely,
you should do so through a secure VPN (and not a publicly accessible internet domain).

ABB recommends that all unnecessary ports are closed on an ASPECT device.
After upgrading, always review port configuration (WebUI > Communication Setup > IP Port Administration) for any
unnecessarily open ports and close accordingly.

It is recommended that . aanm file checksums are verified against those published on the online ToolBox before a System
Upgrade is performed.

If you have any difficulty accessing ASPECT after upgrade, you may need to:

1. Clear your browsers history/cookies and restart the browser to clear out the older version/data (performing a hard
refresh with Ctrl+F5 is an alternative option).

2. If login is still not working after clearing the cache, you may need to use the alternative WebUI login page at
https://192.168.0.1/altlogin.php (replace the IP with your device’s host/IP).

Note: ABB recommends that all unnecessary ports are closed on an ASPECT device.
After upgrading, always review port configuration for any unnecessarily open ports and close accordingly.
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