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Notes on the instruction manual

1 Notes on the instruction manual

Please read through this manual carefully and observe the information it contains. This will
assist you in preventing injuries and damage to property and ensure both reliable operation and
a long service life for the device.

Please keep this manual in a safe place. If you pass the device on, also pass on this manual
along with it. Busch-Jaeger accepts no liability for any failure to observe the instructions in this
manual.

2 Safety

Warning
Electric voltage!
Dangerous currents flow through the body when coming into direct or indirect

contact with live components.

This can result in electric shock, burns or even death.

— Disconnect the mains power supply prior to installation and/or disassembly!

— Permit work on the 100-240 V supply system to be performed only by
specialist staff!

3 Intended use

As a part of the Busch-Welcome IP system, this device can only be used with accessories from
the system.
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Environment

4 Environment

Consider the protection of the environment!

Used electric and electronic devices must not be disposed of with household

waste.

— The device contains valuable raw materials that can be recycled. Therefore,
dispose of the device at the appropriate collecting facility.

41 Busch-Jaeger devices

All packaging materials and devices from Busch-Jaeger bear the markings and test seals for
proper disposal. Always dispose of the packing materials and electric devices and their
components via an authorized collection facility or disposal company.

Busch-Jaeger products meet the legal requirements, in particular the laws governing electronic
and electrical devices and the REACH ordinance.

(EU-Directive 2012/19/EU WEEE and 2011/65/EU RoHS)
(EU-REACH ordinance and law for the implementation of the ordinance (EG) No0.1907/2006)
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Product description

5 Product description
5.1 Device type
CIHIEE Product ID
number
H8304-03 2TMA130160H0061

Product name

IP actuator

Size (DxHxW)

Colour .
Unit: mm

Grey 90 X 72 X 65
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Product description

5.2 Terminal description

A
O O O

No.  Function
1 System power supply connector
2 Plug-in clamps (LOCK+...LOCK-) for door opener
3 Connector for sensor used for door status detection
4 Connector for exit push-button
5 Reset button
6 Status indicator
7 Plug-in clamps (NC...COM...NO) for floating output, door opener
8 LAN (PoE)

WN P
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Product description

5.3

Lock type

Electrical strike
lock, 12V

Electrical strike

Lock type and connection

Pic

lock, 24V
Electrical rim e u/\; N
lock, 12 V ,{t{ U ‘%
A
Electrical “
mortise lock
) | —|
Magnetic lock B
TypeA Type B
GND GND
DC+ DC+
LOCK+[ LOCK+
LOCK- S LOCK-
GND GND
NC NC
COM COM
NO NO

Operation type

Power on to open

Power on to open

Power on to open

Power off to open

Power off to open

Voltage

12V =/~

24V =/~

12V =

12V =

12/24 V =

Type C

GND

DC+

LOCK+

LOCK-

GND

COM

NO

Wiring type

Type A/B

Type B

Type A/B

Type C

Type C

Ne LN
| ps
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Technical data

6 Technical data

Designation Value
Rating voltage 24\ =
Operating voltage range 20-27V =

27V =,310 mA
24V =, 350 mA

Rating current

Operating temperature -25 °C...+55°C

DC: 12 V =, 4 A impulse, max. 500 mA holding

Power supply for door opener )
AC: 12 V ~, 50 Hz, max. 500 mA holding

Signal unlocking 230V ~,3A

Network connection standard IEEE802.3, 10/100 Mbps, auto MDI/MDI-X
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Mounting/Installation

7 Mounting/Installation

Warning

Electric voltage!

Dangerous currents flow through the body when coming into direct or indirect
contact with live components.

This can result in electric shock, burns or even death.

— Disconnect the mains power supply prior to installation and/or disassembly!

— Permit work on the 100-240 V supply system to be performed only by
specialist staff!

71 Requirement for the electrician

Warning

Electric voltage!

Install the device only if you have the necessary electrical engineering
knowledge and experience.

— Incorrect installation endangers your life and that of the user of the electrical
system.

— Incorrect installation can cause serious damage to property, e.g. due to fire.

The minimum necessary expert knowledge and requirements for the installation
are as follows:

— Apply the "five safety rules" (DIN VDE 0105, EN 50110):
1. Disconnect
2. Secure against being re-connected
3. Ensure there is no voltage
4. Connect to earth and short-circuit
5. Cover or barricade adjacent live parts.
— Use suitable personal protective clothing.
— Use only suitable tools and measuring devices.

— Check the type of supply network (TN system, IT system, TT system) to
secure the following power supply conditions (classic connection to ground,
protective grounding, necessary additional measures, etc.).
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Commissioning

8 Commissioning

8.1 Configuring the settings on the Indoor Station

Please follow the steps below:

Accessing the "Actuators" screen

[1] Press the reset button of the IP Actuator once during normal operation; the LED flashing
green means that the IP actuator has entered engineering mode.

[2] On the "Settings" screen of the panel, tap "Advanced Settings".

[3] Tap "Actuators" to access the corresponding screen.

X, Settings

® Display PANEL

<)) sound

5 Cloud Connections
Time & Date

=0 Access Management

SU User Settings

¥ Video Surveillance

& Intercom List

O Program Button
Advanced Settings 2
Software Update

About

@) Note

ik

minutes.

GND DO+ LOCK+ LOGK: GND 08 EXIT
W
H8304
IP Actuator
O (o
Status Reset
" Security Switch

ACTUATORS

e com Ho

05:57 Sat01-12-2018 \';"I 27.6°C

OUTDOOR STATIONS TRUSTED DEVICES

1P Actuator Device Setting

Set device details

Power Lock

Output Mode UnlockTime(s)
DC output (NC) ¥ 5

Relay Lock

Relay Type . Tumon light time
Turn onthe light 30 seconds

Lock Management

Link Exit Button with Lack

Power lock ~ «/ Reportwhenunlock

Door Status

_ . Doorstatusdeteetion

Device Version: HGMS1_V1.16_20240206_PP_STM32FA07VE
Serial Num: 104000CDEOL7FEE(KZU)

Signature :  4235510D1421213C

The IP Actuator will exit engineering mode if no operation is carried out for 5
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Commissioning

8.1.2 Configuring the device type

1. Configuring the network IP Actuator
Please follow the steps below:

[1] On the "Actuators” screen, go to the "IP Actuator Device Setting" section, tap "Set device
details".

[2] Select "Network" from the drop-down list.

[3] Enter the device number (01...32).

[4] Select the network type, it can set to "DHCP", "Customizable address" or "ABB Legacy".
= |f"ABB Legacy" is selected, IP address will be "10.0.x.x".

[5] Tap "Save & Close".

X Settings 05:57 Sat01-12-2018 (4] 27.6°C
Display PANEL  ACTUATORS  OUTDOORSTATIONS  TRUSTED DEVICES

<] sound
1P Actuator Device Setting

s Cloud Connections
Set device details

95 Time & Date

Power Lock
Access Management

_ QutputMode . Unlock Time(s)
DC output (NC) 5
User Settings

Relay Lock

+ Video Surveillance R Tumenighttime
—_— Turn on the light e 30 seconds

W Intercom List

Lock Management

Link Exit Button with Lock

(O program Button Power lock v /| Reportwhenunlock

Advanced Settings Door Status

S Y _ . Poorstafusdetection
oftware Update

Device Version: HGMS51_V1.16_20240206_PP_STM32FA07VE
Serial Num : 104000CDEO17FEE(KZU)
Signature: 4235510D1421213C

X Settings 05:57 Sat01-12-2018 (4] 27.6°C
® Display PANEL  ACTUATORS  OUTDOORSTATIONS  TRUSTED DEVICES

]) Sound
oz Set Device Details

2 Cloud Connections

95 Time & Date P Actuator Type
Network

=2 Access Manageme Physical Address

S User Settings Device
o1
* Video Surveillance 4 W oHcP©efault) I 265 Legacy B customiza

Intercom List

0}
(J program Button

o,

s .
£03 Advanced Settings

'S Software Update 5

S &Cl
.@ About ave ose

Signature:  4235510D1421213C
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Commissioning

2. Configuring the building IP actuator
Please follow the steps below:

[1] On the "Actuators" screen, go to the "IP Actuator Device Setting" section, tap "Set device
details".

[2] Select "Building" from the drop-down list.

[3] Enter the block number (001...999) and the device number (01...32).

[4] Select the network type, it can set to "DHCP", "Customizable address" or "ABB Legacy".
= If "ABB Legacy" is selected, IP address will be "10.0.x.x".

[5] Tap "Save & Close".

X Settings 05:57 Sat01-12-2018 [§] 27.6°C

Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

IP Actuator Device Setting
Cloud Connections
Set device details

95 Time & Date

Power Lock
= Access Management

— OutputMode . Unlock Time(s)
- DCoutput (NC) 5
AL User Settings

Relay Lock

+5 Video Surveillance T Tmon fghteime
—_— Turn on the light ¥ 30 seconds

ntercom List
Lock Management

Link ExitButton with Lock
Power lock v /| Reportwhenunlock

(J Program Button

Advanced Settings Door Status

Door status detection
Software Update _ .

Device Version: HGMS51_V116_20240206_PP_STM32F407VE
Serial Num: 104000CDEO17FEE(KZU)
Signature: 4235510D1421213C

X Settings 05:57 Sat01-12-2018 (3] 27.6°C
® Display PANEL  ACTUATORS  OUTDOORSTATIONS  TRUSTED DEVICES

]) sound
o= Set Device Details

% Cloud Connections

1PActuator Type
Building

=2 Access Manageme Physical Address

S User Settings slock Davice
001 o1

0 Video Surveillance 4 W oHcpefaul) B ces Legacy B custom address

0 Intercom List

O program Button

3% Advanced Settings

) Software Update 5
Save & Close

(@) About

Signature:  4235510D1421213C
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Commissioning

3. Configuring the private IP Actuator

Location of IP Actuator = Internal

In this case, the IP Actuator is connected to the router in the apartment (see the diagram

below).

Communitynetwork

Switch

Home network

Master

B I

DevicelD: 1...32

Router

Please follow the steps below:

[1] On the "Actuators" screen, go to the "IP Actuator Device Setting" section, tap "Set device

details".

X Settings

®© Display PANEL

]) Sound
Cloud Connections

9 Time & Date

<3 Access Management

AL User Settings

¥2 Video Surveillance
ntercom List

(J Pprogram Button
Advanced Settings

Software Update

05:57 Sat01-12-2018 (4] 27.6°C

ACTUATORS

OUTDOOR STATIONS TRUSTED DEVICES

IP Actuator Device Setting

Set device

Power Lock

details 1

‘Output Mode Unlock Time(s)
DCoutput (NC) 5

Relay Lock

Relay Type Turn on fight time
Turn onthe light 30 seconds

Lock Management

Link Exit Button with Lock

Power lock

Door Status

v /| Reportwhenunlock

_ . Poorstatus detection

Device Version: HGMS51_VL.16_20240206_PP_STM32F407VE

Serial Num :

Signature :

104000CDEOL7FEE(KZU)
4235510D1421213C

Product manual 2TMD041800D0044
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Commissioning

[2] Select "Private" from the drop-down list.

[3] Select "Internal IP gateway".

[4] Enter the device number (01...32).

[5] Select the network type, it can set to "DHCP", "Customizable address" or "ABB Legacy".
= If"ABB Legacy" is selected, IP address will be "10.0.x.x".

[6] Tap "Save & Close".

X Settings 05:58 Sat 01-12-2018 (4] 27.6°C
® Display PANEL  ACTUATORS  OUTDOORSTATIONS  TRUSTED DEVICES

]) Sound
oz Set Device Details

“Z Cloud Connections

@5 Time & Date 1P Actuator Type
] Private

<9 Access Manageme|
&) Internalll

Y User Settings 5 W oHCP©efault) B customizable address

¥2 Video Surveillance
O Intercom List

[ Program Button

o) i
£33 Advanced Settings

-;} Software Update 6
Save & Close

'@ About

Signature:  4235510D1421213C
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Commissioning

Location of IP Actuator = External

In this case, the IP Actuator is connected to the switch outside the apartment (see the diagram

below).

Communitynetwork

Switch

Master

]

B C I

o« [l Block no.:1...999

550 Roomno.:0101...6332

Device ID: 01/02

Home network

)

Router

Please follow the steps below:

[1] On the "Actuators" screen, go to the "IP Actuator Device Setting" section, tap "Set device

details".

X Settings 05:57 Sat01-12-2018 \';‘I

<@ Display PANEL ACTUATORS

) Sound

OUTDOOR STATIONS

IP Actuator Device Setting

Cloud Connections

9 Time & Date

Power Lock
<9 Access Management

Set device details 1

6°C

TRUSTED DEVICES

E———— OutputMode Unlock Time(s)
- DC output (NC) 5
SU User Settings

Relay Lock

5 \
+2 Video Surveillance Relay Type v
B — Turn on the fight

ntercom List

Lock Management

O Program Button

Power lock

Advanced Settings Door Status

Link Exit Button with Lock

Turon fghttime
30 seconds

/| Reportwhenunlock

Door status detection
Softwarellpdate _ .

Device Version :

Serial Num :

Signature :

104000CDEOL7FEE(KZU)
4235510D1421213C

HGMS51_VL16_20240206_PP_STM32F407VE

Product manual 2TMD041800D0044

|17



Commissioning

[2] Select "Private" from the drop-down list.

[3] Select "External IP gateway".

[4] Enter the device number (01...02).

[5] Enter the block number (001...999), floor number (01...63) and apartment number (01...32).
[6] Select the network type, it can set to "DHCP", "Customizable address" or "ABB Legacy".

= If "ABB Legacy" is selected, IP address will be "10.0.x.x".

[7] Tap "Save & Close".

X Settings 07:00 Sat01-12-2018 (§] 28.4°C
@ Display PANEL  ACTUATORS  OUTDOORSTATIONS  TRUSTED DEVICES

<] sound
=2 Set Device Details

% Cloud Connections

@5 Time & Date |PActuator Type Davice
Private v o1

=3 Access Manageme
@ nternaliPgateway (@) ExternallPg

AL User Settings ook Apartment
] 001 o1

5 Video Surveillance Fioor
] o1

U Intercom List
U
DHCP(Default) ABB Legacy Customizable address
gacy

([ Program Button

&% .
£93 Advanced Settings

() Software Update 7

Save & Close
'@ About

Signature :  4235510D1421213C

@) Note
The external and internal types cannot be used in mixed scenarios in the same
apartment.
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Commissioning

8.1.3 Configuring the lock

Configuring the power lock
Please follow the steps below:

[1] On the "Actuators” screen, go to the "Power Lock" section, select the output mode from the
drop-down list. It can be set to "AC output", "DC output (NC)" or "DC output (NO)".

[2] Enter the unlock time (default 5 seconds).

X Settings 05:58 Sat 01-12-2018 (4] 27.6°C
@ Display PANEL  ACTUATORS  OUTDOORSTATIONS  TRUSTED DEVICES

=) Sound
IP Actuator Device Setting
Cloud Connections
Set device details

95 Time & Date

Power Lock

Gutput Mode . Unlock Time(s)
DC output (NC) 5

Relay Lock

=3 Access Management

AL User Settings

+5 Video Surveillance T Tmon fghteime
—_— Turn on the light ¥ 30 seconds

ntercom List

(3 Program Button
Advanced Settings

) Software Update

Lock Management

Link Exit Button with Lock

Power lock v /| Reportwhenunlock

Door Status

_ . Doorstatus detection

Device Version: HGMS51_V116_20240206_PP_STM32F407VE
Serial Num: 104000CDEO17FEE(KZU)
Signature:  4235510D1421213C
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Commissioning

Configuring the relay lock

Please follow the steps below:

[1] On the "Actuators” screen, go to the "Relay Lock" section, select the output mode from the
drop-down list. It can be set to "Unlock" (default) or "Turn on the light".

[2] Enter the unlock time (default 5 seconds) or the time for turning on the light (default 30

seconds).

X Settings

<®© Display

) Sound
Cloud Connections

95 Time & Date

= Access Management

A User Settings

&5 Video Surveillance
ntercom List

(3 Program Button
Advanced Settings

Software Update

05:58 Sat 01-12-2018 \;.\ 27.6°C

ACTUATORS OUTDOOCR STATIONS TRUSTED DEVICES

IP Actuator Device Setting

Set device details

Power Lock

GutputMode . Unlock Time(s)
DC output (NC) 5

Relay Lock

Ralay Type Unlock Time(s)
unlock ¥ 5

Lock Management

Link Exit Button with Lock

Power lock v /| Reportwhenunlock

Deor Status

_ . Doorstatusdetection

Device Version: HGMS51_V116_20240206_PP_STM32F407VE
Serial Num: 104000CDEO17FEE(KZU)
Signature: 4235510D1421213C
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Commissioning

8.1.4 Configuring the "Report when unlock” function

If this function is enabled, each unlock record from the IP Actuator will be sent to SmartAP.
Please follow the steps below:

[1] On the "Actuators” screen, go to the "Lock management" section, tick the check box to
enable the function.

X Settings 05:59 Sat 01-12-2018 (4) 27.6°C

<® Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

IP Actuator Device Setting
Cloud Connections 0 0
Set device details

95 Time & Date

Power Lock

‘Output Mode Unlock Time(s)
DCoutput (NC) 5

Relay Lock

=2 Access Management

| User Settings

5 v
#«2 Video Surveillance Relay Type o Unlack Time(s)
—_— Unlock 5

ntercom List

Lock Management

(O Pprogram Button Poror ok e v /| Reportwhenunlock 1

Advanced Settings Door Status

SefiErEna U _ . Doorstaiusdeteetion

Device Version: HGMS51_VL16_20240206_PP_STM32F407VE
Serial Num: 104000CDEOL7FEE(KZU)
Signature :  4235510D1421213C
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Commissioning

8.1.5 Linking the exit button with the lock

The exit button can be linked with the designated lock of the IP Actuator.

Please follow the steps below:

[1] On the "Actuators” screen, go to the "Lock Management" section, select the lock type from
the drop-down list. It can be set to "Power lock" or "Relay lock".

X Settings

® Display

Cloud Connections

95 Time & Date

=9 Access Management

, User Settings

#2 Video Surveillance
ntercom List

O Program Button
Advanced Settings

Software Update

05:59 Sat 01-12-2018 \;.\ 27.6°C

ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

IP Actuator Device Setting

Set device details

Power Lock

‘Output Mode Unlock Time(s)
DCoutput (NC) 5

Relay Lock

Relay Type . Unlock Time(s)
Unlock 5

Lock Management

Link Exit Button with Lock

Power lock v /| Reportwhenunlock

Door Status

Boor Open Periodts)
oy pe ) /. Door status detection

Device Version: HGMS51_VL16_20240206_PP_STM32F407VE
Serial Num: 104000CDEOL7FEE(KZU)
Signature :  4235510D1421213C
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Commissioning

8.1.6 Configuring the "Door status detection" function

If this function is enabled, when the door is open longer than the setting value, the IP actuator
will send an alarm to the SmartAP (a sensor should first be connected to the IP actuator).

Please follow the steps below:

[1] On the "Actuators” screen, go to the "Door Status" section, tick the check box to enable the

function.

[2] Enter the door open period (60 seconds default).

X Settings
Display

£]) sound

S Cloud Connections
Time & Date

= Access Management

A User Settings

4O Video Surveillance

O Intercom List

(3 Program Button
Advanced Settings
Software Update

About

05:59 Sat 01-12-2018 \;.\ 27.6°C

ACTUATORS OUTDOOCR STATIONS TRUSTED DEVICES

R

Relay Lock

Relay Type . Unlock Time(s)
Unlock 5

Lock Management

Link Exit Button with Lack

Power lock ~ «/ Reportwhenunlock

Door Status

p— 1
\/ poersismaastesion

Device Version: HGMS1_V1.16_20240206_PP_STM32FA07VE
Serial Num: 104000CDEOL7FEE(KZU)
Signature :  4235510D1421213C

Update from SD card:

D Read SD card

Product manual 2TMD041800D0044
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Commissioning

8.1.7 Viewing the information

Please follow the steps below:

[1] On the "Actuators" screen, scroll down to view the information.

Settings 05:59 Sat 01-12-2018 (&) 27.6°C

> Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

» Dot N CE—
) Sound

Relay Lock

% Cloud Connections asiyType UnlockTimas)
_ Unlock 5

% Time & Date
Lock Management

Access Management Link Exit Button with Lock

Power lock /| Reportwhenunlock

°4 User Settings Door Status

DoorOpanPeriods) )
Door status detection
2 =D ShrSilEER \/ ‘

Intercom List Device Version: HGMS51_V116_20240206_PP_STM32F407VE 1
Serial Num: 104000CDEO17FEE(KZU)
LJ Program Button Signature:  4235510D1421213C

Advanced Settings
Software Update

About Update from SD card:

D Read SD card

No. Description

1 Software version
2 Serial number

3 Signature
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Commissioning

8.1.8 Updating the firmware

The IP Actuator can update the firmware via the Indoor Station which supports micro SD card.

The IP Actuator must exit engineering mode before the firmware is upgraded.

Please follow the steps below:

[1] On the "Actuators" screen of the panel, tap "Read SD card".

X Settings 05:59 Sat 01-12-2018 () 27.6°C

Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

» E——
] Sound

Relay Lock

Relay Type Unlock Time(s)
Unlock 5

Lock Management

% Cloud Connections
9 Time & Date

. Link Exit Button with Lack
=9 Access Management wae‘r Iu":k " v /| Reportwhen unlock

S User Settings

Door Status

Door Open Period(s) .
Door status detection
pldidecstnzilanea 8l oorstatu detection

ntercom List Device Version: HGM51_V1.16 20240206_PP_STM32F407VE
Serial Num : 104000CDEO17FEE(KZU)

(J program Button Signature:  4235510D1421213C

Advanced Settings

% Software Update

Update from SD card:

[ Read sDcard
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[2] Select the designated IP Actuator.

[3] Select the updating file from SD card.

[4] Tap "Save & Close".

[5] "Loading..." will be displayed to indicate that the upgrade is in progress.
[6] "Push success!" will be displayed if the upgrade is successful.

Settings 06:14 Sat 01-12-2018 (3] 28.3°C

Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

—
<)) sound
B Information A

% Cloud Connections Update from SD card:
®I'E Time & Date

Select Device Selact Device
Private IP Actuator-01

SY User Settings File name
] HGMS1,_VL17_20240304_PP.img

¥ Video Surveillance

=9 Access Manageme ~

O Intercom List

(O program Button

Advanced Settings
':::‘ Software Update 4

@ About Save & Close

O Read SD card

X Settings 06:15 Sat 01-12-2018 (3] 28.4°C

<® Display PANEL ACTUATORS OUTDOOR STATIONS TRUSTED DEVICES

_
=) Sound
B Information

S Cloud Connections ACTUATORS

@5 Time & Date

< Access Manageme
] Push success! 6

;L User Settings

5 Video Surveillance

@- Intercom List

() Program Button

293 Advanced Settings

() Software Update

(@) About

D Read SD card
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8.2 Configuring the settings on the SmartAP

8.2.1 Adding an IP Actuator

@) Note
Only an Outdoor Station without a certificate can be added by SmartAP. This
Outdoor Station will lose its certificate if its physical address is changed.

The Outdoor Station needs to be powered on before being added.

On the "Main Menu" screen of "Smart Access Point", follow the steps below,

[1] Click "Door Entry System".

BUILDING STRUCTURE

Design a building by Configure the devices of

creating floors and the access control
rooms system e.g. Cylinder,
repeater ...
; jacky

Locating and linking
devices

MAIN MENU

@
-

USER MANAGEMENT

Add and edit users.
Create user groups

Create and edit actions

L3
DOOR ENTRY SYSTEM

1

Create time control Configurate door entry
system devices, e.g.
indoor station, outdoor
station

=) Device configuration ¥ Preferences
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[2] Click "Add device".

[3] Select the device type from the drop-down list. It could be set to "Network IPA", "Building
IPA" or "Private IPA".

[4] Enter the device address,
[5] This function is available only when device type is set to "Second-confirm station".

= |f the Outdoor Station is installed in the community network, "Installed in the community
network" should be enabled.

[6] Enter the serial number.
[7] Click "Save".

ADD DEVICE

Device type Private IPA 3

Device addr. 1

5 [ Installed in the community network

Serial No. 104000CDEQ17FEE 6

Cancel 7 Save
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8.2.2 Accessing the designated IP Actuator screen

Please follow the steps below:

[1] On the "Main Menu" screen, click "Door Entry System".
[2] Click "IP Actuator".

[3] Click the designated IP Actuator to access the corresponding screen.

MAIN MENU

) -

USER MANAGEMENT

BUILDING STRUCTURE DOOR ENTRY SYSTEM

1

Design a building by

Configure the devices of

Locating and linking

Add and edit users.

Create and edit actions

Create time control

Configurate door entry

creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
W jacky (= Device configuration £} Preferences
Home @ & sos W) B DOOR ENTRY SYSTEM
[c4 IP actuator
IP actuator
Block IPA 001-01 >
Black IPA 001-01
Public area
Public area
il =] o =
Qutdoor station Indoor station IP actuator Guard unit Elevator
controller

Product manual 2TMD041800D0044

| 29



Commissioning

8.2.3 Viewing the serial number

Please follow the steps below:

[1] On the designated IP Actuator screen, go to the "Serial No." section to view the serial

number.

HoME @ & sos @ B DOOR ENTRY SYSTEM

Qs Block IPA 001-01

H8304

IP Actuator/FFAFTH#

Rating/ SRR Wi 24VDC, 350mA
ABB-Weicome IP

FEOMA XCewt

230V-3AX p
W com WO

#
Settings

LIST VIEW

Building IPA v
Al addr

1

Device N 1
4
Fa

Additional setting:
IP address >
Unlock setting >
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8.2.4 Viewing the version

Please follow the steps below:

[1] On the designated IP Actuator screen, go to the "Version" section to view the firmware

version.

HoME @ & sos @ B DOOR ENTRY SYSTEM

Qs Block IPA 001-01

H8304

IP Actuator/FFAFTH#

Rating/ SRR Wi 24VDC, 350mA
ABB-Weicome IP

FEOMA XCewt

230V-3AX p
W com WO

#
Settings

LIST VIEW

Building IPA v
Al addr

1

Device N 1
4
Fa

Additional setting:
IP address >
Unlock setting >
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8.2.5 Configuring the physical address

1. Network IPA

Please follow the steps below:

[1] On the designated IP Actuator screen, go to the "Device type" section, select "Network IPA".
[2] Go to the "Physical address" section, enter the device number (1...32).

[3] Click "Save".

HoME @ = sos @ B DOOR ENTRY SYSTEM

=5 Block IPA 001-01 LIST VIEW

[ S—— —— — —
= Network IPA v

£
©eocee®
v =

G+ LOGKs LOCK: GHD 08

H8304

IP Actuator/FF 27115

Rating /R , #i 24V0C, 350mA
ABB-Weicome IP

reemie fcext

280V-3AX
o oM N IP address >

Unlock setting >

y "

2. Building IPA
Please follow the steps below:

[1] On the designated IP Actuator screen, go to the "Device type" section, select "Building IPA".

[2] Go to the "Physical address" section, enter the block number (1...999) and the device
number (1...32).

[3] Click "Save".

HoME @ = sos @ B DOOR ENTRY SYSTEM

—— ey
= Building IPA i

oo e

oG+ LoKs LOOK: OND 08
o)

—| Block N 1

H8304

IP Actuator/FF 7115

Rating/ 4, 83 24V0C,350mA
ABB-Weicome IP

AN
EoOme Xcesl

NO
® @ @

IP address >

Unlock setting >
y
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3. Private IPA

Please follow the steps below:

[1] On the designated IP Actuator screen, go to the "Device type" section, select "Private IPA".
[2] Go to the "Physical address" section, enter the physical address:

[3] Click "Save".

Hove @ & sos @A B DOOR ENTRY SYSTEM

Private IPA v

1P Actuator/FF #5418
ting/ A 24VDC, 350mA
P

. Y Device Nt

FEOMa Zceslt

’ IP address >
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8.2.6 Configuring the IP address

Please follow the steps below:

[1] On the designated IP Actuator screen, go to the "Additional settings" section, click "IP
address".

[2] Select the network type, it can set to "DHCP" or "Static address.
= If "Static address" is selected, you need to enter the IP address manually.
[3] Click "Save".

HoME @ & sos @ B DOOR ENTRY SYSTEM
_—— i TS
E]
ceocee®
99,0+ ook o 0w 08 et
H8304
1P Actuator/ a5
Rating/ WA A1k 24VDC, 350mA
ABB-Welcome IP N
IP address
® .
St Reset
Unlock setting >
FEOMa Zcest
P v Local firmware update >
W com W
© @ e Online firmware update b

List of trusted devices >

HoME @ & sos @ B DOOR ENTRY SYSTEM

=4 Block IPA 001-01 LIST VIEW
IP addr

(L=
wn
eceocee®

00 0+ LoGKs LOCK- GND 08 ExT
o)

DHCP v

H8304

IP Actuator/FF 54T
Rating/SERE , i 24VDC,350mA
ABB-Weicome IP

FEOMAZcest

230V-3AX p
W com

© ® &

’
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8.2.7 Configuring the lock

Please follow the steps below:
[1] On the designated IP actuator screen, click "Unlock setting".

[2] Set the output mode for "Lock-GND" among "AC output", "DC output (NC)" and ", "DC
output (NO)".

[3] Set the unlock time for "Lock-GND".

[4] Set the output mode for "Relay lock" between "Unlock" and "Light".
[5] Setthe unlock time for "Relay lock".

[6] Click "Save".

Hove @ & sos @ B DOOR ENTRY SYSTEM

= Block IPA 001-01 LIST VIEW

- == - Serial
=
eeocee®
5o ok o8

H8304

1P Actuator/Ff 717

Rating /SRR , Ik 24VDC, 350mA
ABB-Weicome IP

P e:
. > address >
Status. Rosat

FEOMAZcest

230V-3AX p
w o com

€ e & "

Online firmware update

List of trusted devices >
>
Settings x v Save

Hove @ & sos @ B DOOR ENTRY SYSTEM

=5 Block IPA 001-01 LIST VIEW
k-GN

Unlock setting >

Local firmware update >

0..‘0.’ AC output v
8 0ot Looxs Lo owo 04 et e

- 5 +

H8304

1P Actuator/FF a7 Relay mode
Rating/ SUERE , ik 24VDC, 350mA
ABB-Weicome IP Unlock v
® O

Status. Rosat > : +
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-
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8.2.8 Configuring the trusted devices

If you want to release the lock on the IP Actuator, you need to check:
= If the Indoor station and the IP Actuator have been signed on "Smart Access Point".
= If the Indoor Station has been added to the trusted list on the IP Actuator.

Please follow the steps below:
[1] On the designated IP Actuator screen, click "List of trusted devices".
[2] Click "Add trusted devices".

HoME @ & sos QNN | DOOR ENTRY SYSTEM
A T = al Ne
o
o)
ceocee®
045 0o ook Lok oD 08 T
[
L F
HB304
1P Actuator/3 18317
Rating/ @A fE . iRk 24VDC, 350mA
ABB-Welcome IP
® o IP address >
st Reset
ad Unlock setting >
FE@M A ZCeL,st
Local firmware update >
200V-3AX 1
w oM wo
© e e Online firmware update >
List of trusted devices >
v
=
HoME @ = sos @ B DOOR ENTRY SYSTEM

— No trusted device

D DG+ LOCKe LOGK: ONO 08 EXIT
o)

|

HB304

IP Actuator/F 85115
Rating/#ERE . i 24V0C, 350mA
ABB-Weicome IP

FEOMA Zcest

230V~3AX y
W com N
®© @ e

Add trusted devices

([ Trust this management software

y2
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[3] Tick the check boxes to select the devices to be trusted.
[4] Click"v".

[5] The result is displayed on the screen.

[6] Click "Save".

Please select device

B oA
B [ Building1 3
&[4 Floor 1

(¥ Indoor station 001-0101-01

HoMe @ S sos @ B < DOOR ENTRY SYSTEM

Block IPA 001-01 LIST VIEW

Indoor station 001-0101-01 5
102807A7F04F00C

Delete selected

Delete all

Add trusted devices

7 [ Trust this management software
Settings m
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8.2.9

Updating the firmware

1. Local firmware update

Please follow the steps below:

[1] On the designated IP Actuator screen, click "Local firmware update".

[2] Click "Browser" to select the update file (.img).

[3] Click "Browser" to select the signature file (.sig).

[4] Click "Save".

[5] Click "I agree" to accept the end user license agreement.

HoMe @ S sos @ B

oz

DOOR ENTRY SYSTEM

Block IPA 001-01

V2
Settings

End User License Agreement

ABB End User Liconse Agreement (EULA)

IMPORTANT: PLEASE READ THE TERMS OF THIS LICENSE

CAREFULLY BEFORE CONTINUING WITH THIS PROGRAM INSTALL

This End-User License Agroement ("EULA') is a legal agreement between you (cither an individual of a
single entity) and ABB GENWAY XIAMEN ELECTRICAL EQUIPMENT CO., LTD or its afiates (the
“Company’) for the “SOFTWARE PRODUCT". SOFTWARE ‘means the machine readable
(obies version of i firmware, any copies made, bug fixes for, updates.
10, or upgrades thereol, and associated saftware componants, media, printod materials, and “onfine” o
electronic documentation. “Use” or “Using” means to download, instal, copy. acivate, access of otherwise
use the SOFTWARE PRODUCT. By Using the SOFTWARE PRODUCT, you agree 10 be bound by the
terms of this EULA. i you are entesing ino this EULA on behalf of an entiy, you represent thal you have
authority 10 bind that ensiy. This EULA represents the enti t

you and the Company. and it supersodes any prior proposal, representation, or understanding between the
parties. f you o ot agree to the terms of this EULA, do not install or Use the SOFTWARE PRODUCT. The
SOFTWARE PRODUCT is protected by copyright laws and intemational copyright treaties, as well as other
ntellectual property laws and Ireaties.

The SOFTWARE PRODUCT is licensed, not sold.

1. GRANT OF LICENSE
(a) Use.

©oyoua 10 Use the

5 Vlagme

X | do not agree

LIST VIEW

Serial No.

104000CDEQ17FEE

Version

HGMS1

Additional settings

IP address >
Unlock setting >
Local firmware update ] >
Online firmware update >
List of trusted devices >

V1.17_20240304_PP_STM32F407VE
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[6] Update status will be displayed.

[7] Click "Close" when the update is completed.

Firmware update

Device ID Update progress Device update status

wamors - O
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2. Online firmware update

Please follow the steps below:

[1] On the designated IP Actuator screen, click "Online firmware update".

[2] Current firmware version will be displayed.

[3] "Current firmware is up to date" will be displayed if no newer version is available.

HoME @ & sos Q) ' DOOR ENTRY SYSTEM
o)
©eocee®
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v
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e
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8.3 Restoring to factory default

Please follow the steps below:

[1] Within 2 minutes of powering on the IP Actuator, press and hold the reset button for 10
seconds until the indicator goes out.

[2] After a while, the indicator flashes green again.

0000000,

[

O o)

Status Reset
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9.1

9.2

Cyber security

Disclaimer

H8304 product is designed to be connected and to communicate information and data via a
network interface, which should be connected to a secure network. It is customer’s sole
responsibility to provide and continuously ensure a secure connection between the product and
customer’s network or any other network (as the case may be) and to establish and maintain
appropriate measures (such as but not limited to the installation of firewalls, application of
authentication measures, encryption of data, installation of antivirus programs, etc.) to protect
the H8304 product, the network, its system and interfaces against any kind of security
breaches, unauthorized access, interference, intrusion, leakage and/or theft of data or
information. Busch-Jaeger Ltd and its affiliates are not liable for damages and/or losses related
to such security breaches, unauthorized access, interference, intrusion, leakage and/or theft of
data or information.

Although Busch-Jaeger provides functionality testing on the products and updates that we
release, you should institute your own testing program for any product updates or other major
system updates (to include but not limited to code changes, configuration file changes, third
party software updates or patches, hardware change out, etc.) to ensure that the security
measures that you have implemented have not been compromised and system functionality in
your environment is as expected.

Performance and service

Network performance

Type Value

Ethernet 6 Mbps (8,928 packets/sec)
ARP 40 packets/sec

ICMP 1 Mbps (1,488 packets/sec)
IP 20 packets/sec

Port and service

Port

7777 TCP To be used for device management
8887 TCP To be used for firmware update

10777 TLS Secure channel for device management
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9.3

9.4

9.5

9.6

9.7

Deployment guideline

All devices need to work in security mode by default and. all devices on one system are to be
signed by a public CA at commissioning stage; normally the management software acts as CA.

It is suggested that compatible mode is only used when the device needs to communicate with
previous generation products. In this mode, data transmission between devices is not
encrypted, may lead to data leaks and involves a risk of attacks.

When user decide to remove the device from system, user shall reset the device to factory
setting in order to remove all the configuration data and sensitive data in the device. This will
prevent sensitive data leak.

It is recommended to apply "MAC filter" and "Rate limiter" in the switch to prevent DOS attack.

Upgrading

The device supports firmware updates via the management software, where a signature file is
used to verify the authentication and integrity of the firmware.

Backup/restore

None

Malware prevention solution

The device H8304 is not susceptible to malware, because custom code cannot be executed on
the system. The only way to update the software is by firmware upgrading. Only firmware
signed by Busch-Jaeger can be accepted.

Password rule

None
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10 Notice

We reserve the right to at all times make technical changes as well as changes to the contents
of this document without prior notice.

The detailed specifications agreed to at the time of ordering apply to all orders. Busch-Jaeger
accepts no responsibility for possible errors or incompleteness in this document.

We reserve all rights to this document and the topics and illustrations contained therein. The
document and its contents, or excerpts thereof, must not be reproduced, transmitted or reused
by third parties without prior written consent by Busch-Jaeger.
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