CYLON® TECHNICAL BULLETIN NO. 534
Issue Date: 26 March 2024

INTEGRA IT-8000 Vulnerability Fix

Summary

Niagara Framework® has been updated to address a vulnerability in the libwebp component utilized by jxBrowser. The CVE
reported is CVE-2023-4863 and has been rescored as 6. 8, based on the libwebp component's usage in Niagara.

Customer Impact

Note:

Note:

Please update any installations of INTEGRA to one of the following versions.
. INTEGRAV 4.10.u7
. INTEGRAV4.13.u2

INTEGRA VvV 4.13 is now available with both Linux and Windows

ProPack v 2.2.10 should be used with INTEGRA Vv 4.10.u7

These updates are available on the ABB Library (also ABB Community for US customers), by contacting your sales support
channel, or by contacting the ABB HVAC Building Automation support team at global-sbs.support@abb.com.

It is important that all customers using supported platforms update their systems with these releases to mitigate risk. If
you have any questions, please contact your ABB HVAC Regional Account Manager, or contact Customer Support.

In addition to updating your system, ABB recommends that customers with affected products take the following steps to
protect themselves:

e Review and validate the list of users who are authorized and who can authenticate to Niagara.
e Allow only trained and trusted persons to have physical access to the system, including devices that have

connection to the system though the Ethernet port.
e Consider using a VPN or other means to ensure secure remote connections into the network where the system is

located, if remote connections are enabled,
e Signall modules and program objects provided by third-party teams.

Cybersecurity is a priority at ABB. We are dedicated to continuously improving the security of our products, and we will
continue to update you as we release new security features, enhancements, and updates.
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