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Safety instructions

Danger!
A Dangerous electrical voltage!

Before commencing the installation

¢ Disconnect the power supply of the device.

e Secure against retriggering

¢ Verify isolation from the supply

* Ground and short-circuit

e Cover or enclose neighbouring units that are live.

¢ Follow the mounting instructions (AWA/IL) for the device.

¢ Only suitably qualified personnel in accordance with
EN 50 110-1/-2 (VDE 0105 Part 100) may work on this
device/system.

* Before installation and before touching the device ensure
that you are free of electrostatic charge.

e The functional earth (FE) must be connected to the
protective earth (PE) or to the equipotential bonding. The
system installer is responsible for implementing this
connection.

¢ Connecting cables and signal lines should be installed in
such away thatinductive and capacitive interference will
not have a negative impact on the automation functions.

¢ |nstall automation devices and related operating elements
in such a way that they are well protected against
unintentional operation.

¢ Suitable safety hardware and software measures should
be implemented for the I/0 interface so that cable or wire
breakage on the signal side will not result in undefined
states in the automation devices.

Ensure a reliable electrical isolation of the low voltage for
the 24 V supply. Only use power supply units complying
with |EC 60364-4-41 or HD 384.4.41 S2 (VDE 0100 Part 410).

Deviations of the mains voltage from the nominal value
must not exceed the tolerance limits given in the
specifications, otherwise this may result in malfunction
and hazardous states.

Emergency stop devices complying with IEC/EN 60204-1
must remain functional in all of the automation devices'
operating modes. Unlatching the emergency stop devices
must not result in an automatic restart.

Built-in devices for enclosures or cabinets must only be
run and operated in an installed state; desktop devices
and portable devices only when the housing is closed.

Measures should be taken to ensure the proper restarting
of programs interrupted after a voltage dip or outage. This
should not resultin dangerous operating states even for a
short time. If necessary, emergency stop devices should

be implemented.

— Wherever faults in the automation system may cause
damage to persons or property, external measures must
be implemented to ensure a safe operating state in the
event of a fault or malfunction (for example, by means of
separate limit switches, mechanical interlocks, etc.).
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0 About this manual

0.1 Target group

0 About this manual
0.1 Target group

This manual provides information on the XControl series of modular PLCs.
The corresponding product groups consist of the following models:

XControl

XC-104-... XC-204-... XC-303-...

XC-104-C10-000 XC-204-C10-000 XC-303-C11-000
XC-204-C11-003 XC-303-C21-001
XC-204-C21-001 XC-303-C32-002

XC-204-C20-002

% Abbreviated XSystem and XControl designations
This manual uses abbreviated designations whenever it is
referring to all models.
Whenever it needs to refer to a specific model instead, it will
explicitly indicate the model.

Make sure to always use the latest documentation for the Modular PLCs
XControl: XC-104-..., XC-204-..., XC-303-....

The latest version of this documentation, as well as additional references, is
available for download on the Internet, see also

—> Section “0.3 Additional documentation”, page 7

% For the latest information on Modular PLCs XControl: XC-104-
..., XC-204-..., XC-303-..., please visit our product pages:
Eaton.com/xc300
and the Eaton Online Catalog:
Eaton.com/ecat

Enter "XC300" into the search box and the catalog will take you
directly to the corresponding product group.

This manual is intended for electricians, electrical engineers, and automation
experts, as well as for the people who will be in charge of performing the
electrical installation and people who will be using the

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... as integrated
controllers in their own applications.

Electrical engineering and physics-related knowledge and skills, as well as
advanced familiarity with the communication interfaces and methods being
used, will be required in order to be able to commission the devices.

A CAUTION
/\ Installation requires qualified electrician

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... 08/25 MNO50005EN Eaton.com 6
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0 About this manual
0.2 List of revisions

0.2 List of revisions

The following table lists all major changes.

Publication Page Keyword New Modification Deleted
date
1/17 New edition v
02/18 Corrections and additions v
01/23 XControl added to all sections v
08/24 " ~Communications and interfaces - v
decentralized expansion”
" .Overview Eaton Modular PLCs XCon- v
trol: XC-104-..., XC-204-..., XC-303-..."
22 .Ethernet” v
13 .XC-104-... and XC-204-..." v
161 ,CAN interfaces XC-204-..., XC-303-..."
163 .RS485-Interface”
51 LFirst steps for commissioning XC-104- v
... and XC-204-... devices”
08/25 Corrections and additions v

0.3 Additional documentation

Please follow the safety instructions in the "Product Cybersecurity Guideline
for Modular PLCs XC-104-... XC-204-..." (MZ050018EN) and "Secure Config-
uration Guidelines XC-303-..." documents and observe the "End User Agree-
ment XC104/204" (MZ050020EN) and "EULA XC-303-..." end-user license
agreements.

More information on the topic can be found in the following manual:

e, System description”, MN050017

e "XN300 slice modules", MN050002

e, CANopen Gateway XN-312-GW-CAN", MN050003

e EtherCAT Gateway XN-312-GW-EC", MN050010

e Manufacturer documentation for XSOFT-CODESYS-3, online help for the
individual libraries

Documentation for the CAN modules used

PLC programming with CODESYS manual, Chapter "Online functions",

in the following instruction leaflets:

e |LO50018ZU, XC-303-...
. [L0O50031ZU, XControl

in the following supplement, which describes how to activate the device's
USB interface:

e MZ0500017ZU

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... 08/25 MNO50005EN Eaton.com



0.4 Legal disclaimer

0.5 1/0 system XN300

0 About this manual
0.4 Legal disclaimer

% The documents specified in this manual, as well as the manual
you are reading right now, can also be downloaded free of
charge from the Internet in PDF format at:
Eaton.com/documentation

—> Customer support = Download Center - Documenta-
tion

Enter the document number ("MNO050005", for example),
"XControl" or "XC300" into the Quick Search text field.

or

on the Modular PLCs XControl; XC-104-..., XC-204-..., XC-303-
... product pages:
Eaton.com/xc300

All the information in this manual has been prepared to the best of our
knowledge and in accordance with the state of the art. However, this does
not exclude the possibility of there being errors or inaccuracies. We assume
no liability for the correctness and completeness of this information.

In particular, this information does not guarantee any particular properties.

Do not use the Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-...
before reading and understanding this manual.

It is assumed that the user of this document is thoroughly familiar with the
information found in the manuals for incorporating XControl modular PLCs
into automation processes.

Hazards posed by the XControl modular PLCs cannot be eliminated if the
safety instructions are not observed — especially if the XControl modular
PLCs is commissioned and maintained by unqualified personnel and/or the
XControl modular PLCs is used improperly. Eaton assumes no liability for any
damages resulting from cases such as these.

The ultra-compact XN300 modular slice card I/O system, which features a
plug-in connection system, complements Modular PLCs XControl: XC-104-
..., XC-204-..., XC-303-... with application-oriented functions that are ideal for
optimized system solutions.

There are XN300 slice modules available for power distribution and power
supply needs, as well as digital and analog I/O modules and technology
modules.

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... 08/25 MNO50005EN Eaton.com 8
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0 About this manual
0.6 Writing conventions

0.6 Writing conventions

For the latest information on the I/O system XN300, please visit
our product pages:

Eaton.com/xn300

and use the Eaton Online Catalog for information on the
available range of products:

Eaton.com

Enter "XN300" into the search box and the catalog will take you
directly to the corresponding product group.
The "XN300 slice modules" manual describes all modules.

Symbols with the following meaning are used in this manual:

» Indicates instructions to be followed.

Hazard warnings of material damages

ATTENTION
Warns about the possibility of material damage.

Hazard warnings of personal injury

CAUTION

Warns of the possibility of hazardous situations that may possi-
bly cause slight injury.

WARNING

Warns of the possibility of hazardous situations that could result
in serious injury or even death.

DANGER

Warns of hazardous situations that result in serious injury or
death.

Notes

J

Indicates useful tips.

» Indicates instructions to be followed

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... 08/25 MNO50005EN Eaton.com
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1 Description of the PLCs
1.1 System overview

1 Description of the PLCs

1.1 System overview

XC-104-...

The XC100 is the perfect choice for solving simple automation tasks with
system-based networking. It can be expanded with up to six snap-on I/O
modules from the XN300 system, providing flexibility with regard to system
configurations. The device is ideal for implementing small control functions
and networking them with higher levels.

XC-204-...

XC200 PLC models can be used to flexibly solve standard automation tasks.
The local I/O level can be expanded with up to 16 XN300 I/O modules, while
the Ethernet ports make integration into higher levels and networking with
Industrial Ethernet easy. The standard interfaces (CAN and RS-485) make it
possible to integrate third-party devices and can be used for networking in
field bus systems.

XC-303-...

Comprehensive features and interfaces make it possible to flexibly use these
compact and powerful PLCs in modular automation solutions. Up to three
Ethernet ports for connecting to various networks, paired with standard CAN
and RS-485 interfaces, expand the functionality of these devices, turning
them into

universal control and communication points for networked systems.

Modular I/0 Small PLC

:

’

SHIN"
XControl xm'it .”
CODESYS

s e

e

[ T =

Gateways Miero PLC

wﬁ L]

s
i

Figure 1: System overview XControl

The PLC consists of the:
e PLC with PSU and local inputs/outputs => Page 13

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... 08/25 MNO50005EN Eaton.com 10



1 Description of the PLCs
1.2 Communications and interfaces - decentralized expansion

e 1/O system XN300 => Separate "XN300 slice modules" manual.

9 In order to program XControl, you will need XSOFT-CODESYS-3
programming software version 3.5.9 or higher.

1.2 Communications and interfaces - decentralized expansion

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... support distributed
expansion with the use of fieldbus interfaces. The following communication
protocols are supported by the corresponding interfaces as follows:

Table 1 Overview Eaton Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-...

Designation XN300 Retain  ETH RTC USB SD-  WEB- Interfaces
modules  Data 1GB/ Slot  Visu
100MB HTML5
(kb) Modbus Ether OPC- Ether- CAN  CAN- RS485  Modbu  DIO
TCP NET/IP UA CAT OPEN s RTU
ﬁl‘?”’er/ Scanner  Gepyer Master Server/
ient (MS) Client
XC-303-C32-002 32 128 1x/2x v/ v v v/ v v v v/ 2x MS/SL v/ MS/SL 4x
XC-303-C21-001 32 128 -/2x v v v v v v v v 1x MS/SL v/ MS/SL -
XC-303-C11-000 32 128 -/1x v/ v v/ v v v v/ 1x MS/SL — - -
XC-204-C20-002 16 32 -/2x v/ v - v/ v v v v/ - - v MS/SL 2x
XC-204-C21-001 16 32 -/2x v/ v - v/ v v v v/ 1x MS/SL - - 2x
XC-204-C11-003 16 32 -/1x v v - v v v v - 1x MS/SL v/ MS/SL -
XC-204-C10-000 16 32 -/1x v v - v v v v - - - - - -
XC-104-C10-000 6 4 -/1x v/ v - v/ v v v - - - - - -

1

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-...

08/25 MNO50005EN  Eaton.com



1.3 Intended use

1 Description of the PLCs
1.3 Intended use

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... are designed for
use in machine and system building applications as compact fanless PLCs
with comprehensive features and interfaces that can be used to implement
flexible state-of-the-art automation solutions.

The devices are approved for use in automation applications exclusively for
controlling machines and systems in closed spaces.

It is strictly prohibited to use the devices in order to implement safety
relevant functions (in the sense of personal and machine protection).
Observe the labels on the modular PLC housing and the corresponding
approval specifications and technical data.

Any other use must be discussed and agreed upon with the manufacturer in
advance.

—> Section “19.2 Approvals and national approvals”, page 153
—> Section “19.3 Technical specifications”, page 154

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... may only be
operated if they have been installed and connected by a qualified electrician.
The installation must comply with regulations for electromagnetic
compatibility (EMC).

DANGER
POSED BY AUTOMATIC STARTING

Powering up the XControl must not result in any hazards being
posed by controlled devices, e.g., motors starting unforeseeably
or voltages being unexpectedly applied.

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... 08/25 MNO50005EN Eaton.com 12



1 Description of the PLCs
1.4 Versions

1.4 Versions
The following XControl device models are available:

XC-104-C10-000
XC-204-C10-000
XC-204-C11-0083
XC-204-C20-002
XC-204-C21-001
XC-303-C11-000
XC-303-C21-001
XC-303-C32-002

1.4.1 XC-104-... and XC-204-...

XControl XC-104-  XC-204-  XC-204-  XC-204-  XC-204-
C10-... C10-... Cl1-...  C20-... C21-...
\
® S
D Xc-..4 STOP v Vv Vv V Vv
", SF v v v v v
@ TC - - J J v
3 PRE TRSa - - J J J
o TRSh - - J J J
8] —@® @ eth0 Vv Vv Vv v V
=" ® Uss  usB20 7 J 7 7
5 o Host, Typ A

3 i V4 24V DC v v v v v
- 5 TRSh ov GND \/ \/ \/ \/ \/
e ® ® ethl - - - v v
L 13 ® x - - J J J
e mom|) RSG5  RS485a - - v v v

@ [ X2
z OB— RS485 b - - V V V
®—4 H CAN Q% @ GND RS - - v N v
Q O x . . J . J

X3
v OB— CAN1 CAN_H - - J - J
@) CAN_L - - J _ J
Xa GND CAN - - N - v
Zv 8 —® X3 - - - N v
1/Q1 - - _ J J
1/Q2 - - _ J J

Figure 2: XC-104-... and XC-204-... connectors
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1 Description of the PLCs
1.4 Versions

[ LI LT LI [ 11 LI M| LI LI LI
[]:| o S1 on o []:| o ST onor []:| o ST onor

) o e s o 1 ) o

jcro PRG =S jcro PRG  TRSb icro PRG  TRSD

g S sD H g 8 so eI H c S so eI

5 sD c2 o 8 sD o g D .

2 g U g U o

UsB UsB

o R HOST o HOST a2

3 = s 1103

uss uss ot

X2

ETH2

m
=
I
N

Rsags ()
5| -

ETH1 ETH1 X4 1 X4
0 X5 I ® = |3 X5
CAN?2 %% @0
X6 X6
V+ Vi
e e i

Figure 3: XC-303-C11-000 Figure 4: XC-303-C21-001 Figure b: XC-303-C32-002

m
I
o

{0 D Wy G Dy D D W

Pad
e e
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1 Description of the PLCs
1.4 Versions

- H H XControl XC-303- XC-303-  XC-303-
] S1 o ue C11-000 C21-001  C32-002
AIPLC stop 5 @
@ g0 I H @ o
L S i STOP V V V
S 0 — TRSa - - v
8 %% © TRSb - - J
a D TC1 - - v
D ® TC2 - - v
ETH2 ') ® xi - - v
® j—@ 1/Q1 - - V
L) %j 1/Q2 - - v
il i .
%%% @ x - - J
;0 il —® uL 24VDCloc.l/ - - Vv
ElR cmz%% 0]
@) X6 (==t @® - GND loc. 1/Q - - V
— o\:%% @ X3 — \/ \/
RS485 RS485a - V V
RS485 b - V V
GNDRS - V vV
@ X4 - V v
CAN1 CAN_H - Y V
CAN_L - V V
GND CAN - Y V
® X5 Vv - v
CAN2 CAN_H V - V
CAN_L V - V
GND CAN V - V
® X6 v v v
Ve 24V DC V V V
oV GND V V V
@ 9D MicroSD Vv - v
U1 USB20Host, - v v
Typ A
® eth? 10/100/1000 - v v
MBit/s
eth 10/100 MBit/'s Vv v
@ etho 10/100 MBit/s  — - V

Figure 6: Structure XC-303-...
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1.5 Key to XControl part numbers

1.5.1 Device Version Number

The device version number is shown on the back of the housing of each

XC -x0x -Cxx -x x X

L

1 Description of the PLCs

1.5 Key to XControl part numbers

Configuration level
000 = Minimal configuration
xxx = Additional expansions

Number of CAN interfaces

Number of Ethernet interfaces

Product group 3xx, 2xx, 1xx

XC Product Family

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... device. These are
the first two digits of the device number.

The device version number provides useful service information about the

hardware version and operating system version.

T T o
| 7" If o
I | I |
I |
I | I |
I b )

iVl

] : = F TN o @
O—f—i ]
2 XC-104-C10-000 8538 000000
]:l = Description 1 @ 20 CUNL@ﬂg l:[
@Q—— | £ Description 2 20HH s
—’—‘ [——&-8—{Part-No: 123456
@ & —[Version: NN @ c € EE l:[
E_, &—[Ser-No: 012345678 I:[
@’l é s = Delivery FW Version: 0.0.0 Made in CZEC*‘IE‘BPHE
i) 20W =
i i ®
D 9% — [} D
4 1101 50811 915682 Eaton.com/recycling
I /NO kst g B o R, O |
o5 ALEl
I: Eaton.com/documentation ) L/
Figure 7: Device side with printed device version number

(1) MAC address QR code

@ Article number

(3 Device address

® Serial number

(&) Serial number 2D QR code
(6) Eaton product page QR code
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1 Description of the PLCs
1.6 Functionality

1.6 Functionality

1.6.1 Power Supply

There is a power connector for powering the processor unit.

Terminal X6 (XC-303) / X4 (XC-104, XC-204) (label: V+/0V) features a 24 V
connector for the processor unit and all the slice modules connected to the
system bus.

If there is a voltage dip of the 24 V supply voltage (switching threshold is
about 10 V) then a power-down logic switches off the 5V supply to the signal
modules (central I/O).

1.6.2 Local inputs/outputs

17

The digital inputs/outputs can be used either as an input or as an output and
connected to sensors or actuators.

They can be used for an interrupt circuit in the application.
When used as outputs, they are designed for 24 V signals.

The following applies to XC-303-...: The digital inputs/outputs feature an
additional separate, shared power supply at X2 (label: UL/-) that is
galvanically isolated from the bus.

The following applies to XC-204-: The digital inputs/outputs use the shared
power supply at X4 (label: V+/0V), which is not galvanically isolated from the
bus.

The outputs can be loaded with 500 mA, a duty factor (ED) of 100% and a
utilization factor (g) of 100%.

The outputs are short-circuit proof.

XControl Digital inputs/outputs Current Simultaneity factor g
XC-104-C10-000 = = =

XC-204-C10-000 2 500 mA 100 %
XC-204-C11-003 2 500 mA 100 %

XC-204-C21-001 = = =

XC-204-C20-002 = = =

XC-303-C11-000 = = =

XC-303-C21-001 = = =

XC-303-C32-002 4 500 mA 100 %
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1.6.3 Processor unit

1 Description of the PLCs
1.6 Functionality

Belonging to the processor unit are:

Processor ARM CORTEX A7 (XC-303-...: Dual Core),
Memory => Page 18,

CPU drives => Page 19,

Real Time Clock (RTC) => Page 18,

Device interfaces =» Page 20,

Real Time Clock (RTC)

All XControl modular PLCs feature a real-time clock that you can access in
the user program. Possible functions are:

¢ Display mode for hours (12/24 hour display),
¢ Reading and setting of the real-time clock.

A description of the functions can be found in the XSOFT-CODESYS-3
manufacturer documentation for the SysLibRTC.lib library.

In addition, you can set and read the real-time clock with the following PLC
shell commands respectively:

e setrtc (set the real-time clock),
e getrtc (query the real-time clock).

Even in the event of a power supply failure, the real-time clock will continue
to work for up to 10 days thanks to a memory backup capacitor.

XControl Real-time clock tolerances

XC-104-... +3s/dayat25°C

XC-204-... +3s/dayat25°C

XC-303-... +3s/dayat25°C
Memory

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... feature a program
memory (flash), a random access memory (RAM), and a non-volatile memory
(NVRAM) for saving application data.

XControl Program memory Cache memory Retentive data
(FLASH)

XC-104-... 4GB 256 MB 4 kB [NV-RAM

XC-204-... 4GB 512 MB 32 kB [MRAM/FRAM]

XC-303-... 128 MB 512 MB 128 kB [NV-RAM]
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1 Description of the PLCs
1.6 Functionality

CPU drives

The XC300 has the following drives available:
Drives XC300 XC200 XC100
Inside
System memory ~ “/home” “/home” “/home”

External (optional)

MicroSD “/home/disk_sd"”

memory card ./home/codesys/work"1)

USB device “/home/disk_usb” “/home/disk_usb” “/home/disk_usb”
“/home/codesys/work/ush_a1“1 “/home/codesys/work” “/home/codesys/work”

“/home/codesys/work/ush_b1“1)
“/home/codesys/work/usb_c1“1)

1) On XC300 with XSOFT-CODESYS-3 Version 3.5.17 or higher

The boot application and the operating system are stored in compressed
format and protected against power supply failures in the transactionally safe
system memory.

In the operating state, the boot application and the relevant sections of
operating system are “unpacked” and copied into the working memory.
Meanwhile, the retentive data is stored in the non-volatile NVRAM memory.
On all XControl modular PLCs, only the real-time clock (RTC) is backed up
with a capacitor. This backup makes it possible for the clock to keep working
for 10 days when the device is de-energized.

% Transaction safe means that if there is a voltage dip when
the file is being processed, the file system and the opened
file are generally not destroyed. It is possible however,
that data which you have written into the file last opened
may be lost.

Figure 8 indicates the interaction of the differing XC300 memory systems/
drives.

\disk_sd microSD memory card

Program
memory | \home

(flash)
\ \disk_usb | USB device

Working
memory
(SDRAM)

A%

Figure 8: XC300 memory organization
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1.6.4 Device interfaces

1.6.4.1 USB host 2.0

1 Description of the PLCs
1.6 Functionality

CAUTION
INTERFERENCES

The values specified in the technical data, as well as the
device's electromagnetic compatibility (EMC), cannot be
guaranteed if the following are used: unsuitable cables,
improperly assembled and terminated cables, and/or wiring that
does not conform to the applicable standards. Only use cables
assembled and terminated by professionals.

The cables being used must be assembled and terminated as
required by the port/interface description in this document.
When wiring the devices, follow all instructions regarding how
to wire the corresponding port/interface.

All general directives and standards must be complied with.

CAUTION
NON-GALVANICALLY-ISOLATED INTERFACES

The device may be damaged by potential differences.
» The GND terminals of all bus modules must be connected.

» Do not connect the connector to the device or disconnect it
without first de-energizing the system.

—_—

—_

High loads on CPU resources can result in functional limitations.
If device access through the programming system is limited due
to the load on the device, interrupt the program sequence by
switching the RUN/STOP switch to STOP.

The USB interface for XC-104-..., XC-204-... devices needs to
be activated before the first time it is used — please refer to
—> Section “3.2 First steps for commissioning XC-104-... and
XC-204-... devices”, page 51.

Please note that the maximum current load for the USB
interface on the XC-303-... is 100 mA and that the maximum
current load for the USB interfaces on the XC-104-... and
XC-204-... is 500 mA.

Only one USB storage device can be used at a time. This applies even if
using a USB hub would make it possible to use multiple USB storage
devices, for example.

The output voltage is protected from overloads.
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1 Description of the PLCs
1.6 Functionality

Table 2 USB 2.0 Host, type A, downstream port, USB port pinout
USB-Host Type A PIIN signal

1 +HV—=
2 USB-
7234 |3 USB+
4 GND
See also:

e Technical data =—> Page 154

USB cable

e Use standard shielded USB 2.0 cables only.
e Maximum cable length: 5 m.

See also:
e Technical data =—> Page 154

1.6.4.2 MicroSD memory card, USB device

MicroSD memory card and USB device are used to run external mass
storage devices. You can load the recipe data, general data and the user
program into them. The operating system (OS) supports memory types with
the FAT32 file system.

You can transfer the operating system to the MicroSD or the USB device in
order to load it into other PLCs from there by updating the operating system
—> Section "3.3 Startup behavior XC-104-..., XC-204-..., XC-303-...", page

53.
XControl SD card USB
XC-104-... - v
XC-204-... - v
XC-303-... 32 GB v

ATTENTION

The file system of the MicroSD memory card and USB device is
not transaction-safe.

Accordingly, make sure that the program has closed all files
before you remove a MicroSD and/or USB device or turn off the
power.

MicroSD memory card
The SD LED shows a green light to indicate that a MicroSD is inserted.
% We recommend using a MicroSD memory card that is
suitable for industrial data storage, such as item 191087,

MicroSD memory card 2 GB with adapter.
The SD and SD-XC standards are supported up to 32 GB.
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1.6.4.3 Ethernet

1 Description of the PLCs
1.6 Functionality

USB device

The USB port can also be used to load the user program or update the

system.

CAUTION
When using commercially available peripheral devices with the

USB Host, it is important to keep in mind that their EMC
interference immunity parameters may render them unsuitable
for use in industrial environments.

CAUTION
NON-GALVANICALLY-ISOLATED INTERFACES

The device may be damaged by potential differences.
» Do not connect the connector to the device or disconnect it
without first de-energizing the system.

Every Ethernet port (eth0, eth1, or eth2) can be used for communication
between the Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... and
the programming device.

Each of the device's Ethernet ports provides a different transfer rate:

Interface Baud Rate
[MBit/s]

XC-303-C21-001
XC-303-C11-000

=~| XC-204-C11-003
=~ | XC-204-C10-000
=~ | XC-104-C10-000

eth0 10, 100

=~| =|XC-204-C20-002
=| =|XC-204-C21-001

<_
<

eth1 10, 100

= | =| =[XC-303-C32-002

<_
|
|
|
|
|
|

eth2 10, 100, 1,000

These Ethernet ports are used for programming and debugging, as well as to
update the PLC's operating system and the operation of Ethernet based
automation protocols.

Recommendation: Use an ethernet connection when connecting a PC.

ATTENTION
* Every ethernet interface must have a correct network con-
figuration.

e |f a device has multiple ethernet interfaces, they must use
different network addresses, i.e., one of the first three
octets must be used to differentiate between them.
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Table 3 Assignment of the ethernet interface

RJ45 socket PIN Ethernet 10/100 MBit Ethernet 1000 MBit
8 - Bl—_D4
12345 678 7 — Bl+_D4
N\ T & —
5 - BI-_D3
4 - Bl+_D3
3 Rx+ Rx+_D2
2 Tx— Tx—_D1
1 Tx+ Tx+_D1

Ethernet (patch) cable

The connecting cable to be selected depends on the the ambient conditions
at the installation location (interference, flexibility, transmission speed).

e Use standard ethernet (patch) cables with RJ45 connectors of category
Cat 5 or higher only (IEC/EN61131-2, EN50178).

e Maximum cable length: 100 m.
If the network covers a longer distance, use the required appropriate
infrastructure components.

¢ Observe the installation guidelines for ethernet wiring in ISO/IEC 11801
and EN 50173.

CAUTION
FORCES ON THE ETHERNET INTERFACE

Communications may be affected, and the connection's
mechanical components may be damaged, if the ethernet
interface is subjected to strong vibrations or the RJ45 plug-in
connection is subjected to pulling.

e  Protect the RJ45 plug-in connection from strong vibrations.
e Protect the RJ45 plug-in connection from tensile forces at
the socket.

To establish communications between Modular PLCs XControl: XC-104-...,
XC-204-..., XC-303-... and the programming device, follow the description for
your connected device.

Default IP addresses

The Ethernet interfaces are delivered with the following IP addresses by

default:

Interface XC-303-... XC-204-... XC-104-...

eth0 192.168.119.248 192.168.119.204 192.168.119.104
eth1 192.168.137.248 DHCP -

eth2 192.168.138.248 - -

Subnet mask: 255.255.255.0
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1.6 Functionality

See also:
¢ Functionality => Page 17
e Technical data =—> Page 154

1.6.4.4 RS485
The serial RS-485 interface (X3) depends on the device model.
XControl RS485
serial interface for Modbus RTU

XC-303-... /1)

XC-204-C20-002 v

XC-204-C21-001 —

XC-204-C11-003 v

XC-204-C10-000 =

XC-104-... =

1) Galvanically isolated from the system power supply

The serial RS-485 interface can be used to connect an external display
device, for example.

The RS-485 connection can be used to connect to another PLC as a Modbus
RTU master or Modbus RTU device. The protocol supports EVEN, ODD, and
NONE parity, as well as 1 or 2 stop bits, and is accordingly in conformity with
the CODESYS serial adapter.

Screened twisted-pair cables must be used.

Adjustable baud rates Maximum possible cable length
[bauds]

1200 1200 m
2400

4800

9600

19200

38400

576000

115200

Configuration: plug connector, 3-pin, spring-loaded plug-in terminal block
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25

Table 4 PLUG-FMC-3S spring-loaded plug-in terminal block with RS-485 interface pinout

Plug connector X1 (XC-204-...) RS485
X3 (XC-303-...)

1 Data cable A
8 ; 2 Data cable B
@IliE 3 GND RS485

Activating the bus termination resistors

The first and last stations on the RS-485 cable must be terminated with a bus
termination resistor.

To activate the bus termination resistors for the RS-485 cable, switch the fol-
lowing two DIP switches on S1 to the ON position:

e XC-303-...: TRSa and TRSb
e XC-204-..:3and 4

XC-303-... XC-204-...
TRSa and TRSh 3and4
] ON_OFF ON OFF
STOP O Okt sTtoP
TRSa | N — 2 b2 SF
TRsb M M3 5 TRSs,
L - B¢ —  TRSH
TC2 O sl 1o
Figure 9: DIP switch S1
i' _____________ ]
I +5V :
i !
' i
1| 3900 :
! I
I
] o oFF |
STOP O— | | TRSb 4 | _RS485b
TRSa | H — | i
TRSh|EM  — Pl i
TC1 O |
102 o= i 2200 i
T I
! | TRSa_t+ | RS4s5a
| |
| I
T i
'l |3900 !
| |
| I
I

Figure 10: Activating the bus termination resistors for the RS-485 interface

RS485 cable

e Use the specified connection cable assembled by electrically qualified
personnel only.
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1.6.4.5 CAN

1 Description of the PLCs

¢ Maximum cable length: 1200 m.

See also:

e Functionality => Page 17

e Technical data =—> Page 154

The CAN interfaces depend on the device model.

XControl

XC-303-C32-002

XC-303-C21-001

XC-303-C11-000

XC-204-C20-002

XC-204-C21-001

XC-204-C11-003

CAN1  CAN2
v
s —
- v
v/ _
v/ _

XC-204-C10-000

XC-104-C10-000

1) Electrically isolated

1.6 Functionality

The CAN interfaces can be run individually as a CAN master or CAN device.

The CAN 1 interface (X4) on XC-303-...- devices is galvanically isolated from
power supply Us (X6). This is not the case for any other devices or CAN

interfaces.

Configuration: X4 and/or X5 plug connector, 3-pin, PLUG-FMC-3S spring-
loaded plug-in terminal block.

Table 5 Configuration of the CAN interface

Plug connector X4, X5 CAN

1 CAN_H
8%; 2 CAN_L
SIILL 3 GND CAN
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Activating the bus termination resistors

Bus termination resistors must be installed at the first and last station on the
CAN bus. A bus termination resistor with a resistance of 120 Q2 can be
activated with DIP switches for this purpose.

To activate the bus termination resistors for CAN 1, switch the following DIP

switch on S1 to the ON position:

e XC-303-...: TC1
e XC-204-...:5

XC-303-... XC-204-...
TC1 5
] on_oFF ON_OFF
STOP| - O  gk=1_ sTop
a I —
TRSb| O A I
TC1 (W — o
4 Of—
TC2 O B | 4 TRSa
5 TRSb
Figure 11: S1 DIP switch setting for CAN1

To activate the bus termination resistors for CAN 2 on XC-303-..., switch the

S1 TC2 DIP switch to the ON position:

27

D ON OFF
STOP O—
TRSa U~
TRSb U
TC1 O—
TC2 (W —
Figure 12: S1 DIP switch setting for CAN2
Tt Tt Tt
: XC-303 : : XC-303 : : XC-303 :
1 | 1 | 1 1
: : :
 __TC1TC2 ! CAN_H ,__TC1TC2 ! CAN_H ,__TC1TC2 ! 5
: : | : | :
1 1 I 1 I 1
1 ] I 1 I I
| | i | i |
I 1 I 1 I 1
1 1 1 1 1 1
I 1 I 1 I 1
! R [ 1 R 1 1 R |
i | i | i |
i | GND_L i i GND_L i |
1 T T T T O
1 1 1 1 1 1
1 1 1 1 1 1
1 1 1 1 1 1
1 I 1 I 1 1
i i _GND | i _GND | |
I T T T T —O
Figure 13: Activating the bus termination resistors for the CAN interfaces (CAN1 or CAN2)
CAN baud rates and cable lengths

¢ Use connection cables that conform to ISO 11898 only.
e The maximum cable length is determined by the baud rate.
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Table 6 Max. cable lengths CAN

CAN baud rates Maximum possible cable length

[kbauds]

50 1000 m 2,3 2 Starting from_a cable length of_ZOO m, we
100 600 m 2 ﬁggg]:;end using optocouplers in the CAN
125 500 m 2

250 250 m 2 3 [t may be necessary to use repeaters starting
500 100m from a cable length of 1000 m

800 50m

1,000 25m

% If an application attempts to activate an unsupported baudrate,
the CAN controller will switch to passive mode.
Note (XC204/XC303): The CAN baud rates 10kBaud and
20kBaud are not supported.

Reaction of the station on the CAN bus

Station/bus monitoring: CAN telegrams are sent and received directly by the
user program. An interruption on the CAN Bus will only be recognized when
the respective CAN slave is monitored by the PLC (Nodeguarding function).

Start/Stop behavior:
Can be configured with the application.

¢ Reset to default value (usually "0")
¢ The current value is maintained (user-specific)

Switch on voltage:

The order in which you switch on the power supply of the individual CAN
stations has no effect on the functioning of the CAN bus. Depending on the
parameters set, the controller “waits” for stations that are not present or
starts them when the station is connected to the CAN net.

Communication with CAN stations:

The following documents describe the communication with the CAN stations
and their configuration:

e XSOFT-CODESYS-3 manufacturer documentation, online help
Library description: CANUser.lib/CANUser_Master.lib

¢  Field bus support -> CAN-based field buses

¢ CANopen -> CANopen Manager (Master)

¢ Documentation for the CAN modules used

An blinking green LED next to the X4 or X5 plug connector (whichever is in
use) will indicate when data is being transferred on the CAN bus. => Section
“3.6 LED indicators”, page 60.
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See also:

¢ Functionality =—> Page 17

¢ Device Interface => Page 20
e Technical data =—> Page 154
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2 Installation

2.1 Control panel layout

2.1.1 Ventilation

2 Installation
2.1 Control panel layout

CAUTION
Installation requires qualified electrician

DANGER OF ELECTRIC SHOCK!

All (de-)installation work must be carried out with the entire
installation in a de-energized state.

Follow the safety rules in DIN VDE 0105:

® De-energize and isolate the system.

e Secure against retriggering.

¢ Verify complete isolation from the supply.

¢ Earthing and short-circuiting.

e Cover or enclose any neighboring live parts.

P =

The layout of the components inside the control panel is a major factor for
achieving interference-free functioning of the plant or machinery. During the
project planning and design phase, as well as its implementation, care must
be taken that the power and control sections are separated.

The power section includes:

e Contactors

e Coupling/interfacing components,
e Transformers,

e Variable frequency drives,

e Current converters.

In order to effectively exclude any electromagnetic interference, it is a good
idea to divide the system into sections, according to their power and
interference levels. In small control panels it is often enough to provide a
sheet steel dividing wall, to reduce interference factors.

When designing the system, make sure that the Modular PLCs XControl: XC-
104-..., XC-204-..., XC-303-... are adequately ventilated.

In order to ensure that the maximum operating ambient temperature will not
be exceeded, make sure that there is enough clearance between the system
block's vents and any neighboring components, as well as between the
vents and the control panel's back plate.

Keep a minimum clearance of 50 mm from passive components. If the
adjacent components are active elements (e.g., power supplies,
transformers), keep a minimum clearance of 75 mm instead.
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2 Installation
2.2 Mounting XControl

2.2 Mounting XControl
XC-303-... must be installed exclusively horizontally on an EN/IEC 60715
DIN-rail (TS 35). XC-104-... and XC-204-... modular PLCs can also be installed
horizontally with the DIN-rail, but only in such a way that the modular PLC
will be underneath any additional XN300 slice modules — please refer to
—> Figure 15, page 32, B.

Make sure to keep the minimum clearances required for ventilation.

Before installation, expand the Modular PLCs XControl: XC-104-..., XC-204-
..., XC-303-... with the required XN300 slice modules to get the system
block you want.

Observe the following when installing the device in a control cabinet,
distribution board, or enclosure:

e  The power supply connections and the terminal connections must be
protected from being touched directly during operation.
*  The DIN-rail must establish a conductive connection to the control

panel's back plate.
e The whole system block needs to be mounted on the DIN-rail and then

secured in place by closing the locking elements.

% Detailed instructions on how to install the XN300 slice modules
can be found in the "XN300 slice modules" manual.
Note: XN modules must not be plugged or unplugged while the
power is on. This can cause the XN module to become defec-

tive.
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2 Installation
2.2 Mounting XControl
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Figure 14: XC-303-... Figure 15: XC-104-..., XC-204-...
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Figure 16: Installation using the XControl for a system block as an example
a b c 9
30mm(1.18") 30 mm(1.18") 100 mm (3.94") =60°C (<140 °F), A

=55°C(=131°F),B

The following figures use an XC-303-... device as an example
to show and illustrate the installation requirements. To do this, follow the
steps below:

» The Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... must be
the first element on the left in the system block.
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2 Installation
2.2 Mounting XControl

» Disengage the side locking tabs on the XN300 slice modules by pulling
on the front cover (blue).
Make sure that all locking tabs (blue) are in the front so that they will
engage the new slice. (the front cover stay-put function is intended to
make the process easier).

% The front cover of the Modular PLCs XControl: XC-104-..., XC-
204-..., XC-303-... is non-detachable and cannot be removed.

» Attach an XN300 slice module from the right in such a way that the
locking tabs engage the guide.

o e P

m@@

Figure 17: Joining the XControl modules and XN300 to form a system block

» Grab the front cover from the top and bottom and push it back towards
the XN300 slice module so that the modules lock solidly into place with
each other.

Figure 18: Locking the system block in place

» Repeat these steps until all the XN300 slice modules form a system
block together with the PLC.
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2 Installation
2.2 Mounting XControl

» Pull the locking elements at the back of the Modular PLCs XControl: XC-
104-..., XC-204-..., XC-303-... and all XN300 slice modules up.
You can use a screwdriver to do this.

[OONOCONCX XK

Figure 19: Securing the system block on the DIN-rail

» Tilt the system block forward and place it against the DIN-rail's bottom
edge in an inclined position.

Figure 20: Placing the system block against the bottom edge of the DIN-rail

» Push the system block over the DIN-rail's top edge.

» Secure the system block.
To do this, push the locking elements at the back of the Modular PLCs
XControl: XC-104-..., XC-204-..., XC-303-... and all XN300 slice modules
down.
You can use a screwdriver to do this.
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2 Installation

2.3 Uninstalling and disassembly (using the XControl as an example)
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Figure 21: Locking the system block into place on the DIN-rail

» Check to make sure that the system block is solidly mounted.

2.3 Uninstalling and disassembly (using the XControl as an example)

35

» De-energize the system.
Follow the safety rules in DIN VDE 0105 when doing so:

P Press on the release mechanism (with a screwdriver, for example) to
release all contacts.

» Disconnect all plug connectors from the Modular PLCs XControl: XC-
104-..., XC-204-..., XC-303-... and the XN300 slice modules.

To disassemble the system block, follow the steps below:

» Slide the locking elements at the back of the XControl and the XN300
slice modules up.
You can use a screwdriver to do this.
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Figure 22: Releasing the system block locking elements

» Tilt the system block forward, then pull the block, from its bottom edge,
away from the DIN-rail.
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2 Installation
2.3 Uninstalling and disassembly (using the XControl as an example)

Figure 23: Placing the system block against the bottom edge of the DIN-rail

P Disengage the locking tabs between the modules by pulling on the front
cover (blue).

% The front cover's stay-put function will indicate that the locking
tabs have been disengaged.
The front cover of the Modular PLCs XControl: XC-104-..., XC-
204-..., XC-303-... is non-detachable and cannot be removed.
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Figure 24: Disengaging the front cover

» Once the locking tabs have been disengaged, you can separate the
modules from each other.
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2 Installation
2.4 Connection terminals
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Figure 25: Disassembling the system block

2.4 Connection terminals
Plug connector

X1 —Xn: The plug connectors with spring-loaded push-in terminals are
included as standard with the Modular PLCs XControl: XC-104-..., XC-204-...,
XC-303-....

Connecting cable

% Only use copper cables designed for at least 90°C as the
connecting cable.

To use them, the conductor simply needs to be slid into the appropriate
contact and will be locked into place.

In order to release the conductor, simply press on the release mechanism,
e.g., with a screwdriver, to pull out the conductor from the corresponding
contact.

Table 7 Connection specifications

Cable cross-sectional areas XControl
10 mm (0.39") Solid mmZ 02-15
10 mm (0.39") Flexible with uninsulated mmZ 02-15
ﬁ‘ ferrule
10 mm (0.39") Flexible with insulated ferrule mmZ  0.2-0.75
d¢ ®d¢ Ferrule d mm <28
—. W7~
I
AWG 24—16
Strip length mm 10
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2 Installation
2.5 Potential relationship between the components

2.5 Potential relationship between the components

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... feature a contact
point that is used to establish a protective earth connection to the DIN-rail.
Moreover, all power supply earth connections are connected to the
protective earth.

One exception is the XC-303-... supply voltage for the local inputs and
outputs Uy at terminal X6. The ground connection at X6 is not connected to
the protective earth.

e OV
N C)
e
' XC300 Systembus
I —
X6 | V+ UBP_24V +24V DC
LoV XN-322 [~~~ "| XN-322
CPU-System |GND
| Ugp 5 +5V DC n=1 n=32
| 6o | LT
l % l
I I
| GND | GND
L. S D ad
@
Figure 26: Potential relationships Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-...

with 1/0 system XN300
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Figure 27: Potential relationships XControl
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2 Installation
2.6 Wiring in accordance with EMC requirements
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Figure 28: Potential relationships XC-104-..., XC-204-...

The galvanic isolation for the ethernet interfaces is listed in the appendix —
please refer to => Section “ Galvanic separation”, page 155.

2.6 Wiring in accordance with EMC requirements

Undesired faults can occur on the field bus and the analog inputs due to
electromagnetic interference. This can be minimized beforehand by the
implementation of suitable EMC measures.

These include:

e EMC-conformant system configuration,

* Routing all analog input and field bus cables in a way that meets EMC
requirements

e Measures designed to reduce potential differences

e The correct installation of the field bus system
(cable, connection of the bus connectors, etc.),

* Using shielding
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2 Installation
2.6 Wiring in accordance with EMC requirements

for DIN-rail

FM 4/TS 35
(Weidmidiller)

Figure 29: Field bus shielded by using a shield

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... feature
a protective earth connection point at the back.
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Figure 30: Page preview XControl
(@ Functional earth
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2 Installation
2.6 Wiring in accordance with EMC requirements

2.6.1 Cable routing and wiring
Cables are divided into the following categories:

e Electric power lines (e.g. power cables carrying high currents, or lines to
current converters, contactors, solenoid valves),

e  Control and signal cables (e.g. digital input cables),

¢ Measurement and signal cables (e.g. fieldbus cables).

% Always route power cables and signal cables as far apart as
possible. This avoids capacitive and inductive coupling.
If separate cable routing is not possible, then the first priority
must be to shield the cable responsible for the interference.

Take care to implement proper cable routing both inside and outside the
control panel, to keep interference as low as possible:

» Avoid parallel routing of sections of cable in different power categories.

» Asa basis rule, keep AC cable separated from DC cables.

» Keep to the following minimum clearance:

. at least 10 cm between power cables and signal cables;
. at least 30 cm between power cables and data or analog cables.

» \When routing cables, make sure that the outgoing and return leads of a
circuit pair are routed together. The opposing currents on this cable pair
cause the sum of all currents to equal zero. The generated
electromagnetic fields cancel each other out.

2.6.2 Suppressor circuit for interference sources

» Connect all suppressor circuits as close to the source of interference
(contactors, relays, solenoids) as possible.

% Switched reactors should always have suppressor circuitry
fitted.

2.6.3 Screen earth kit
P Use shielded cables for the connections to the data interfaces.

The general rule is the lower the coupling impedance, the better the shield-
ing effect.
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2 Installation
2.7 Lighting protection

2.7 Lighting protection

2.7.1 External lightning protection
All cables between buildings must be shielded. Metal conduits are
recommended for use here. Fit signal cables with overvoltage protection,
such as varistors or other surge arresters. Implement these measures ideally
where the cable enters the building and at least at the control panel.

2.7.2 Internal lightning protection
Internal lightning protection covers all those measures taken to reduce the
effects of a lightning strike and the resulting electrical and magnetic fields on
metallic installation and electrical plant. These measures are:

e Lightning protection equipotential bonding
¢ Shielding,
e Using surge protective devices
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2 Installation
2.8 Connecting the power supply

2.8 Connecting the power supply

DANGER
The power supply for the Modular PLCs XControl: XC-104-...,

XC-204-..., XC-303-... must be a SELV power supply unit.

The power supply is protected against polarity reversal.

2.8.1 XC-303-... power supply

UE
N
oV

X6

> 3mm (0.12")
L om0
L— ov|OID

Ug=24VDC
(18-30V DC SELV)

XControl le

XC-303-... <33A

Figure 31: Connecting the XC-303-... power supply

2.8.2 XC-104-..., XC-204-... power supply

Ue
—
oV

XControl le
X 3mm(0.127)  XC-104-C10-... <10A
Lvs |@ID XC-204-C10-... S14A
L ov|OID XC-204-C11-...
XC-204-210-... S24A
U,=24VDC NCNACI.
(19.2-30V DC SELV) XC-204-C21-...
O

Figure 32: Connecting the XC-104-..., XC-204-... power supply

The Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... powers the

system bus.

XC-303-... 5VDC/1.6A and 24 VDC/1.6 A
XC-204-... 5VDC/0.8A and 24 VDC/0.8A
XC-104-... 5VDC/0.4A and 24 VDC/0.4A
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2 Installation
2.8 Connecting the power supply

The system bus communication channel on the XN300 slice modules is
powered with the 5 V on the Modular PLCs XControl: XC-104-..., XC-204-...,
XC-303-...'s system bus.

In addition, the system bus provides a 24 VDC supply voltage used to
internally power the XN300 slice modules. Modules with high power
consumption levels, however, will also need an additional power supply.
Some XN300 slice modules require an external 24 VDC power supply.

% For more information, please refer to "XN300 slice modules".
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2 Installation

2.9 Connecting local inputs/outputs

2.9 Connecting local inputs/outputs

XC-303-... and XC-204 -... modular PLCs feature local inputs/outputs.

These digital inputs/outputs are configured as inputs by default. However,
this configuration can be changed in the corresponding XSOFT-CODESYS-3
dialog box.

Please refer to => Section “6.1 Configuring the device's local inputs/out-
puts”, page 90.

The inputs/outputs on the XC-204-... are not galvanically isolated and are
powered by the system power supply (V+). Meanwhile, the inputs/outputs
on the XC-303-... are galvanically isolated from the system power supply and
require an external power supply (UL).

2.9.1 Connecting the power supply for local outputs on XC-303-...

45

U
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—
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> 3mm (0.12")
Ly fom €
L o
U =24VDC

(18-30V DC SELV)
ILS2A

Figure 33: Connecting the power supply for outputs Q1 to Q4

The cross-sectional area of the +24 V cables used to supply power to the
inputs/outputs must be sized for the maximum total current drawn by all the
outputs.
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2 Installation
2.9 Connecting local inputs/outputs

2.9.2 Connecting outputs

A maximum current of 0.5 A is permissible per output. The outputs are short-
circuit proof to 24 VDC and GND.

If a short-circuit or overload occurs at one of the digital outputs, the output
will be switched off. Once the short-circuit or overload condition is fixed, the
output will automatically switch back on.

An LED is assigned to each output. A switched (active) output will be
indicated by the LED showing a green light.

Connect the outputs, unshielded, with a connection cable with a maximum
length of 30 m.

Designation Number of outputs Current/output[kb} Max. total current
[mA] [A]
XC-303-C32-002 4 500 2

XC-303-C21-001 = = =
XC-303-C11-000 = = =

XC-204-C20-002 = = =
XC-204-C21-001 = = =
XC-204-C11-003 2 500 1
XC-204-C10-000 2 500 1

XC-104-C10-000 = = =

24V
ov
[ B I
|
--------- |
| X1 i
[ @ Q1 _i)—
Q2 m)———
i
Q3 =>—
(e —

Figure 34: Connecting the local outputs of an XC-303-...PLC
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2 Installation

2.9 Connecting local inputs/outputs

24V
oV

PE—-—T— ----------

Figure 35: Connecting the local outputs of an XC-204-...PLC

% For wiring examples, please refer to the "XN300 Slice Modules"
manual.

2.9.3 Suppressor circuit for inductive loads

2.9.4 Connecting inputs

47

High induced voltages may be produced when inductive loads are switched
off.

In order to prevent system malfunctions caused by voltage peaks (e.qg.,
coupling on analog cables), it is recommended to use a suppressor circuit
(RC suppressors or flyback diodes) directly on inductive loads.

XControl features inputs with a +24 V level that can be used to read signal
states '0" and "1". The modules feature input filters designed to suppress
glitches on the corresponding signal cables.

Inputs |1 to 14 can be parameterized as interrupt inputs.

Connect the inputs with a shielded connection cable with a maximum length
of 30 m.

An LED is assigned to each input in order to indicate the input's current
state.
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2 Installation
2.9 Connecting local inputs/outputs

Designation Number of inputs Can be configured as an
interrupt input

XC-303-C32-002 4 4
XC-303-C21-001 = =
XC-303-C11-000 = =

XC-204-C20-002 2 4
XC-204-C21-001 2 4
XC-204-C11-003 = =
XC-204-C10-000 = =

XC-104-C10-000 = =

24V
ov
PE — - —T— --------- —
| JJJ1]
h |mT T 1
! Lox
e =
e
! 13 - y————
|
E 14 'y
| |
| |
| |
| |
| |
| |
| |
| |
i XZUL ql)_
'P—|

Figure 36: Connecting XC-303-... local digital inputs
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2.9 Connecting local inputs/outputs

24V
ov
PE—-—-T— --------- —
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h |mT T |
A
L_i@ " -:)_
| 12 ]
| |
1 1
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I I
| |
| e=D—
: -
[ I

Figure 37: Connecting XC-204-... local digital inputs
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2.9.5 Using inputs as interrupt in

2 Installation

2.9 Connecting local inputs/outputs

puts

The inputs can be configured as interrupt inputs in the corresponding

The interrupts can be triggered with a rising or falling edge or simply with any

XSOFT-CODESYS-3 parameter dialog box.
edge.

24V

ov

PE—p-g-— — ————-

|
[ x
o |
—e n=
| 12 )
I I
! 13
: = ]
o ue ]
I I
| | 2
| |
[} I
IoX6 i
| |
| Ve -y
I I
L.
"""" 2V,
0V,
Figure 38: Interrupt input connections

Vi)

30 | |
l l
| |

251 | Tt mmmmmmmm R N |

II \

20/ J \
II ‘\

o N A W
1] \

I’ \\

104 II ‘\

1 \
II ‘\
e [ 8
Il
|
Figure 39: Switching thresholds for inputs in conformity with EN 61131-2
See also:

e Timing requirements for the interrupt inputs: Technical data=—> Page 154
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3 Commissioning
3.1 General commissioning instructions

3 Commissioning

The Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... need to be
commissioned together with the XN300 slice modules in the corresponding
system block.

% For more information, please refer to the "XN300 slice modules”
manual.

3.1 General commissioning instructions

The signals received by analog modules are very small in comparison to
digital signals. In order to ensure that these modules work properly, it is
absolutely necessary to route all cables carefully:

e The DIN-rail must have a proper earth connection

e The cables used to connect to the analog signal sources must be as
short as possible and must not be routed parallel to digital signal cables.

* Analog signal cables must be screened.

e The screening must be terminated at a screening bus.

¢ Do not route the input cables parallel to load circuits.

e Suppressor circuit for all contactor coils (RC suppressors or flyback
diodes)

3.2 First steps for commissioning XC-104-... and XC-204-... devices

For commissioning you have to connect your PC to the device with an Ether-
net cable. Since your PC must be in the same subnet as the device, config-
ure your network settings as follows:

% Requirement:
You will need admin rights on your PC!

» Connect your PC to the device with a Catb (or higher) standard Ethernet
patch cable with RJ45 plug connectors.

% Make sure to use the ethO port on the device only!

3.4m(11.15ft)

Figure 40: Connecting the PC to the XControl ethO port with a standard Ethernet patch
cable
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3 Commissioning
3.2 First steps for commissioning XC-104-... and XC-204-... devices

Set the IP address for the Ethernet port on the PC or the USB/Ethernet
adapter (if any) to the same number range as that of the default IP
address of the eth0 port on the XC-104-... or XC-204-... device! If you
are connecting the device for the first time, you will only be able to do
this if you change the PC's IP address.

Changing the PC's IP address

VVVVVYYVYY

>
>
>

Click on the@ :;@Start menu on your PC and then on @@ Settings
Click on @ Network & Internet.

Click on "Properties."

Open the Windows control panel ,Network Connections”.

Right-click the desired Ethernet interface, then select , Properties”.
Select Internet Protocol Version 4 (TCP/IPv4), then click "Properties".

In the "Internet Protocol Version 4 (TCP/IPv4) Properties" dialog box,
enter a fixed IP address for the PC. This IP address must be in the same
number range as the device's default IP address, but must not be the
same as the latter. 192.168.119.xxx, e.g. 192.168.119.100.

Internetprotokoll, Version 4 (TCP/IPv4) Properties X

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 119 ., 100
Subnet mask: 255.255.255. 0

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

[ . ]
[ - . ]

Preferred DNS server:

Alternate DNS server:

[validate settings upon exit Advanced. ..

Cancel

Enter subnet mask 255.255.255.0.
Confirm with OK.
Switch on the power supply at the device.

You can now log in to the device with a browser and perform the basic confi-
guration. Proceed as explained in this section: Sie kdnnen sich nun per Brow-
ser am Gerat anmelden und die grundlegende Konfiguration vornehmen.
Gehen Sie dazu wie in diesen Kapiteln beschrieben vor:

Log in to the device => Section “13.1 Logging in to the Web Config
Tool"”, page 122

Enable remote access via SSH = Section “13.8.1 SSH", page 134
Activate the USB interface and USB Factory Reset => Section “13.4.3
USB interface activation”, page 127

Set date and time => Section “13.7.1 Date & Time", page 133
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3 Commissioning
3.3 Startup behavior XC-104-..., XC-204-..., XC-303-...

e Configure network settings => Section “13.5 Network configuration
page”, page 129

3.3 Startup behavior XC-104-..., XC-204-..., XC-303-...

To update the operating system/user program, the drives will be checked for
updated versions. If any updated versions are found, they will be copied to
internal memory.

The following flow diagrams show which program is used. The diagrams also
show how the operating system (OS) can be updated with the MicroSD
memory card or USB Host.

The device will be restarted and will start with the updated operating system
and, if applicable, a stored boot application.
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| Start |

0S on MicroSD
(Only XC-303)

no

CONTINUE

User program
on USB?

networkconfig file
USB Host

Start of PLC

Yes

3 Commissioning

3.3 Startup behavior XC-104-..., XC-204-..., XC-303-...

no

Several 0S
on MicroSD?

Determine newest version
(Update with a new firm-
are version via SD/USB can
be restricted or blocked:
PlcShell commands:
getinitplcsettings
setinitplcsetting <arg>)

Determine newest version
(Update with a new firm-
are version via SD/USB can
be restricted or blocked:
PlcShell commands:
getinitplcsettings
setinitplcsetting <arg>)

Several 0S
on USB?

Update and reboot
Save settings
(IP address, COM, user

Version
icroSD="\home"2

program)
Yes
— CONTINUE —
Yes

Update and reboot
Save settings
CIP/COM/user program

Version no

USB = "\home"?

no

Copy user program to "\home". Will overwrite only if it is different
from the program on the controller. Overwriting existing program with

Note:
If a MicroSD memory card and USB

the user project can be blocked. PlcShell command:
getinitplcsettings
setinitplcsetting <arg>

Copy user program to "\home". Will overwrite only if it is different
ffrom the program on the controller. Overwriting existing program with

device are both inserted, the
MicroSD will be given higher priority.
The slot for the MicroSD is
requested first in the "InitPLC" file.

the user project can be blocked. PlcShell command:
getinitplcsettings

setinitplcsetting <arg>

Operating system and/or user
program updates can be blocked
with entries in the “\home\InitPIc"
file.

Yes

— Apply

Copy the user program to
“\home"

settings to XControl network
settings

_ Apply
settings to XControl network[—
settings

Figure 41:

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-...

Startup sequence for XControl with MicroSD memory card and USB Host
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®
'

| Load retentive data

!

Start behavior? HALT
Note:
¢ Cold START/ The XControl's startup behavior is
Warm START

configured in \home\InitPIc".

RUN/STOP
switch in RUN?

lYes
O

RUN STOP

—> Section “Program
execution”

3.4 Program execution

The program's execution can be influenced with the position of DIP switch
S1.

3.4.1 DIP switch S1
The STOP DIP switch changes the CPU operating state with ON/OFF.

ON OFF ON OFF ON OFF oN OFF
STOP| 10— STOP| 1 0O STOP| 1 0O STOP PLC stops  PLC runs
gg‘; : %— ggz : B— : B— 23 TRSa7TRSb X3 (RS485) -

TC1| ¢ O TC1| 4 O s O— 4 TO X4(CANT) -
TC2| 5 [J— 5 [ 12| 5— 5 TC2 X5(CAN2) -

XC-303-C32-002 XC-303-C21-001 XC-303-C11-000

Figure 42: Device-model-specific configuration: DIP switch S1 for XC-303-...

ON OFF ON OFF
L O— 1 STOP  PLC stops PLC runs
2 Q— 2 SF Special Function -
3 J— 3 TC X4 (CAN termination) —
4 [J— 4 TRSa, X3(RS485termination) —
5[]— 5 TRSb

Figure 43: Configuration of DIP switch S1 for XC-104-... , XC-204-...
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3.4.2 DIP switch S2

3 Commissioning
3.4 Program execution

DIP switch 2 has a special function for XC-104-... and XC-204-... devices. In
the ON state, the device sends responses to broadcast requests from the
discovery service.

©) ON OFF ON OFF

$1 TOL_T_ STOP PLCstops PLC rans
2 O—2 SF Special Function Discovery
3 [J—3 TC X4 (CAN termination) -
4 [J—4  TRSa, X3(RS485termination) —
5 []—5 TRSb

Figure 44: XC-104-... , XC-204-...

3.4.3 Program start (STOP —> RUN)

You have the following possibilities to start the program:

Program exists in main memory Program should be loaded

Prerequisite e (CPUin STOP e (CPUin STOP
e STOP switch ON e STOP switch OFF
Action e Switch the STOP switch to OFF e |oad program
¢ |nonline operation, issue the “Start”
command.
Result for all CPU in RUN CPU in RUN
variables Values are retained at the start Initial values are activated

3.4.4 Program stop (RUN —> STOP)

A change of the DIP switch to the ON position leads the central processing
unit to the STOP state after completion of the program cycle (ending of all
active tasks).

The PLC settings under the XSOFT-CODESYS-3 Device tab are used to
define what should happen in the CPU's STOP state.

Default setting:

* Inthe "Always update tags" field: "Disabled (update only if used in a task)"
¢ In the "Behavior for outputs in Stop": "Keep current values."

This will ensure that the values of the outputs used in the I/O tasks will be
kept after the tasks end.

When running tests and simulations, the "Enabled 1 (use bus cycle if not
used in any tasks)" option should be selected in the "Always update tags"
field. This is the only way to ensure that all inputs and outputs will be shown
with their latest state in the simulation.

You can stop the program in one of two ways:

¢ Inonline operation, issue the STOP command.
e Switch the STOP DIP switch to the ON position.
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3.5 Power off/Interruption of the power supply

3.5 Power off/Interruption of the power supply

57

When the program is running, the switching off or interruption of the (CPU)
power supply will cause the program cycle or all tasks to be aborted
immediately. If this happens, data consistency will no longer be guaranteed!

All outputs in which the 1/O tasks are used are set to 0 or switched off. The
behavior of retentive variables in shown in can be seen in => Table 9.

The remaining program cycle will not be completed when power is
reconnected!

If data consistency is absolutely necessary for an application, additional
measures are required, such as the use of a uninterruptible power supply
with battery back-up. The PLC is started as shown in Figure 46 and
Figure 41.

Table 8 How the tags behave after the program starts

Behavior of the variables after ...

Variable type Cold start Warm start
Non-retentive Activation of the initial values Activation of the initial values
Retain Persistent Values remain in memory Values remain in memory

CPU operating state display

The CPU's operating state is indicated by the status display LEDs under PLC
and PRG in the front:

CPU status LED PLC

Green Red
RUN ON OFF
STOP Flashes OFF
NOT READY OFF ON

If the runtime system does not start properly, the PLC LEDs will signal the
NOT READY state. The CPU remains in STOP state. The CPU can be
restarted after elimination of the fault. See =>» Section “3.6 LED indicators”,
page 60 for details on the LED indicators.
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3.5 Power off/Interruption of the power supply

3.5.1 Test and commissioning (Debugging)

3.5.2 Forcing

The Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... supports the
following test and commissioning features:

e Breakpoint/Single step mode,

¢ Single cycle mode,

e Forcing,

*  Online modification, => PLC programming with CODESYS manual,
Chapter "Online functions",

Breakpoint/Single step mode

Breakpoints can be set within the application program. If an instruction has a
breakpoint attached, then the program will halt at this point. The following
instructions can be executed in single-step mode. Task monitoring is
deactivated.

ATTENTION

Any outputs already set when the program reaches the break-
point remain set!

Single cycle mode

In single-cycle operation, one program cycle is performed in real time. The
outputs are enabled during the cycle. At the end of the cycle, the output
images are cancelled and the outputs are switched off. Task monitoring is
active. Task monitoring is active.

All user program tags can be initialized with default values. A local output is
only forced if the corresponding variable is assigned by default and
the central processing unit is in the RUN state.

Flag Display

The inputs/outputs are to be referenced in order to visualize the states of the
configured inputs/outputs in an interval controlled task in the PLC
configurator. The following syntax is sufficient in the ST programming
language in order to be able to display individual I/O bits.

Example:

%IB0; (referencing of inputs I0.0 - I0.7)
%QB0; referencing of outputs Q0.0 - Q0.7)

In the instruction list (IL):

LD %1B0
ST Default byte
LD Default byte
ST %QB0

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... 08/25 MNO50005EN Eaton.com 58



3 Commissioning

3.5 Power off/Interruption of the power supply

3.5.3 Reset

59

There are three different types of Reset commands:

e \Warm reset,
. Reset cold,
e Full reset.

—> Table 9: The commands also affect the state of the CPU: shows
the commands to use for initializing a retentive variable range.
The commands also affect the state of the CPU.

Table 9 Behavior of the program and the variables after a Reset
Reset command
Variable type Warm reset Reset cold Full reset 1)
Non-retentive Activation of the initial Activation of the initial Activation of the initial
values values values
Retain Persistent Values remain in memory Values remain in memory
Program Is stopped; s stopped; Is deleted; PLC in NOT
then restarted then restarted READY state; the PRG LED
turns off;
then
load the program onto the

device again and start it

1) After "Full reset," the program must be loaded into the XControl again. In online operation, the “Start” command
can now be issued.

% For more information, please refer to the XSOFT-CODESYS-3
Online Help using "RETAIN" as a keyword.
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3.6 LED indicators

3.6 LED indicators

The status display LEDs in the front are used to indicate the signal states of
the Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-..., the interfaces,
and the inputs and outputs.

—pe—— () LI L LI
I 6 7@ []:| ST onor
@7 1= S1 ) PLC. TP = @
. e qs Micro PRG Igég H @
2 E < so C1 i
3 & ) 1C2 = @
= g xi
5 o g usB a1 i

) Lo & HOST @ :;zi ,% ?@

3 i, pS il ey

- 5 TRSb XZ -

@O— ETH2 Sy ®
X1 | - —
5 b6
[] Siic ® X3 T ® ®
< rsass| D = |0 L i )

M7 cm ETH1 . —
@7? H CAN%;% % CAN1§%
@] i O - ] X [@llN ®

ETHO o iR )
1102 — 5;3
WS e
p Cjﬂjp @ T [] ov Q ‘
I
Example XC-204-C21-001 Example XC-303-C32-002

Figure 45: LEDs using XC-204-... and XC-303-... as an example
(@) PLC LED: RuntimeSystem loaded (green)/
active communication with programming system (green blinking)
RUN (green)/STOP (blinking green)/ERROR (red)
(@ LED PRG (red)/No Error(green)
(® MicroSD detected LED (green/-)
(® USB active LED (green/-)
(5 LED Ethernet2 Activity (green)
(® LED Ethernet2 Activity eth1[10/100]Mbps (orange) /1000Mbps (green)
(@ LED Ethernet1 Activity (green)
LED Ethernet1 Activity eth1 [10/100]Mbps (orange)
(® LED Ethernet0 Activity (green)
LED Ethernet0 Activity eth1 [10/100]Mbps (orange)
@D LED Q1-Q4 (green)
(2 U 24V detected LED (green)
(3 LED RS485 connected (green/red)
CAN1 connected LED (green/red), flashes during data transfers (Rx + Tx)
(5 CAN2 connected LED (green/red), flashes during data transfers (Rx + Tx)
V+ 24 VDC detected LED (green)
() USB controller accessing storage device LED
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Table 10 LED status display
Status Description
LED
red green orange
PLC - - - RuntimeSystem not started
e No power on X6
- Flashes — PLC RuntimeSystem started, connection to XSOFT-CODESYS-3
= ON = PLC RuntimeSystem started
ON = = Error status of the RuntimeSystem
e Hardware Error
e Checksum Error
e (Could not start SSL connection
Fix: Check the log file
ON ON - Firmware update
PRG = = = No application on device
- ON - Application running
ON = Application stopping; program signaling error condition
Because of the following, for example:
e Unsuccessful data access
e Task interval time > Watchdog time
= Flashes — Application stopped
ON ON - Firmware update
SD - - No MicroSD memory card detected
ON - MicroSD memory card detected
USB - - - No USB Host detected
- ON - USB Host plugged in
- - ON XC-204-..., XC-104-.. .: Current access operation on storage
device.
RS485 - - -
- ON - Communication channel open
- Flashes — Bus activity
CAN1 = = = No bus activity
CAN2 — -
= Flashes — Bus activity OK (CAN), FLASHES with every frame
ON - - Bus error
Flashes Flashes — Warning
red green orange
eth0...eth2 - - - No active connection
- ON - Active connection
= ON Flashes Active connection and data being received or transmitted
Ethernet Activity = = = Ethernet communication / link status
_ ON _
= = ON
= ON ON

1) Flashes: The flashing frequency can vary depending on the transfer rate on the bus.
When there are large volumes of data, the flashing will look like a solid green light on the LED.
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Status Description

LED

- Green -
Q1...04 - - - There is a LOW signal at the input.

- ON - Input has a HIGH signal
POW - - - No power on X6

- ON - 24 VDC power for device present at X6
ULatQ1...04 - - - No power

- ON - Power supply present

1) Flashes: The flashing frequency can vary depending on the transfer rate on the bus.
When there are large volumes of data, the flashing will look like a solid green light on the LED.

3.7 Operating states when the XControl starts
PLC and PRG are used to indicate the operating states.
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3.8 Programs and project

3.8.1 Loading programs onto the device

You must log on in order to load recently created or modified programs into
the device. The question “Load the new program?” will appear. The load
operation will start once this prompt has been confirmed.

% Please note that the “Retain” variables are initialized during the
load process, but the "PERSISTENT" variables retain their
value.

In order to safely store the program, a boot application must be generated by
the user program. The "Create boot application" command will load

the program from the PC onto the system memory and save it as a boot
application in a non-volatile manner.

To create a boot application, follow the steps below:

» Change over to the “Online” folder.
» Select the “Login” command.
» Select the "Create boot application" command.

Alternatively, you can configure XSOFT-CODESYS-3 in such a way that a
boot application will be generated automatically when the user program is
downloaded. To automatically generate a boot application during

the download, follow the steps below:

» Select "Application” in the browser.

P Select the "Properties” option in the context menu.

» Open the "Boot Application” tab.

» Enable the "Implicitly generate boot application during download" option.
Eigenschaften - Application [Device: SPS-Logik] P

|Al|gemein IInformaﬁonl Bootapplikation |'u'ersd1|[2|sselung Optionen Appl| * | *

Erzeuge implizitBootapplikation beimDownload
[7] Erzeuge implizit Bootapplikation bei Online Change

[7] Beim SchlieBen des Projekts an Bootapplikation erinnern.

0K ] [ Abbrechen ] [Ubernehmen
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3.8.2 Saving and deleting a boot application.
Saving a boot application on the MicroSD memory card

Make sure that communications with the XControl device have been
established.

Make sure that the boot application was compiled without errors.
Make sure that the microSD card is inserted into the device.

In Explorer, double-click on the device (e.g., "Device (XC-303)") and
select "PLC Shell" under the "Device" tab.

Enter the copyprojtosd command into the command line.

vV vVvVvVVY VY

An "XC303" directory with a "project" subdirectory will be created for the boot
application. The boot application will be named <application_name>.app
("Application.app", for example) and stored in this subdirectory. In this case,
<application_name> refers to the application in Explorer. In addition, an
<application_name>.crc file will be generated.

The boot application will be stored on the MicroSD memory card
in the aforementioned directory structure.

You can use the copyprojtosd PLC shell command to copy the boot
application (e.g., for a backup copy) or change the file's name. However, only
the boot application named <application_name>.app will be active in the
XSOFT-CODESYS-3 software.

Saving a boot application on the USB device

Make sure that communication with the device has been established.
Make sure that the boot application was compiled without errors.
Make sure that there is a USB device plugged into the USB Host.

In the configuration tree, double-click on the device (e.g., 'Device
(XC...)") and select "PLC Shell" under the "Device" tab.

Enter the copyprojtousb command into the command line.

vV VVvVYVvyYy

An "XC..." directory with a "project" subdirectory will be created for the boot
application. The boot application will be named <application_name>.app
("Application.app", for example) and stored in this subdirectory. In this case,
<application_name> refers to the application in Explorer. In addition, an
<application_name>.crc file will be generated.

The boot application will be stored on the USB device in the aforementioned
directory structure.

You can use the copyprojtousb PLC shell command to copy the boot
application (e.g., for a backup copy) or change the file's name. However, only
the boot application named <application_name>.app will be active in the
XSOFT-CODESYS-3 software.

Deleting a boot application from the MicroSD

Click on the "Device => PLC Shell" folder and enter the remprojfromsd
command for the XControl.
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Deleting a boot application from the USB device

Click on the "Device => PLC Shell" folder and enter the remprojfromusb
command for the XC....

3.9 Updating the operating/runtime system

With the Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... it is
possible to replace the operating/runtime system with the latest versions.

% If you transfer a current operating/runtime system to an older
hardware version, it is possible that not all functions of
the operating system will be supported by the hardware.

% When an operating/runtime system is uploaded to the PLC, the
existing operating/runtime system will be overwritten!

% Observe the information in the corresponding release notes,
which are also available at Download Center.

The operating/runtime system is updated exclusively with
XSOFT-CODESYS-3. A* tar file is installed on the device for this purpose.

For XC-104-... and XC-204-... devices, the operating system can also be
updated with the Web Config Tool.

Update Tool Firmware format

RTS Network (SSH) or USB/SD card ~ *.ipk

0S Web Config Tool *.rauc

For XC-303,

Update Firmware version Tool Firmware format
Before and including V3.5.16 Network (SSH) or USB/SD card

0S/RTS From V3.5.16 (excl.) to V3.5.19 (excl.) SD/USB * tag
After and including V3.5.19 USB/SD card or network (SSH) after

enabling SSH + assigning a password.

Individual operating system components can be installed separately for these
devices:

1.  Operating system Linux
2. Bootloader
3. PLC Runtime System

3.9.1 Updating the operating system with the Web Config Tool

For more information, please refer to => Section “13.6 Update configuration
page”, page 131.
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3.9.2 Updating the operating system with the XSOFT-CODESYS-3 programming system
Procedure:

» Establish a connection to the modular PLC with the PC's Ethernet

interface.

—> Chapter 5 “Connection set-up PC — PLC", page 86.

>
the "Firmware" tab.

% Device X

| Kommunikation

Metzwerk durchsuchen...  Gateway +  Gerat -

Go to the "Device" screen in XSOFT-CODESYS-3 and open

Applikationen

Sichern und Wiederherstellen

Dateien . . .
Gateway
Log —
eateway | [192. 168.137.248 (ki) -
SPS-Einstellungen 1P-Address: Geratename:
localhost ¥C303_Carlos
SPS-Shell
Port Gerateadresse:
1217 031F.9000.2DDC.COAB.89F8
Benutzer und Gruppen
Gerdte-IP-Adresse:
192.168.137.248
Firmware
Zielsystem-ID:
Gerate-Information 1024 0303
Zielsystemtyp:
LOCAL_IO Parameter 4096
. Zielsystemhersteller
BRI BER A Eaton Industries, Bonn
Taskaufstellung Zielsystemversion:
3.5.10.30
Status
Information
H . 1 : 1
Figure 46: Device" screen
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Datei Bearbeiten Ansicht Projekt Erstellen Online Debug Tools Fenster Hilfe Eaton Automation Y
B HISI I g4 25 |62 |t - [T | B | Of XK = |H|=
Gerate - 3 X ﬂj Device -
=5 Xc300 v
Il = [ Device (XC303 (Preview)) Kommunikation Aktuglisieren des Betriebssystems
= B sPs-Logik
m Bibliotheksverwalter )
PLC_PRG (PRG) Sichern und Wiederherstellen
=S @ Taskkonfiguration .
Dateien
=% MainTask T |
& pLc PR Log m X303 Operating System Download 1
. 23
Destination H Piffoen
SPS-Einstellungen . ™
@ PLQ UUU‘ li = Firmware » 4096 » 10240303 » 351030 - |4,| 3.5.10.30 durchsuchen pel
SPS-Shell .
B Organisieren Neuer Ordner
Ren
Benutzer und Gruppen - - W
7 Favoriten ~ Mame Anderungsdatum Ty|
Firmware B Desktop X(C303.V3. 5 11 B206_U3 14.09.2017 14:36 ta
4 Downloads =
Gerdte-Information %5 Fuletzt besucht "
LOCAL_IO Parameter :
. Bibliotheken
Download p
LOCAL_IO E/A-Abbild =] Bilder
| @ Dokumente
Taskaufstellung Aﬁ Musik
B videos
Status
Information W Camauter ~ [ L I [
32 Gerate |1 POUs L Dateiname: X(C303_V3_5_11_B206_U3 - [xc;nz 05 package (*.tar) -]
[E Meldungen - Gesamt 0 Fehler, 0 Warnung{en), 0 Meldung(en) [ — IV] [ e — ]

Figure 47: "FTP installation" window for XC-303-...

» Enter the PLC's IP address and click on "Next."
P Select the "XC303" device type and click on "Next."
P Select the components you want to install:
J For XC-303-... devices: "PLC operating system".
. For XC-104-... and XC-204-... devices:
"Bootloader"
"Linux"
"PLC Runtime System".

|—~Jf_=, Setup - Firmware V3,517 — *
Select components
Which components should be installed? .’

Select the components you want to install.
Click "Mext™ when you are ready to continue.

Operating System
Bootloader 2.0

Linux 1.0.0c3
PLC Runtime System

. PLC3 - PLC Runtime System 3.5.17.30-0Hocal

[ select other package [ clear User DB

English

www.eaton.eu Back Cancel
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3.10 Factory resetting XC-104-... and XC-204-...

Click on the <Continue> button.
Stop the PLC
Switch the S1 Stop DIP switch to ON
Click on "Download" to start downloading the firmware.
Wait until the dialog box shows a message saying "Download
successful."
Then close the window with "RETURN."
» Click on "close" to exit the Setup Wizard.
» Start the PLC
Switch the S1 Stop DIP switch to OFF
» Restart the Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-....

The update process when using removable media or a local directory
(=> Figure 47, page 67) is similar to that for FTP installation.

vy VY

Procedure:

Insert the USB device or MicroSD memory card into the PC.

Select "Removeable Drive" in the "XC... OperatingSystem Download"
screen (—> fig. 47).

Select the removable media directory and click on "Next."

Select the "XC303" device type and click on "Next."

Select the "PLC operating system" component and click on "Next."
Click on "Install" to start downloading the firmware.

Click on "Done" to exit the Setup Wizard.

VVVVVY VY

The firmware files will be found in a directory on the removable medium
called XC.../Firmware.

» If you want to use the device's USB port, make sure that you have
activated it — please refer to => Section “3.2 First steps for commission-
ing XC-104-... and XC-204-... devices”, page 51.

» Insert the USB device or the MicroSD memory card into the modular
PLC.

The system will check whether there is a different operating system on the
removable medium. If one is found, the system will start updating

the firmware. When this occurs, the status display LEDs under PLC and PRG
in the front will flash alternately (green), as will SF (red).

% The new firmware version will not be enabled until the PLC is
restarted.

3.10 Factory resetting XC-104-... and XC-204-...

There are two ways to carry out a factory reset:

1. Factory reset with the Web Config Tool
2. Factory reset through the USB port

Use the first method if you know the access information for the device, as
this is the fastest of the two options — please refer to => Section “13.4.5
Factory reset”, page 128.
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3.11 Mass production programming through MicroSD or USB

You can use the second method if you do not know the password for the
device. However, this method requires the preparation steps outlined below.

Method 2: Factory reset through the USB port
To do so, follow the steps below:

» Make sure that the "Enable USB factory reset" switch is enabled (i.e., in
the right-hand switch position) on the Device configuration page in Web
Config Tool.

Prepare a storage device with a USB interface and store a file named
"factory-reset.txt" on it.

The only content of this file should be the device's serial number, e.g.,
"100000001098".

Make sure that the device is de-energized.

Plug the storage device into the device's USB port.

Switch on the power supply at the device.

vvvy Vv V

As soon as the storage device is connected to the device through the USB
port and the device is switched on and starts booting up, the device will
check whether the "factory-reset.txt" file is found on the storage device and
whether the content of the file matches the device's serial number. If they
do, the device will be reset to its default settings.

The "factory-reset.txt" file will then be deleted from the storage device. The
"Enable USB factory reset" switch will be disabled, i.e., switched to the left-
hand switch position.

All Ethernet ports will be reset to their default settings. If a password has
been set, it will be deleted.

3.11 Mass production programming through MicroSD or USB

3.12 XN300-Assist
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The operating system and the application can be programmed through a
MicroSD memory card or USB device.

—> Section “3.3 Startup behavior XC-104-..., XC-204-..., XC-303-...", page
B3.

XN300-Assist is a planning, ordering, and commissioning program that can
be used to make it easier to configure SDOs. In addition, XN300-Assist
makes it possible to configure XN300 slice module parameters with
processed cleartext. This configuration can be saved as an INI file and then
imported into XSOFT-CODESYS-2 or XSOFT-CODESYS-3. As a result, only
system-relevant SDOs, such as the enable signal for analog value
transmission, still need to be configured directly in CODESYS.

XN300-Assist includes the following functions:

e Selecting modules, as well as a gateway
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¢ Reading device parameters for the gateway and modules of the system
bus.

e Generating a project-specific EDS file

¢ Generating a project-specific INI file for XSOFT-CODESYS-2 or

XSOFT-CODESYS-3

Status indication of the inputs/outputs

Wiring test

Firmware Update

Importing actual configurations

Display of cyclical and acyclical diagnostics messages

The Online Help function provides a detailed description of how to use
XN300-Assist. In order to open it, click on the "?" icon on the XN300-Assist
menu bar or press the <F1> key.
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Processing of the project can be controlled via tasks. Each task can be
assigned with a range of programs which should be run during execution of
the task.

The task is defined by a name, a priority and a type which defines under
which conditions a task starts. Priority and task conditions determine the
sequence in which the tasks are to be processed.

You can select "cyclical" or "event-triggered" as the task condition. A cyclical
task is restarted after the set interval time has elapsed. An event-triggered
task is only started when the event occurs. You can also link system events

such as "Start", "Stop" or "Reset" with the execution of a program.

The task priorities can be parameterized with a value from 0 to 31 where 0 is
the highest priority and 31 is the lowest priority.

In principle the output image is written onto the physical outputs before
every task is called and the map is read by the inputs (updating of the input/
output map). The task is executed thereafter. In addition, all system activities
are carried out before or after the task call. This includes for example,
communication with the XSOFT-CODESYS-3 or Online changes.

Updating of the input/output image by multiple tasks is described in
the Section “Multi-tasking” on Page 75.

All |[EC tasks, including those with the highest priority can be interrupted by
an interrupt or an event controlled task.

Time monitoring (Watchdog) can be activated for each task.
% For a detailed task configuration description, please refer to the
manual for programming PLCs with XSOFT-CODESYS-3
Following is an example used to illustrate the PLC specific settings.

Creating a task (example)

First create the cyclic task “Basic” with the assigned program “Basic_prog”.
Then you can add the event-triggered "Param" task with the "Param_prog"
program. In the program “Basic_prog” an event is programmed which
invokes the “Param” task.

The following steps are necessary in order to create a task:

e Addatask
e Define the program call
e  Create the program
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4.1.1 Creating a cyclical task

>
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4 PLC configuration
4.1 Task configuration

In the project's configuration tree, select the "Device (XC-303)" device ->
"PLC Logic" -> "Application".

Select "Task configuration" in the configuration tree.

Select the "Add object" and "Task" options in the context menu.

Enter in the Name field a name such as “Basic”.

Set the task in the dialog as in Figure 48.

Define the program call

With the program call you define which program is to be called with the task

“Basic”.

» Right-click on the icon for the "Basic" task you created previously and
select the "Add object" ->"Program call" option in the context menu.

» Enter "Basic_prog" as a name into the "Add call" pane.

» Confirm the program name with "Add."

Gerate > 1 x| @ Basic X -

=) EventCounter (™) [ kanfiguration |

= [ Device fic-303)
=i sps40gk

Prioritat {0.32 J: 1

Typ

=1} Application 1
) |Evidisch -

@ G
m Bibliotheksverwalter
|E] Basic_prog (PRE)

Intervall (2.6, t2200ms): tw20ms

Watchdiog
_ﬂ PLC_PRG [PRG) ] aktvieren =
= (40 Taskkerfiguration
= @ Basic
;‘E] Basic_prog
#-g8 MainTask

Zeit (2B, t=200ms):  t=50ms
Empfindlichkeit:
dp Aufruf hinzufigen Aufruf entfernan Aufruf andern |-

POU Kemmentar

T Basic_prog -

Figure 48:

Configuring the cyclical task with a program call

Writing a program

>
>

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-...

Open the editor for the "Basic_prog" POU by double-clicking on it.
You can now enter a program. In the program example the variable
“bCount” is incremented.

If the count = 20, global tag a will be set to TRUE.
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Gerate —

=5 EvemiCounter
= [ Deviee (xc-303)
= B sPs-Legik
=1} Application
o
m Bbliothekeverwalter
[E] pasic_prog (PRS)
[E] PLC_FRS (FRE)
= [ Tasdonfigurabion
= @ Bazic
& Basic_prog
* 5 MainTask

L n |

x| @ o x

= 2 VRER GLOBAL
a: BOOL:=FALSE;
4 END VAR

2] Basic_prog X
! FROGEAM Baszic prog

- 2 VAR
3 bCount: BYTE:
1 END VAR

I = =
bBCount :=bCount+l:

= 2 IF bCount=20 THEN
3 GVL.a:= TRUE;
4 EIJE)_II‘

Figure 49:

Creating a program element for a cyclic task

4.1.2 Creating the event-triggered task and defining the program call
The procedure corresponds to the creation of a cyclic task.

73

» Create a task of type "Event" named "Event" as shown in Figure 50.

as the event by clicking on the ... button,
double-clicking on the "GVL" folder in the "Input assistance" dialog box,
, and confirming with "OK".

» Enter global Boolean tag "a

selecting tag "a

» Enter the program call "Event_prog".

= @ Taskkonfiguration
* @ Basic
= @ Event
@ Event_prog
=-g8 MainTask
& pLC_PRG

4 1 | »

Gerate >+ 1 X & Event X
= EventCounter E] Konfiguration
= [{ Device (xC-303)
=2l sP5-Logik 1
. Prioritdt { 0..31 )z
=7 Application rioritét { :
@ o Typ
m Bibliotheksverwalter Ereignis: GVL.a
Basic_prog (PRG)
Event_prog (PRG) Watchdog
PLC_PRG (PRG)
[T] aktivieren

Zeit (z.B. t#200ms):

Empfindlichkeit: 1

gk Aufruf hinzufigen ¥ Aufruf entfernen

ms

POU Kemmentar

Event_prog

»

m

Figure 50:
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Creating an event controlled task
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Writing a program

» Select "Application”, select the "Add object" option in the context menu,
and enter (POU) as an object with the name "Param_prog".

» You can now enter a program. The program example Param_prog
(Figure 51) increments the variable “value” by the value 1. The
Param_prog is processed if the variable a = TRUE.

Gerdte * 1 X Event_prog X hd
=3 EventCounter B o 1 PROGRAM Event_prog -
= [{ Device (xC-303) = z AR =m0
=B sPs-Logik 3 iEventCounter: INT: 1
=1} Application 2 ¢ END VAR T
: 5 A -
@ G —
m Bibliotheksverwalter 1 iEventCounter:=iEventCounter+l;
Basic_prog (PRG) z GVL.a:=FLL3E;
Event_prog (PRG)
PLC_PRG (PRG) L
< i r 100 % |[ER

Figure 51: Programmed element for event controlled task

Events can only be triggered by Boolean tags.

A function can be called with the help of a system event. It can be used
when the PLC is started to initialize modules with parameters. The system
events are independent of the task!

Assigning a function to a system event

» Add an event handler in the task configuration under the "System
Events' tab.

» Select one of the available events (e.g., "StartDone") and enter a function
name (e.g., "AfterStart") in the "Function being called" field.

4. "System Events" - select an event (e.g., "Start") and enter the name of
the POU (e.qg., "Power_prog") that should be executed. Check required

Gerate r 3 X Event_prog @ Taskkonfiguration X =
= [ pevice (xc-303) E * ||| Bgenschaften | Systemereigrisse |Uberwachung|
=2 sPs-Logik
=¥ :p:::tion E;-;;EfHu;réﬁler Evilt;?ha:ndler l P l Erewgnb!;:::ktiun
m Bibliotheksverwalter |= Name Beschreibung Aufzurufende Funktion  Aktiv
AfterStart (FUN) 4 StartDone  Called after application starts. Context=Comm... AfterStart

Basic_prog (PRG)
Event_prog (PRG)
PLC_PRG {PRG)
= @ Taskkonfiguration -
] [ +

Figure 52: Assigning the function to a system event

» Double-click on the function name to open the editor and program the
actions that should be taken after the start.
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Gerate * o X i‘ GVL -
=l EventCounter =][z = VAR GLOBAL RETAIN PERSISTENT -
= m Device (XC-303) & bStarted :BOOL:=FLLSE; D
=B sPs-Logik 7 END VAR =
=G ;"’::L"“"“ 100% @ -
m Bibliotheksverwalter afterstart x h
afterstart (FUN) = 2 VAR TN OOT i
Basic_prog (PRG) 3 EventFrm: Cmpipp.EVIFRRRM CmpApp: D
-Preg 4 END VAR =
Event_prog (PRG) . - 100% |8 -
-
PLC_PRG (PRG) U pSrarien:-bSrariedtls
£ @ Taskkonfiguration
« i r 100 % |[ER
Figure 53: Programming a function

% Further information concerning the system events can be found
in the online help of the programming system.

The XC300 runtime system is a multi-tasking system. In other words,
multiple tasks can be processed simultaneously.

Updating the input/output image table

If the local and central inputs/outputs are programmed in several tasks, the
input/output image table in XSOFT-CODESYS-3 will be updated according to
special rules:

By default, the only inputs read and outputs set before every task are the
ones used in the task.

In other words, the CPU does not work with an unchanging input/output
image table within a cycle. Instead, the input/output image table changes
within the cycle based on the task.

After the start, the system updates the inputs used (e.g., in the first task).
The name of the first task “Prog1"” is in the Figure 55. If the system detects
an input that is connected to an XN300 slice module (e.g., XN322-16Dl)
through the configuration, only this module input will be updated in the
image table. If this task has additional inputs that are assigned to other slice
modules, the inputs of these modules will be updated as well.

The same behavior applies to the outputs. if, for example, outputs QX6.0 and
QX7.1 of output module "1" are addressed by different tasks, the outputs of
this module will not only be updated by the first task. For instance, the first
task could set output QX6.0, while the second task could reset the output
based on a changed input image table.

% Do not access the same input or output from different tasks.
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Examples

The examples are based on the following configuration:

Eingangsmodul 1
Eingangsmodul 2

Ausgangsmodul 1

X((:3P380 FAusgangsmoduI 2
S | [l s
0 ElEE L
Sl
AN EEEE
SN
idlip| [ddb| (b ||
Sal L

Figure 54: Configuration of XC-303 with local inputs/outputs and
I/O system XN300 inputs/outputs as a central expansion

The task configuration now looks as follows:

Gerate -~
= @ Taskkonfiguration tJ
+-g8 MainTask
@ Progi
@ Prog2 -
4 n 3

x
-

Figure 55: Task configuration for examples
Example 1:

Table 11 Task details for example 1

Task name Priority Cycle time
Prog 1 2 50 ms
Prog 2 1 10 ms

In the first task ("Prog1"), the "progtes(1)" program uses input 1X4.0 of input
module 1 and input IX6.0 of input module 2. Before the first task ("Prog1")
starts, only these inputs will be updated.

In the second task “Prog2” the input IX4.1 of input module 1 is programmed
in the program “progtes(2)”. The input of this input module is updated before
the 2nd task ("Prog2") starts.
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Example 2:

Table 12 Task details for example 2

Task name Priority Cycle time
Prog 1 2 50 ms
Prog 2 1 20 ms

In example 2 in the first task the input 1X4.0 is programmed and
in the second task the input IX4.1 and output QX4.0 is programmed.

At the beginning of the first task, input IX4.0 is updated. If this input is set,
output QX4.0 is set as well. Otherwise, it is reset.

At the beginning of the second task, input IX4.1 of the input module is
updated and output QX4.0 is set or reset.

As a result, the control sequence could result in output QX4.0 being set in
the first task and reset in the second. In other words, the output would be
toggled.

Creating a task with consistent inputs/outputs

Avoid access to the physical outputs from several tasks. In order to
guarantee a clear PLC sequence, create for the local inputs/outputs and the
inputs/outputs of the local expansion module a task in which all inputs are
copied in global variables and at the end of the interval all outputs of global
variables are written to the output module (I/O update task). The I/Os are
consistent (data integrity) within this task. The global variables can then be
used instead of the 1/Os in other tasks.

% Do not access the same input or output from different tasks.

% On the XC300 PLC a maximum of 50 tasks are possible.
The parameterization of a task as “free wheeling” is
not supported.
Note with parametric programming of the watchdog time that
the POU called with the interrupt service routines, extends the
task run times accordingly.
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The processing time of a task can be monitored in terms of time required
using a watchdog. The following applies for defining the monitoring time:

Processing time < Interval time of the task < Watchdog(time)

If the processing time of the task exceeds the interval time, the end of the
second interval time is awaited until the task is restarted.
—> Watchdog inactive.

The watchdog interrupts the program processing if the processing time of
the task exceeds the watchdog time.

Furthermore, the frequency (sensitivity) can be set, which the number of
exceeds allows. In this case the outputs of the PLC are switched off and the
user program is set to the “Halt” state. Afterwards, the user program must
be reset with RESET.

% If the watchdog is deactivated, there will be no task
monitoring!

CAUTION
If you want to parameterize a task without a Watchdog or want

to deactivate the Watchdog at a later time, all the outputs which
have been accessed up to this time can continue to remain
active. This is the case for example, when the task can't be
ended due to a continuous loop (programming error) and/or
missing end condition (stepping condition). The outputs con-
tinue to retain their “High potential” until the operating mode is
changed from RUN to STOP or until the control voltage for the
outputs is switched off.

Configuring a watchdog
You can select the following settings in the task configuration:

¢ Watchdog on/off
¢ Watchdog time
* Watchdog sensitivity.

These settings apply for time controlled and event controlled tasks.
Watchdog active
The watchdog is started at the commencement of every processing cycle

and reset again at the end of the task.

% The following rule applies for definition of the watchdog
time with several tasks: each watchdog time must be lon-
ger than the sum of task interval times.
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If the processing time is longer than the watchdog time (sensitivity = 1) —
e.g. with a continuous loop in a program — the watchdog becomes active. If
the processing cycle is shorter than the watchdog time, the watchdog is not
activated.

The triggering of the watchdog continues to be dependant on the watchdog

sensitivity. The watchdog sensitivity determines when the watchdog will be

triggered, after the watchdog time has been exceeded by a determined num-
ber of consecutive occasions.

The watchdog is triggered:

e immediately when the watchdog time is exceeded with a watchdog sen-
sitivity of “1",

* immediately after the “x"th consecutive time that the watchdog time is

" n

exceeded with a watchdog sensitivity of “x".

For example, a task with a watchdog time of “10 ms” and a watchdog sensi-
tivity of “5" will end at the latest after 5 X 10 ms = 50 ms.

Example: Watchdog active

The interaction of interval time (IZ), task run time (TZ), watchdog time (WT)
and watchdog sensitivity are illustrated by the following configuration exam-

ple:

¢ Watchdog on
*  Watchdog time (WT) = 15 ms
e \Watchdog sensitivity = 2

The interval time (I1Z) of the task is 10 ms.

Variant (1): The watchdog is not triggered as the task time always remains
below the defined watchdog time.

Variant (2): The watchdog is triggered 15 ms after commencement of the
second task Z , as both times are longer than the defined watchdog time
and occur consecutively.

Variant (3): The watchdog is triggered 15 ms after commencement of the
second consecutive task, which is longer than the defined watchdog time.

Variant @); Endless loop: The watchdog is triggered ,4 , because the task
time takes longer than the watchdog time multiplied by the watchdog sensi-
tivity (2 X 15 ms = 30 ms).

IZ=10ms' 1z ; IZ Iz Iz iz Iz ! Iz Iz Iz 1Z
|

! I

O <wr | N R

! |

[ |

@TZ>W2

@TZ#WI

@TT>WT
(continuous

[ |
[ |
| |
loop) [ |

Figure 56: Watchdog active, multiple tasks with differing priority
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Watchdog deactivated

The cycle time of a task is not monitored when the watchdog is deactivated.
The task will be terminated once it has been completed and will not be
started again until the next interval starts.

Example: Watchdog deactivated
The interval time (IZ) is 10 ms.

Variant (1): The interval time (IT) of a task was setto 10 ms.

The actual task time (TT) is 15 ms. The task is started on the first call but is
not terminated before the second cycle. Therefore, the task is not started
again in the second cycle. Only in the third cycle — after 20 ms —is it possible
to restart the task. The task does not run every 10 ms but rather only at a
time interval of 2 X 10 ms.

Variant (2): The running cycle is not ended.

iz v iz
|

|
| | | | | |
TZ>12 l— '— oTzsiz
@ | | | |
| | | | | |
o> w | S

(endless loop) ] | | | ] |

IZ=10ms; 1z : 1z ; 1z ; 1z

Figure 57: Watchdog deactivated

Multiple tasks with the same priority

You can assign several tasks with the same priority. The tasks are split
according to the “Time Slice” principle and are practically executed simulta-
neously as part intervals (Round Robin).
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4.5 Limit values for memory usage

The data memory of the Modular PLCs XControl: XC-104-..., XC-204-..., XC-
303-... is divided into memory segments. The segment sizes are shown in
Figure 58.

The global data utilizes multiple segments. The required amount can be spec-
ified to suit the size of the loaded program.

You can see the segment size under Device (XC303) = Device Information
- memory-layoub:

Example:
FEELE > X | @ [f) Device x[T[f] ¥N_323_16DI PD -
= EvenfCounter E - . .
Gerate-Information ste E oy
= m Device (XC-303) I Gt.zrate-ElnstjllungEn
= i [=)- memory-ayout
Bl spstogk | ||| |ocaL_1o Parameter . aress
- Appllca 1 [+~ area_0
i~ JR LOCAL_I0 E/A-Abbild [ —
m Biblic ¢ Blarea2
Basit Taskaufstellung ¢ Blarea 3
Ever !wumber =4
PLC Status [#-static-area L
— i - Memory-size = 1280
b Task £ -input-size = 1280
woekan T Infermation 5----ouiputﬁize = 1280 iin
4 m [§ :
Figure 58: Device (XC-303) memory segment size

The maximum segment size for inputs, outputs, and markers is 1,280 bytes.
The maximum size for retentive tags is 98 KBytes.
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4.6 Addressing inputs/outputs and marker

If you open the PLC configuration of a new project, you will receive the cur-
rent view of the default settings of the addressing. In this setting the
addresses are automatically assigned and address conflicts (overlaps) are

reported.
Variable Kanal Adresse Typ Beschreibung
=[] ¥N_322_1601_PD_1
el ] Eingang0 2RIWS WORD Eingangskanale % 1.1 bis X4, 16

Hp X1_1 %IX8.0  BOOL Eingang ¥1.1
Hp X1_2 %IX8.1  BOOL Eingang ¥1.2
Hp X1_3 %IX8.2  BOOL Eingang ¥1.3
Hp X1_4 %IX8.3  BOOL Eingang ¥ 1.4
Hp X2_5 %IX8.4  BOOL Eingang ¥2.5
Hp X2_6 %IX8.5 BOOL Eingang X2.6
Hp X2_7 %IX8.6  BOOL Eingang ¥2.7
Hp X2_8 %IX8.7  BOOL Eingang ¥2.8
Hp X3.9 %IX9.0  BOOL Eingang ¥3.9
Hp X3_10 %IX9.1  BOOL Eingang %3.10
Hp X3_11 %IX9.2  BOOL Eingang ¥3.11
Hp X3_12 %IX9.3  BOOL Eingang ¥3.12
Hp X4_13 %IX9.4  BOOL Eingang ¥4.13
Hp X4_14 %IX9.5  BOOL Eingang %4. 14
Hp X4_15 %IX9.6  BOOL Eingang ¥4.15
Hp X4_16 %IX9.7  BOOL Eingang ¥4. 16

Figure 59: Default setting of the addressing

If you add a module to the PLC in the configurator, the configurator will
assign this module with an address. Further modules are assigned with the
next addresses in ascending order. You can also assign the addresses freely.
However, if you access the “Automatic calculation of addresses” function
later, the addresses are shown in reassigned ascending order.

Check for overlapping addresses

During compilation, addresses assigned twice will be detected and an error
message will be generated.

Addressing by data type

If you assign an address to a word-addressable module tag (e.g., I/O system
XN300 InputChannel2 on the XN322-4AI-PTNI) with the "Input address" field
and this address does not match the data type (e.g., IB11), the PLC configu-
rator will automatically show the next word address after the preceding tag

(e.g., IW12).
[l Xn_322_4AI PTNI X o
XN300_DEVICE-DEVICE Parameter Variable Mapping  Kanal Adresse Typ it
Hp InputChannel1 2EIW 10 WORD
XN300_DEVICE-DEVICE E/A-Abbild * InputChannel2 %EIL  |WORD |_
Hp InputChannel3 BRI 14 WORD i
Stati
atus Hp InputChannel4 2Ll 16 WORD
) +o ModuleDiag %LIB18 BYTE
Information
L ] WireBreakDiag %LIB19 BYTE
+- 4 RangeDiag %1520 BYTE -
4 m 3

Figure 60: Addressing by data type
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The following diagnostic methods are available:

e LED signaling

e Error messages when compiling the project

¢ |/O system XN300 Master Diagnostics possibilities
* Diagnostic shell commands

Module present / module not present
Runtime system started / not started
PLC LED signaling

If the program has an error condition, the PLC status display LED in the front
will light up red and flash green, since the program will be stopped automati-
cally. => Section “3.6 LED indicators”, page 60.

Status LED Description

red green

PLC - - RuntimeSystem not started
e No power on X6

- Flashes  Communication

- ON PLC RuntimeSystem started

ON - Error status of the RuntimeSystem
e Flash Error
e (Checksum error
e (ould not start SSL connection
Fix: Check the log file

ON ON RuntimeSystem has started and is signaling an error condition.

1) Flashes: The flashing frequency can vary depending on the transfer rate on the bus.

A program error condition can be caused by the following:

*  Watchdog: E.g., the interval time of a task > The watchdog time
e Unsuccessful data access: E.g., attempting to access a protected area

1/0 system XN300 Master Diagnostics possibilities

For errors that occur in the system block (XC-303 locally expanded with mod-
ules with I/O system XN300), the status can be requested from the XN300
master for diagnostic purposes. To do so, follow the steps below:

» Open XSOFT-CODESYS-3 to access the device online.
» In the configuration tree, select the "Device (XC-303)" device and
"XN300_Master".

» Double-click on "XN300_Master" and open the "XN300Master Parame-
ters" tab.
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4.7 Diagnostics

» Inan error scenario, the "Current value" column will contain an error num-
ber and a corresponding description. For instance, the following example
has error number "47" and "The CoDeSys SDIAS configuration is not yet

found on the PLC!" as the description.

| Xo300Master Parameter
Status Parameter Typ Aktueller Wert  Vorbereiteter Wert  Wert  Standardw... Einheit Beschreibung
# statusinfo Enumeration of WORD [ "Die CoDeSys-SD! istin der PLC noch nicht verhandent” | aktueler Status
Information  stawsinfo2  STRING " akueler Status
«| ] »
aktueller Status
Figure 61: XN300Master Parameters" tab with error message

Display example showing messages for the local XN300 system bus

'Keine Statusinformation vorhanden!”

'Die SDIAS-Initialisierung lauft.'

'Der SDIAS-Bus ist bereit.'

'Der SDIAS-Bus lauft.'

‘Der SDIAS-Device-Treiber arbeitet nicht!'

‘Es ist kein 5DIAS-Medul an der PLC angeschlossen!'
'Fehler beim Mappen eines SDIAS-Moduls!'
'malloc()-Fehler bei SDIAS-Modul!"

'Die Anzahl angeschlossener SDIAS-Module ist zu hoch!
‘Fehler wahrend der Initialisierungsphase Eins!'
'Multifle-Fehler im SDIAS-Maodul!'

'Micht unterstitzte Strukturdatenversion im SDIAS-Modul!!
'CRC-Bereichs-Warnung im SDIAS-Modul!

‘Fehler wahrend der Initialisierungsphase Zweil'

'Fehler wahrend der Initialisierungsphase Dreil'

‘Fehler wahrend der Initialisierungsphase Vier!"

'Die CoDeSys-5DIAS-Konfiguration ist in der PLC noch nicht vorhanden!'
‘Es ist kein SDIAS-Modul im CoDeSys-Projekt konfiguriert!"
'Interner CoDeSys-Modul-Connector-Fehler!!

‘Mindestens ein konfiguriertes Modul ist nicht angeschlossen!'
‘Es ist ein falscher Modultyp eingesteckt!’

'Fehler wahrend der Initialisierungsphase Acht!'

'Fehler wahrend der Initialisierungsphase Neun!'

‘Fehler wahrend der Initialisierungsphase Zehn!'

‘Fehler wahrend der Initialisierungsphase EIf!"

‘Fehler wahrend der Initialisierungsphase Zwalf!'

'SDIAS durchlauft den Fehlerzustand!'

'5DIAS durchlduft eine angeforderte Reinitialisierung!’

‘Es wurden keine Variablen-Deskriptoren in den 5DIAS-Modulen gefunden!’

T L

% For more information on diagnostics, please refer to the
manual for the I/O system XN300,
"XN300 slice modules" and "CANopen Gateway XN-312-

GW-CAN"

Shell commands for diagnosing 1/0 system XN300 modules used

» In Explorer, double-click on the device (e.g., "Device (XC-303)") and

select "PLC Shell" under the "Device" tab.

» Enter the "?" command into the command line.
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4.8 Factory reset

4.8 Factory reset

4.8.1 Resetting the device to factory settings

If you want to reset the device to factory settings, you can use either the
XControl web configuration server or the native configuration tool (on XV
devices).

If you use the XControl web configuration server, follow the steps below:

First log in to the device

Go to the "Device" configuration page.

Click on the "Factory reset" button. A confirmation prompt will appear.
Confirm with OK. The device will be reset to factory settings, which
might take a few minutes.

When the device has restarted and is ready (PLC LED is green), refresh
the browser window.

You can proceed with the device configuration as explained in

—> Section “13.1 Logging in to the Web Config Tool”, page 122.

vV VvV VVvVYVvYYy
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5 Connection set-up PC — PLC

5.1 Network search with automatic PLC detection

5 Connection set-up PC - PLC

The connection between PC and CPU (PLC) can be established via one of the

Ethernet interfaces ethO to eth2.

The Ethernet connection's transfer rate will be controlled with the autosens-
ing function. Components in (detect) mode will automatically detect whether
the connection is a 10 Mbit or 100 Mbit connection.

In this chapter you will get to know the settings to be made in the XSOFT-
CODESYS-3 software. The following example shows how to create a new

project.

5.1 Network search with automatic PLC detection

The PC will attempt to connect to the PLC and will indicate a successful con-

nection with green circles.

Netzwerk durchsuchen.., | Gateway ~  Gerat ~

Applikationen

sichern und Wiederherstellen

Datelen
Log

SPS-Einstellungen IP-Address:

localhost
sPS-shell

Port:
1217

Benutzer und Gruppen

Firmveare.

Gerate-Information

LOCAL 10 Parameter

LOCAL_10 E/A-Abbild

Teskaufstellung

Status

Information

Figure 62:

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-...

Gerdteadresse:
031F.9000.2DDC.C0AB.89F8

Gerdte-IP-Adresse:
182.168.137.248
Zielsystem-ID:

1024 0303
Zielsystemtyp:

4096
Zielsystemhersteller
Eaton Industries, Bonn

Zielsystemversion:
3.5.10.30

Successful connection between PC and XControl PLC
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5.2 Creating a new project

5.2 Creating a new project
>

vV vv VY

>

Start by making sure that you have connected the PC's Ethernet port or
USB/Ethernet adapter to the device's Ethernet port with a cable.

Make sure that the IP addresses for the PC and the device are in the
same number range.

Start the XSOFT-CODESYS-3.

Click on "File", "New Project", "Standard Project" and enter a project name
(e.g., "Test").

In the next screen, select a device (e.g., "XC-303 (Eaton Automation)')
and the programming language you want to use (e.g., "structured text"
[STI).

Confirm the information being displayed by clicking on "OK."

The device will be added to the project. The default tree for the project will
be generated as the corresponding configuration tree. The application will
contain the library manager with all required libraries, and the "PLC_PRG"
Main Task will have also been created already.

Establishing communications

>

>

>

You can edit and rename the device name (e.g., 'Device (XC-303)"), the
"Application" application, and the "PLC_PRG" main program if necessary.
Double-click on the "Device (XC-303)" device and select the "Communica-
tion" tab.

Click on the "Search network" button or enter the PLC's IP address.

All the devices that can be reached will be listed.

>

Clicking on the "Flash" button will cause the selected device to output a
temporary flashing pattern.

% Use this function to clearly identify the PLC.

@ pevice x

Netzwerk durchsuchen... | Gateway - Gerat -

Applikationen

Sichern

Dateien

Log

5P5-Shell

und Wiederherstellen

Gateviay

Gateway-1 v 192.168.119.248 (sktiv) -
sps-Einstellungen P-Address: Gerstename:

Iocalhost xc303

Port: Gerateadresse:

1217 03FL9000.20DC.COAB.7TFS

Benutzer und Gruppen

Firmwiare

Gerite-IP-Adresse:
192,168.119.248

Zielsystem-Dx:

Gerte-Information 1024 0303

Zielsystemtyp:

LOCAL_IO Parameter 4098

LOCAL_IO Efa-Abbild

Taskaufstellung

Figure 63: Adding a device with the corresponding IP address
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5 Connection set-up PC — PLC
5.3 Changing the IP address on the PLC

5.3 Changing the IP address on the PLC

When changing IP addresses, make sure that the IP addresses for the PC
and the Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... belong to
the same network/subnet.

Example:

IP address PC:192.168.119.100
Subnet mask:255.255.255.0

XControl IP address:192.168.119.204
Subnet mask:255.255.255.0

There are three different ways to change the PLC's IP address:

PLC shell commands getipconfig; setip... ... addr/...netmask/...gateway
setipconfig and getipconfig functionality in the EA_Network library
networkconfig.templ on MicroSD memory card or USB device

Web Config Tool for XC-104-... and XC-204-... modular PLCs => Section
“ Change the device's IP address”, page 130.

PwN =

PLC shell command

» Open the PLC browser — please refer to => Section “16.1 Using PLC
shell commands”, page 141.

» Enter setipconfig <IP address> into the command line

» Confirm with <Enter>.

» Restart the device after you have changed the IP address.

setipconfig function

Make sure that the EA_Network library has been added in the library man-
ager.

Use the function in your program (in "PLC_PRG", for example).

» To do this, open the input assistance function with <F2>.

Eingabehilfe =

ategoren

Variablen & Name

Herkun *
Bausteinaufrufe = {} E& Network

Funktionsbausteine GeltVersion

Schlisselwarter =12 Pous

Konvertierungen =2 Configure local ethernet interface
NET_ConvertIPAddressToString
NET_ConvertIPStringToIPAddress
NET_DisableDHCP
NET_EnableDHCP
NET_GetEthernetHwCount
NET_GetIPConfig
NET_GetKeepaliveTme
NET_GetLastReturnState

NET_IsDHCPEnabled
NET_SetIPConfig
NET_SetIPDNS

Strukturierte Ansicht

[~ Dokumentation anzeigen [ mit Argumenten einfiigen [ Mit Namensraum-Prafix einfiigen

» Select "Function block call" under "Categories."
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5.3 Changing the IP address on the PLC

» Select "EA_Network", "POUs", "Configure local ethernet interface",
"NET_SetIPConfig".

» Enter the port, the IP address, and the subnet mask as the correspond-
ing parameters.

networkconfig

If you are unable to establish a connection to the device (because you do not
know the IP address, for example), you can use the "networkconfig.templ"
file with a MicroSD memory card or a USB device to set a new |IP address for
the XControl's Ethernet interfaces.

Setting the IP address for Ethernet interface ethx:

Prerequisites: The NW_UPDATE_FROM_USB or NW_UPDATE_FROM_SD
tag must be set to "1".

In the case of XC-104-... and XC-204-... modular PLCs, the device's Ethernet
interface must additionally be activated — please refer to => Section “13.4.3
USB interface activation”, page 127.

» Save the "networkconfig.templ" file in a directory on your PC. On the
XC-303, the file will be found in the

ome" directory

Edit the file.

Assign a valid IPv4 IP address and subnet mask

For example: ETH1_IP_ADDRESS=192.168.137.248 and

ETHI SUBNET MASK=255.255.255.0

% If the properties for an Ethernet adapter change, all the
parameters need to be completely entered into the file
even if they match the corresponding default settings.

vy

Save the "networkconfig.templ" file as a file named "networkconfig".
Copy the file to the "XC303/update" directory on the MicroSD memory
card/USB device.

Insert the MicroSD memory card into the XControl.

Reboot the XControl and then delete the file from the MicroSD memory
card/USB device.

vy Vv
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6.1 Configuring the device's local inputs/outputs

6 08/25 MNO050005ENIn-/output configuration and parameterization

6.1 Configuring the device's local inputs/outputs
The 1/Q1 to I/Q4 local inputs/outputs of the PLC are configured as inputs by
default. If you want to change this configuration, follow the steps below:

P Select the device in the configuration tree and double-click to open the

"Device" tab.

» Select "LOCAL_IO Parameter".
» Double-clicking on a cell in the "Value" column will show a drop-down
menu that you can use to define the node as an input, output, or inter-

rupt input.

a GVL m Device X

Kommunikation

Applikationen

Sichern und Wiederherstellen

Dateien

Log

SP&-Einstellungen
SPS-Shell

Benutzer und Gruppen
Gerdte-Information

LOCAL_IO Parameter

Figure 64:

Parameter

@ LjoL:
P 1/Q2:
& IjQ3:
P Lo

Typ

Enumeration of BYTE
Enumeration of BYTE
Enumeration of BYTE
Enumeration of BYTE

Wert Standardwert Einheit

Als Ausgang verwendet Als Eingang verwendet
Als Eingang verwendet
Als Eingang verwendet

Als Eingang verwendet

Als Ausgang verwendet

Interrupt fallede Flanke

Interrupt steigende Flanke

Interrupt fallende/steigende Flanke

Configuration of the inputs/outputs

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... 08/25 MNO50005EN Eaton.com
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6.2 Interrupt processing

6.2 Interrupt processing

91

When an interrupt occurs, the operating system executes the program orga-
nization unit (POU) linked to the interrupt source.

9 The execution of the interrupt POU is not time monitored.
Programmed infinite loops will not be exited!

Local inputs |1 to |14 can be used as interrupt sources.
They can be configured with Device-> local _|IOParameters.
Available settings:

e Int falling

e Intrising

* Int descending + rising

The POU called by the interrupt-event is always completely processed and

cannot be interrupted by a new interrupt. A new interrupt is only carried out
after the current interrupt has ended.

ATTENTION

All the outputs controlled (H signals) up to this point remain
active and can't be switched off.

The interrupts are enabled in the RUN state of the CPU and inhibited in the
STOP state. Interrupt sources that are not enabled in the configuration will
not trigger an interrupt. If a POU is not assigned to an enabled interrupt
source, the interrupt is recognized and executed but without running a POU.

Frequent occurrence of an interrupt during program execution can cause the
programmed task time to time-out and result in a RESET being initiated by
the Watchdog.

Interrupts can be inhibited and re-enabled from the program. The functions
DisableInterrup and Enablelnterrupt are provided for this purpose. A call
parameter in the XSOFT-CODESYS-3 software determines if an individual
interrupt or all interrupts are enabled or inhibited. Enabling of an inhibited
interrupt must be performed with the same parameter used to inhibit it.

Both the Disablelnterrupt and EnableInterrupt functions are components
of the EA_XC303Events.lib. library. This library must — if not already done so
— be integrated into the library manager of the XSOFT-CODESYS-3, see

—> Section “15.2 Installing additional system libraries”, page 138.

Disablelnterrupt

With this function, you disable (deactivate) a parameterized physical interrupt
by accessing it from the user program.
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6.2 Interrupt processing

FUNCTION Disablelnterrupt : BOOL |

VAR _INPUT |
typChannel : INTERRUPT_CHAMNNEL;

EMND_¥AR| |

4

DISABLEINTERRURPT

FtypChannel  INTERRUPT_CH Disablelnterrupt : BOOL —

Figure 65: 'Disablelnterrupt" function

Enablelnterrupt

With this function, the physical interrupt which was deactivated beforehand
can now be re-enabled as an active interrupt.

FUMCTION Enahlelinterrupt : BOOL ]

VAR_INPLUT |
typChannel | INTERRUPT_CHAMNMEL;

EMD_WAR |

4 |

EMNABLEINTERRURPT

—typChannel : INTERRUPT_CH Enablelnterrupt : BOOL —

Figure 66: "Enablelnterrupt” function

Parameterization

The parameterization and prioritization of the interrupt occurs in the “PLC
and Task Configuration” of the CODESYS (activate the “Resources” tab and
call up the “Task configuration = system events” folder). Each interrupt can
be assigned with a POU here.

Example of interrupt processing

A "Basic"” task contains a POU "PLC_PRG". A further POU "Fastprog”
should be processed if an L => H rising edge on the input 10.4 generates an
interrupt.

» Create the POUs ,FAST_PRG" as shown in Figure 67.
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PCU hinzufiigen

@ Eine neue POU erzeugen

Name:

FAST_PRG|
Typ
@ Programm
() Funktionsbaustein
Erweitert:
Implementiert:

Zugriffsmodifizierer

Strukturierter Text (ST)
) Funktion

Riickgabetyp:

Implementierungsssprache:

Methodenimplementierungssprache:

Strukturierter Text (ST)

a)

Abbrechen

Figure 67: PLC and Task configuration

» Changeover to the PLC configuration and assign input 10.4 (L => H edge)

e.g. the interrupt source "Interrupt - rising edge" from the drop-down

menu.

' XC300 project™ - XSOFT-CODESYS-3 - SPS-Programmiersystem

= | B |
b — . & D - s -
Dotei Beabeiten Ansicht Projekt Erstelen Onine Debug Tools Fenster Hife  Eaton Automation Y
- o Tes TR " =
Ged & 4 Bz B X [dh % -0 % X =
Eetliz ax (i) Device x ['g MairTask [E Tasdonfiguration & Basic Fast_PRG ~
= o =- .
= [ pevice (X303 (Preview)) Kommunikation Parameter Typ Wert Standardwert | Einheit  Beschreibung =
=B sPs4ogk " # Eingang/Ausgang: Enumeration of BYTE Als Eingang verwe...  Als Eingang verwe
=} Application Applikationan # Eingang/Ausgang2:  Enumeration of BYTE  Als Eingang verwe...  Als Eingang verwe =
(i) Bbliotheksverwalter = Sichern und Wiedererstallen # Eingang/Ausgang3: Enumeration of BYTE Als Eingang verwe...  Als Eingang verwe...
Fast_PRG (PRG)  Eingang/Ausgang+: Enumeration of BYTE  |Interrupt steigends v Als Eingang verwe...
PLC_PRG {PRG) SEEE ‘A Eingang verwendet;
=@ Taskkonfiguration s Ausgang verviendell: Eingang verwendet
&5 g t ng verwendet
& Basic L[| Log errupt steigend
Interrupt Fallende steic] <P f2llede Flanke
8] FastprG i £ i terrupt steigende Flanke
582 MainTack Interrupt fallende/steigende Flanke
% Gerate |1 PoUs <
[@ Meldungen - Gesamt 0 Fehler, 0 Warnung(en), 0 Meldung(en) ]
LetzterBuild € 0 ) 0 Precompile: Aktueller Benutzer: (niemand)

Figure 68: allocation 10.5 => interrupt source

» Change over to the Task configuration and open the "System events'

folder.
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18 XC300 project” - XSOFI~CODESYS-3 - SPS-Programmiersystem =
Datei Beabeten Ansicht Projekt Eistelen Onine Debug Took Fenster Hife Eston Automaton A ¢
b=zaa IR -0 e G =

AfterReadnginputs
s
Gerate FAST_PRG -
=8 rca
(@ Device c303 Previe))
= B0 sps-Logic
=€} Application
(i) Bbictheksvernalter rufende Funktion Aktiv
FAST_PRG (PRG)
PLC_PRG (PRG)
= {38 Taskkonfigurtion
= & ManTask
8 pLc pre
=)
User_Intermupt 4. 2
fon: FAST_PRG
id: O Applikation @ POUS
Implement;
o
|3 Gerate [ Pous
(BT Meldungen - Gesamt 0 Fehier, 0 Warung(en), 0 Meldung(en) |
Letzter Build @ 0 @ 0 Precomoll ie: Aktueller Benutzer: (niemand) 4]

Figure 69: System events

» Select "Userlnterrupt 4"
» Select the "Called POU" column area.

» Select the "FAST_PRG" POU and confirm with "OK".
» Save the project. You can now test it.

The "FAST_PRG" program will be called with every rising edge at input 4.
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7.1 Overview

7 Defining system parameters

7.1 Overview

1.2 Default parameters

95

System parameters independent of the project can be set by you and saved
on the memory card. These parameters will be grouped together on the card
in the following files:

e netwerkconfig.templ -> networkconfig
e deleteboardapplication.templ -> deleteboardapplication

You can also use the memory card in other PLCs. When starting, the PLC will
automatically apply the parameters defined in the files.

e SD/USB in XC-303/update folder
* deleteboardapplication.templ -> deleteboardapplication

Templates on the PLC in the "\home" folder.

The InitPLC file is always created with all PLC-specific entries.

Default parameters are stored internally in the system. They can be read out
in the shell with getinitplcsettings and set with setinitplcsetting
<arg>.

All parameters are predefined already. The following screenshot shows the
parameters with the corresponding default values, which you can change as
necessary.

getinitplcparam

ENABLE SSH=1

ENABLE SFTP=1

ENABLE_PING RESPONSE=1
OVERWRITE BP=1

COPY BOOTPROJECT FROM SD=1
COPY BOOTPROJECT FROM USB=1
COPY BOOTPROJECT FROM USER DEFINED BP PATH=0
USER_DEFINED BP PATH=

ALLOW BOOTPROJECT DELETION=1
FW_ONLY NEWER VERSION=0
FW_FORCED OVERWRITE=0

FW_INSTALL FROM SD=1
FW_INSTALL FROM USB=1
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7.3 Switch-on of the control with inserted memory card

FWW_INSTALL FROM XSOFTCODESYS=1
FWW_INSTALL FROM USER DEFINED FW PATH=0
USER DEFINED FW PATH=
NW_UPDATE FROM USB=1
NW_UPDATE FROM SD=1
PLC_START DELAY SEC=4
DISABLE PLC START=0

PLC CORE USAGE=CORE 1

PLC_ SUPERVISE RTS=1
PLC_REBOOT ON RTS TERMINATION=1
LOGFILE DIR=/var/log

LOGFILE STARTUP=XC303Log.txt
LOGFILE RTS=codesyscontrol.log
MAP NFS FOLDER=0
NFS_SOURCE_PATH=

MAP CIFS FOLDER=0

CIFS SOURCE PATH=

CIFS USER NAME=

CIFS DOMAIN NAME=

CIFS PASSWORD=

1.3 Switch-on of the control with inserted memory card

1.4 networkconfig file

These system parameters are also active after a new program is loaded.
The start process will update the following:

e  Firmware
e Boot project (user program)
¢ Network configuration

See also => Section “3.3 Startup behavior XC-104-..., XC-204-..., XC-303-
...", page 53.

For all checks in general after the Modular PLCs XControl: XC-104-..., XC-
204-..., XC-303-... start, the MicroSD slot will be checked first and then the
USB Host!

If there is a boot application on the MicroSD memory card or USB device and
it is a newer version than the one stored in the XControl, the boot application
in the PLC will be updated.

The retentive data will then be loaded.
If the PLC is in the middle of a warm/cold start and the "STOP" DIP switch is
in the "OFF" position, the user program will be started.

The positions of the DIP switch are described in detail in => Section “3.4.1
DIP switch S1", page 5b.

You can change the device settings for the network in this file. Blank entries
will be ignored.
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7.4 networkconfig file

97

To modify the parameters, follow the steps below:

Prerequisite: The NW_UPDATE_FROM_USB or NW_UPDATE_FROM_SD
tag must be set to "1".

» Open the "networkconfig" file and edit the parameters you want.

» Save the edited file with the name "networkconfig" in the "./XC303/
update" directory on the MicroSD memory card or USB device.

» Insert the MicroSD memory card into the slot or plug in the USB device.

» Start the Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-....

You can find templates for the "networkconfig" and "deleteBootproject"
files on the Eaton Download Center.

Table 13 Predefined default parameters in the networkconfig file

ETHO_DISABLE=
# 1 will disable the interface.
# Default value:0

ETHO_ENABLE_DHCP=
# 1 will enable dhcp client on the interface.
# Default value:0

ETHO_IP_ADDRESS=

# Should containg a valid IP-v4 ip-address,

# if DHCP is enabled this field must be left blank.
# Default value:192.168.119.248

ETHO_SUBNET_MASK=
# Should containg a valid IP-v4 subnet mask
# Default value:255.255.255.0

ETHO_BROADCAST=
# Should containg a valid broadcast address
# Default value:255.255.255.255

ETHO_DEFAULT_GATEWAY=

# Should containg a valid IP-v4 ip-address of the default gateway.
# Default value: no default value.
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7.4 networkconfig file

ETH1_DISABLE=
# 1 will disable the interface.
# Default value:0

ETH1_ENABLE_DHCP=
# 1 will enable dhcp client on the interface.
# Default value:0

ETH1 IP_ADDRESS=

# Should containg a valid IP-v4 ip-address,

# if DHCP is enabled this field must be left blank.
# Default value:192.168.137.248

ETH1_SUBNET_MASK=
# Should containg a valid IP-v4 subnet mask
# Default value:255.255.255.0

ETH1 BROADCAST=
# Should containg a valid broadcast address
# Default value:255.255.255.255

ETH1_DEFAULT GATEWAY=
# Should containg a valid IP-v4 ip-address of the default gateway.
# Default value: no default value.

ETH2_DISABLE=0
# 1 will disable the interface.
# Default value:0

ETH2_ENABLE_DHCP=
# 1 will enable dhcp client on the interface.
# Default value:0

ETHO_IP_ADDRESS=

# Should containg a valid IP-v4 ip-address,

# if DHCP is enabled this field must be left blank.
# Default value:192.168.138.248

ETHO_SUBNET_MASK=
# Should containg a valid IP-v4 subnet mask
# Default value:255.255.255.0

ETHO_BROADCAST=
# Should containg a valid broadcast address
# Default value:255.255.255.255

ETH2 _DEFAULT_GATEWAY=

# Should containg a valid IP-v4 ip-address of the default gateway.
# Default value: no default value.
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8 Expansion

8.1 Local expansion
The XControl PLC can be expanded locally with up to 32 XN300 slice mod-
ules. To do this, the PLC and the XN300 slice modules need to be joined
together and mounted on a mounting rail (DIN-rail) as a block. The I/O system
XN300 has a large range of XN300 slice modules available that offer special
functionalities in addition to digital and analog inputs and outputs, with two
examples being a weigh module and a motor driver module.

% For the latest information on the I/O system XN300, please visit
our product pages:
Eaton.eu/xn300
and use the Eaton Online Catalog for information on the avail-

able range of products:
Eaton.com/ecat
Enter "XN300" into the search box and the catalog will take you

directly to the corresponding product group.
The "XN300 slice modules" manual describes all modules.
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Figure 70: XControl central expansion XN300 slice modules
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8 Expansion
8.1 Local expansion

8.1.1 Configuring the inputs/outputs for local expansions

If you have expanded the XControl PLC with XN300 slice modules and
assembled them into a system block mounted on the DIN-rail, you can set up
the corresponding configuration in XSOFT-CODESYS-3 as follows:

Make sure that all XN300 slice modules are connected and powered.
Open the XSOFT-CODESYS-3 project.

In the device tree, select the "Device (XC-303)" device.

Select the "Add device..." option in the context menu.

Select the "XN300-Master" under "Miscellaneous" in the "Add device" dia-
log box.

Confirm by clicking on the "Add Device" button.

\ A A A A A 4

The XN300_Master will appear in the device tree.

P Select the "XN300-Master" in the device tree.

» In the "Add device" dialog box, under "Miscellaneous," select the XN300
slice modules that you used to make a system block with the XControl.
Select the XN300 slice modules in the same order that they are physi-
cally connected to the XControl.

The device tree will now show all the devices. Alternatively, the customer
can perform a device scan.
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Figure 71: Device tree with XN300 slice modules
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Figure 72: Declaring values
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Figure 73:

Define XN300 slice modules parameters
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8.2 Remote expansion

8.2 Remote expansion

—> Section “ Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... sup-
port distributed expansion with the use of fieldbus interfaces. The following

communication protocols are supported by the corresponding interfaces as
follows:”, page 11

The following sections describe the individual fieldbus interfaces.
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9 CAN

103

The components in the XN300 I/O system can be networked into a CAN
node with the XControl: XC-204-..., XC-303-... modular PLCs

with the Eaton CAN-Gateway XN-312-GW-CAN.

Each CAN node makes it possible to add expansions with the /O system
XN300 by adding up to 32 XN300 slice modules.

XC300 XN-312 XN300
CPU ,
LI LI LI
- o
[ O
| =
S=1
[
S=i
D S=1
E=

CANopen om

Sseaaeededleed] R

SR

Figure 74: CAN node as a distributed expansion for the Modular PLCs XControl: XC-104-...,
XC-204-..., XC-303-...

To do this, you will need to mount the system block consisting of a gateway
and XN300 slice modules on a DIN-rail. The system block and the PLC can be
mounted separately from each other. The XN300 system has a large range of
XN300 slice modules available that offer special functionalities in addition to

digital and analog inputs and outputs, with two examples being a weigh mod-
ule and a motor driver module. For an overview of the XN300 slice modules,

please refer to the "XN300 slice modules" manual.

The distance between the modular PLCs and an XN300 gateway can be up
to 1000 m. The actual value depends on the baud rate used — please refer to
—> Section “Table 6 Max. cable lengths CAN", page 28.
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9.1 Configuring and commissioning CANopen

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... can communicate
both through CAN and through CANopen. Communication through CANopen
is described below.

Any CAN gateway can be connected to the CAN master by using the appro-
priate EDS file.

Following is an example showing how to connect an XN-312-GW-CAN
CANopen gateway, including XN300 slice modules, to the CANopen master.

Gateway CANopen
( Eingangsmodul 1
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9 If you are putting the field bus into operation for the first time,
you will first have to set up the PLC programming environment.

Initial commissioning
The following steps need to be carried out in general:

Connect the Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-...
to the programming PC

Connect the PLC to the CAN-Gateway XN-312-GW-CAN with a CAN bus
cable.

Set the DIP switches for CAN

—> Section “ Activating the bus termination resistors”, page 27.

Set the node ID and the baud rate

Save the configuration for the 1/O system XN300 connected to the CAN-
Gateway XN-312-GW-CAN in the "config check" on the gateway.

Open your project in XSOFT-CODESYS-3 or create a new one

—> Section "5.2 Creating a new project”, page 87.

vV vVVy VvV Vv VY
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9.1.1 Adding the CAN manager

105

» In the device tree, select the "Device (XC-303)" device.
» Right-click on it to open the context menu and select the <Add
device...> option.

The "Add device" dialog box will appear. You can leave the dialog box open.

» Select the "CANbus" under "Field buses" in the "Add device" dialog box.
» Confirm by clicking on the "Add Device" button.

The CANbus will appear in the configuration tree.

P Select "CANbus" in the configuration tree.

P Select the baud rate.

» Select the "CANopen Manager" under "Field buses" in the "Add device"
dialog box.

The CANopen Manager will appear in the configuration tree. EDS files for
Eaton field bus modules will be installed automatically.

8 XC300.project” - XSOFT-CODESYS 3 SPS P 4
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Figure 75: CANopen parameters for CANopen manager
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9.1.2 Setting the baud rate via CANbus

» In the "Devices" configuration structure, double-click on <CANbus (CAN-
bus)>.

» Open the "CANbus" tab and select the baud rate you want, e.g.,
<125000>.

| Datel Bearbeiten Ansicht Projekt Erstelen Online Debug Tools Fenster Hife  Eaton Automation
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Figure 76: CANopen manager baud rate

% For more detailed information, please refer to the online help for
XSOFT-CODESYS-3, which can be opened by pressing the
<F1> function key.

» The EDS files for the field bus modules from other manufacturers must
be additionally installed in XSOFT-CODESYS-3 - please refer to
—> Section “9.1.5.2 Installing the EDS file”, page 109.
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9.1.3 Incorporating the CAN-Gateway XN-312-GW-CAN

» Toaddthe CANopen gateway to your configuration, right-click on "CANo-

pen manager (CANopen manager)."
» Click on the <Add device...> option.

The list will show all the devices that can be configured:

' XC300 project” - XSOFT-CODESYS-3 - SPS-Programmicrsystem
— —_—
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Figure 77: Adding a CANopen device

» Select the corresponding CAN-Gateway XN-312-GW-CAN.

» Click on the <Add device> button.

The selected CAN-Gateway XN-312-GW-CAN will be added to the configura-

tion tree.

» If the CAN devices you want are not found in the list, update the X-
SOFT-CODESYS-3 version you are using or load the appropriate EDS file
—> Section “9.1.5.2 Installing the EDS file”, page 109.

» Check the settings for the parameters for XN_312_GW_CAN by double-
clicking on "XN_312_GW_CAN (XN-312-GW-CAN)" in the configuration

tree.

» Open the "XN_312_GW_CAN/General" tab and check the device's "Node

ID."

% For more information on all other gateway settings and on map-
ping, please refer to the manual for CAN-Gateway XN-312-GVV-

CAN.

9.1.4 Attach XN300 slice modules

» To configure the system block, right-click on the CANopen device, e.g.,
"XN_312_GW_CAN (XN-312-GW-CAN)" in the "Devices" configuration

structure.

» Then click on the <Add device...> option.

The "Add device" dialog box will appear if it is not open already. The dialog
box will show a list with all the XN300 slice modules that can be configured.
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Figure 78: 'Add device" dialog box for selecting CAN modules for the XN-312-GW-CAN

» Select the XN300 slice module you want and then select <Add device>.
The XN300 slice module will be added to the "Devices" configuration struc-
ture.

% You can change the order of the XN300 slice modules in the
configuration structure by dragging and dropping them accord-

ingly.

A maximum of 32 XN300 slice modules can be added to the CANopen
device.

The device tree will now show all the devices.

| Gerite v 1 X
=5 xc3o0 [~]
= m Device (XC303 (Preview))
+- 5 sPs-Logk
=1l ¥N300_Master (XN300-Master)
[ xn_322_12D0_P17 (¥N-322-1200-P17)
[l ¥M_322_20DI1_PD (¥N-322-20D1-PD)
[ ¥M_322_4A1_PTNI (XN-322-4AIFTNI)
=[] canbus (CANbus)
= ﬁ |CANopen_Manager (CAMopen_Manager
[ %M_312_GW_CAN (¥N-312-GW-CAN

Figure 79: XControl with CANopen master, CAN-Gateway XN-312-GW-CAN, and four
XN300 slice modules

If you are using analog modules, observe the following requirements:

e |f you use the default mapping (index 0x6401/x) for analog modules, you
will need to enable PDO-based transmission for these 1/O slice modules
by setting the value of object index 0x6423, subindex 0 to TRUE.

¢ Regulate the bus load on the CAN field bus
The following procedure is recommended in order to prevent the XN-
312-GW-CAN gateway from generating a heavy load on the CAN field
bus:
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9 CAN

9.1 Configuring and commissioning CANopen

*  Use internal module filters;
please consult manual "XN-300 Slice Modules", MN0O50002-EN.

* |f you use the default mapping (index 0x6401/x), you can configure a
transmission filter for each individual payload object (SDO objects:
AI_DELTA_VALUE, index 0x6426/x).

When this filter is configured, the gateway will update and transmit
the corresponding value only if this value is different from the last
transmitted value by more than the configured delta.
By setting an inhibit time or selecting a synchronous transmission type,
TPDO properties can be configured in such a way as to avoid impermissible
bus loads .

NOTICE

The short data refresh cycle times in the XN300 system can
result in the CAN transmission path being subjected to high
loads. Accordingly, it is recommended to limit the data being
transmitted by using the various PDO properties available (e.g.,
inhibit time), especially in the case of analog input and technol-
ogy modules featuring counters.

9.1.5 Description files for CANopen

The gateway XN-312-GW-CAN is integrated into the CANopen structure with
the aid of a standardizes EDS file (Electronic Data Sheet).

This EDS file lists all objects with the associated sub-indexes and the corre-
sponding entries. The EDS file will be installed automatically in XSOFT-COD-
ESYS-3 with the CANopen master.

9.1.5.1 Standard EDS files

Make sure that you are working with the latest version of the standard EDS
files in your PLC programming environment. If modules are not listed, check
whether there are available updates for the files in the Download Center

—> Page 7. To find it quickly, simply enter "XN300" or "EDS" as a search term.

9.1.5.2 Installing the EDS file

109

If you want to install an updated EDS file or an EDS file from another device
manufacturer, follow the steps below:

Select and download the latest version of the EDS file.

Save and unzip the "*.zip" file to a project folder of your choice.

Click on the <Tools | Device Repository...> menu option in XSOFT-COD-
ESYS-3.

Click on the <Install...> button.

Use Explorer to select the EDS file you want.

Confirm with click on <Open>.

Click on "OK" on the "The device has been successfully installed" prompt.

VVVVY VVY
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9.1.6 LEDs on the device

= [{ Device (xC152)
=B sPs-Logik
=L} Application
m Bibliotheksverwalter
[F] PLC_PRG (PRG)
= @ Taskkonfiguration
=-g8 MainTask
& pLC_PRG
= [{J canbus (CANbus)
m CANopen_Manager (CAMopen_Manager)

Figure 80:

» Double-click on CANopen_Manager (CANopen Manager).

=3 ANIO0_CODESYS-3 =

9 CAN

9.1 Configuring and commissioning CANopen

"Devices" pane with CAN manager in the configuration structure

» Check the settings under the "CANopen Manager" tab.

The status display LEDs in the front signal the corresponding state.

—> Section “3.6 LED indicators”, page 60

Status LED Description
red green
CAN1 - - No bus activity
CAN2 — 5
= Flashes  Bus activity OK (CAN), FLASHES with every frame
ON - Bus error
Flashes Flashes ~ Warning

1) Flashes: The flashing frequency can vary depending on the transfer rate on the bus.

Every successfully transmitted/received CAN frame triggers the LED.
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10 EtherCAT
10.1 Incorporating the EtherCAT master

10 EtherCAT

Following is a description explaining how to configure the XC-204-... / XC-
304-... PLCs as EtherCAT master in order to operate EtherCAT modules.

The Eaton EtherCAT Gateway XN-312-GW-EC is used as an example of an
EtherCAT module in this case. This EtherCAT gateway assumes the coordi-
nator role for additional modules and their input and output functions.

Further information about the gateway:

e Manual , EtherCAT Gateway XN-312-GW-EC":
https://www.eaton.eu/documentation
Document number ,MN050010"

e Device description files:

https://www.eaton.eu/software
Device Description Files > XN300 > XN-312-GW-EC

10.1 Incorporating the EtherCAT master

» In the device tree, select the "Device (XC-303)" device.
» Right-click on it to open the context menu and select the <Add
device...> option.

The "Add device" dialog box will appear. You can leave the dialog box open.

» Select "EtherCAT | Master | EtherCAT Master" under "Field buses" in the
"Add device" dialog box.
» Confirm by clicking on the "Add Device" button.

The EtherCAT master will appear in the configuration tree.

Gerate > 7 x
=) Unbenannts ~
= [ Device (xc-303 (Preview))
= B spsdogk
= 1} Application
(i) Eibiotheksvernalter
PLC_PRG {PRG)
= (B8 Taskkonfiguration
=-¢& MainTask

% :tief:;,m‘rjask

) [EtherCAT Master (EtherCAT Master)

Figure 81: Device tree with EtherCAT master

10.2 Configuring the EtherCAT master

» Double-click on "EtherCAT_Master (EtherCAT Master)" in the PLC config-
uration device tree.
» Click on the <Search> button in the "General" tab.
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m EtherCAT_Master ¥

Allgemein AutoconfigMaster/Siaves

Syn-Unit-Zuerdnung EtherCAT-NIC-Einstellungen

Zieladresse (MAC) FF-FF-FFFF-FF-FF

EtherCAT £/A-Abbild

Quelladresse (MAC) 00-00-00-00-00-00

Status
Netzwerkname

Information

Verteilte Uhren

Zykluszeit 4000 2l s
SyncOffset |20 =
[T Sync Window Monitoring

Syncwindow |1 bs

Figure 82:

@ Netzwerk durch MAC auswahlen (©) Netzwerk durch Namen auswahlen

EtherCAT master parameters

10 EtherCAT
10.2 Configuring the EtherCAT master

EthercAT

Broadcast  [] Redundancy aktivieren

n

Optionen

XSOFT-CODESYS-3 will show the MAC addresses and names for the Ether-

net interfaces on the XControl PLC.

Netzwerkadapter auswahlen

MAC-Adresse Name  Beschreibung
70B3D5AB458A ethd
70B3D5AB4588 ethl
TDEBDSAEAS% eth2
[ oK ] [ Abbrechen ]

Figure 83:

List of all XC-303-C32-002 PLC Ethernet interfaces found

» Select the Ethernet port to which you connected or will be connecting
the EtherCAT gateway. The eth2 interface is preferred for the XC-303.

» Select the "Select network by name" setting in the "General" tab. This will
make the PLC connect by name (e.qg., "eth2") independently of the MAC

address.

» Enable the "Automatic slave restart" option so that communication with
the modules will start automatically.

m EtherCAT_Master X

[{ Device

allgemein

AutoconfigMaster/Slaves

Syn-Unit-Zuardnung EtherCAT-NIC-Einstellungen

EtherCAT Parameter Zieladresse (MAC)

Quelladresse (MAC)
EtherCAT E/A-Abbild

[FFFF-FF-FFFFFF

70-83-D5-AB-45-8C

EtherCAT. ™

Broadcast [ Redundancy aktivieren

Netzwerkname ETH2

Status () Netzwerk durch MAC auswahlen @ Netzwerk durch Namen auswahlen

Chom=is Verteilte Uhren Optionen
Zykluszet P = e [] LRW anstatt LWR/LRD verwenden
Sync offset » =1 [F] Meldungen pro Task aktivieren

] Aut tischer Neustart S,
[7] Sync Windew Monitering utematischer Neustart Saves
Syncwindow |1 ps
Figure 84: EtherCAT master settings
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10 EtherCAT
10.3 Searching for and incorporating EtherCAT modules

10.3 Searching for and incorporating EtherCAT modules

To connect the XControl PLC to an EtherCAT module, follow the steps
below:

» Log in to the XControl PLC by using the <Online|Log in> command
sequence in XSOFT-CODESYS-3.

» Right-click on "EtherCAT_Master (...)".

» Then select <Search for device...>.

The PLC programming software will run an automatic search for all devices
connected to the XControl EtherCAT_Master. The search result list dialog
box will show all the devices that were found.

Gerate suchen SN X
Gefundene Gerate

Gerdtename Geratetyp Alias-Adresse
E ERCAT EtherCAT - Smartwire-OT Gatewa.. 0

[] Unterschiede zum Projekt anzeigen

Gerate suchen { Alle Gerdte ins Projekt kopieren J [ SchlieBen ]

Figure 85: Search result list for the search for devices

» Click on the <Copy all devices to the project> button.

The devices will be shown in the PLC configuration's device tree. Modules
that are already connected to the EtherCAT gateway will also be shown in
the device tree automatically.

Gerate - o X
=5l Unbenannt? =
|7 Device [Verbunderl] (XC-303 {Preview))
=Bl sPs4ogk
=} Application [Stop]
i Bibliotheksverwalter
PLC_PRG (PRG)
= Taskkonfiguration
=g MairTask
4] EtherCAT Master. EtherCAT Task
) rLC_PRG
=% () EtherCAT Master (EtherCAT Master)
= [ Eusc_SWD_ETHERCAT (EUSC-SWD-ETHERCAT (EtherCAT - Smarty
[ EusE_sWD_8DX (EATON EinfAusgabemodule)
[ EuSE_sWD_x8D (EATON EinfAusgabemodule)
(3 EusE_SWD_2A2A (EATON Ein/Ausgabemodule)

Figure 86: Device tree with EUSC-SWD-ETHERCAT gateway and SmartWire-DT modules

» If the EtherCAT devices you want are not found in the list, update the X-
SOFT-CODESYS-3 version you are using or load the appropriate XML
file; => Section “10.5 Description files for EtherCAT", page 114.

» Check the settings for the parameters for the EtherCAT gateway by dou-
ble-clicking on "XN_312_GW_EC (...)" in the device tree.

% For more information on gateway settings, please refer to the
gateway manual and the XSOFT-CODESYS-3 Online Help.
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10 EtherCAT
10.4 Incorporating EtherCAT modules manually

10.4 Incorporating EtherCAT modules manually

As an alternative to the description in => Section “10.3 Searching for and
incorporating EtherCAT modules”, page 113, you can also add the EtherCAT
modules to the XControl PLC manually. To do so, follow the steps below:

» Right-click on "EtherCAT_Master (...)" in the device tree.
» Click on the <Add device...> option.

The list will show all configurable devices:

Mame i

=- [ Feldbusse
=gy EtherCat
=-pelp Slave
+- [[d Beckhoff Automation GmbH & Co.KG - System Koppler
=-[_4 Hilscher Gesellschaft fir Systemautomation GmbH - Gateways
ﬂj EUSC-SWD-ETHERCAT (EtherCAT - SmartWire-DT Gateway)
+-[Z3 ifm electronic - ifm electronic EtherCAT Gerite
m Accelnet EtherCAT Drive (CoE) SoftMotion i

< n »

Figure 87: Adding an EtherCAT device

» Select the EtherCAT module.
» Click on <Add device> in the "Add device" dialog box.

The EtherCAT module will be added to the device tree.

10.5 Description files for EtherCAT

Device description files in XML format are required in order to incorporate
and configure EtherCAT modules in XSOFT-CODESYS-3. These files contain
standardized descriptions of the EtherCAT modules and their parameters.

The device description files are installed in XSOFT-CODESYS-3 automatically
with the EtherCAT master.

10.5.1 Standard XML files

Make sure that you are working with the latest version of the device descrip-
tion files in your PLC programming environment. If modules are not listed,
check whether there are available updates for the files in the Download Cen-
ter of the respective device manufacturer.

10.5.2 Installing the XML file

If you want to install an updated XML file or an XML file from another device
manufacturer, follow the steps below:

Select the latest version of the device description files and download
them.

Save and unzip the "*.zip" file to a project folder of your choice.

Click on the <Tools | Device Repository...> menu option in XSOFT-COD-
ESYS-3.

Click on the <Install...> button.

Use Explorer to select the XML file you want in the project folder.

vy VvVvVvYy VY
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10 EtherCAT
10.5 Description files for EtherCAT

» Confirm with click on <Open>.

» Confirm the "The device has been successfully installed" prompt by click-
ing on "OK".

» Double-click on "EtherCAT_Manager (EtherCAT Manager)".

» Check the settings under the "EtherCAT Manager" tab.
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11 Modbus
11.1 Configuring Modbus TCP

11 Modbus

11.1 Configuring Modbus TCP

11.1.1 Adding an Ethernet adapter

XSOFT-CODESYS-3 offers two different Ethernet connection options. An
Ethernet adapter can be used to define the corresponding protocol: Ether-
Net/IP or Modbus TCP.

» In the device tree, select the "Device (XC-303)" device.
» Right-click on it to open the context menu and select the <Add
device...> option.

The "Add device" dialog box will appear. You can leave the dialog box open.

> Select "EtherNet/IP | Ethernet Adapter| Ethernet" under "Field buses" in
the "Add device" dialog box.
» Confirm by clicking on the "Add Device" button.

The Ethernet master will appear in the configuration tree.

(] Ethernet x -

Allgemein —
| Netzwerkschnittstelle: \_/

Status
Betriebssystemeinstellungen verwenden

Information Betriehssystemeinstellungen dndem
IP-Adresse 192 . 168 . 138 . 248
Subnetzmaske 255 . 255 . 255 . O

Standard-Gateway | 0 . 0O . 0 . 0O

Figure 88: Ethernet master parameters

11.1.2 Adding a Modbus TCP master and device
» To add the Modbus TCP master to your configuration, right-click on

"Ethernet (Ethernet)":
» Click on the <Add device...> option.

The list will show the available Ethernet devices or Ethernet-based protocols
such as Modbus.

Select "Modbus | Modbus TCP Master | Modbus TCP Master".
Then click on the <Add device...> option

Select "Modbus TCP Master" in the device tree.

Right-click on it to open the context menu and select the <Add
device...> option.

Select "Modbus TCP Slave".
Then click on the <Add device...> option

\A A A4

vy
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11 Modbus
11.1 Configuring Modbus TCP

Gerate -~ o X
=423 XC300_Modbus_TCFP E]
= m Device ({CODESYS Control Win ¥3)
= Bl spsvogk

=L} Application
m Bibliotheksverwalter
PLC_PRG (PRG)
= @ Taskkonfiguration
= MairTask
&) PLC_PRG
= ﬂj Ethernet (Ethernet)
= ﬂi Modbus_TCP_Master {Modbus TCP Master)
m Modbus_TCP_Slave (Modbus TCP Slave)

52 Gerste | ([ POUs

Figure 89: Adding a Modbus TCP slave

The TCP master does not need information specifying which
Modbus_TCP_Slave is on the bus. It only needs the Modbus_TCP_Slave's IP
address and register number.

» Select the "Modbus_TCP_Slave" slave connection in the configuration
tree.
» Click on the <Add device> button.

The Modbus TCP device will be added to the configuration tree.

A maximum of 32 Modbus TCP masters can be added.

[{] Modbus_TCP_Master x| [j Modbus_TCP_Slave -
allgemein Modbus TCP n n B

Response Timeout {ms)[1000 = " "s
ModbusTCPMaster EfA-Abbild

Saocket Timeout {ms) 10 =

ModbusTCPMaster Parameter
[ auto-reconnect

Status

Information

Figure 90: Modbus TCP master parameters

[ Modbus_TCP_Master [{] Modbus_TCP_Slave X -
Allgemein ModbusTCP
Modbus Slave-Kanal Slave IP-Addresse: 192 . 168 . 0 . 1 "nnn"s

Response Timeout (ms) 1000
Modbus Slave Init

Port 502
ModbusTCPSlave Parameter
ModbusTCPSlave Efa-Abbild

Status

Information

Figure 91: Modbus TCP slave parameters
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11 Modbus
11.1 Configuring Modbus TCP

[ Modbus TCP Master (] Modbus_TCP_Slave X o
Allgemein Parameter Typ Wert  Standard... Finheit Beschreibung
P : # NenChannelConfig 5001 frue frue Use the new Channel-Config format
M, Slave-K
pcbusSavetand # itdo USINT B 164F UnitD of the Device

Modbus Slave it % ResponseTimeout DWORD 1000 1000 Maximurm time for a Slave to respond in ms
 PAddress ARRAY[0..3] OF BYTE  [192, 168,... [192, 168,... Canfigure IP Address of TCP SLave.

ModbusTCPSave Parameter P Port UINT 502 502 Port where the slave is listening
 Confighersion UDINT 16+03050... | 16%03050...,

ModbusTCPSlaveE/A-Abbild

Status

Information

Figure 92: Modbus TCP slave parameters
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11.2 Configuring Modbus RTU

11.2 Configuring Modbus RTU

11.2.1 Adding a Modbus master

» In the device tree, select the "Device (XC-303)" device.
» Right-click on it to open the context menu and select the <Add
device...> option.

The "Add device" dialog box will appear. You can leave the dialog box open.

» Select "Modbus | Modbus Serial Port| Modbus COM Port" under "Field
buses" in the "Add device" dialog box.
» Confirm by clicking on the "Add Device" button.

The Modbus_COM_Port will appear in the configuration tree.

[ Modbus_COM_Port x -

Allgemein Serieller Port, Konfiguration
X 1 =
ctatus COM-Part
Baudrate 9600 w7
Information ———————————
Paritat EVEN hd

Daten-Bits 8

Stop-Bits 1

Figure 93: Modbus COM port parameters

11.2.2 Adding Modbus modules

» Toadd a Modbus module to your configuration, right-click on the
"Modbus_COM_Port" node.
» Click on the <Add device...> option.

The list will show all the devices that can be configured:

Name Hersteller

= m Feldbusse
=l w5 Modbus
=--MEl§ Modbus Serial Device
m Modbus Serial Device 35 - Smart Software Solutions |
=-- Wil Modbus serieller Master
m Modbus Master, COM Port 35 - Smart Software Solutions |

P I »

Figure 94: Adding a Modbus device

» Select the corresponding Modbus device, e.g., "Modbus Serial Device.'
» Click on the <Add device> button.
The selected Modbus device will be added to the configuration tree.
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12 Web Visu XSOFT-CODESYS-3
12.1 Opening XSOFT-CODESYS-3 WebVisu

12 Web Visu XSOFT-CODESYS-3

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... feature a web
server used to deploy the visualization generated by XSOFT-CODESYS-3.
The way the web visualization is handled is explained in the XSOFT-CODE-
SYS-3 Help.

Keywords: CODESYS visualization / "Web Visu" object

12.1 Opening XSOFT-CODESYS-3 WebVisu

A description of the web visualization interface can be found in section 7.4,
"Web visualization”, of the manual for programming PLCs with CODESYS.

The visualization can be accessed through any of the Ethernet interfaces on
the Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-....

However, this requires for a corresponding webvisu.htm XSOFT-CODESYS-3
WebVisu project to be found on the device already.

If the device is addressed through Ethernet port eth2 with the default IP
address, for example, the XControl-specific web visualization call will be as
follows:

Unencrypted: http://192.168.138.248:8080/webvisu.htm
Encrypted:  https://192.168.138.248/webvisu.htm

If you have changed the IP address, replace the IP address in the “http:\\..."
call with the address you have selected.

ATTENTION

The number of clients that can access the Modular PLCs XCon-
trol: XC-104-..., XC-204-..., XC-303-... simultaneously is limited
to 10.

12.2 Selecting the XSOFT-CODESYS-3 WebVisu encryption type

The web server for XSOFT-CODESYS-3 projects can be accessed either with
the HTTP or HTTPS protocol. The 3S CODESYSControl.cfg file specifies
which of the protocols should be available.

This file can be found on the device, in the “\home\codesys\work\config\"
directory. It can be loaded in XSOFT-CODESYS-3 and written back after edit-
ing.

To change the protocol for the web server, follow the steps below:
Open the file and search for the entry for [CmpWebServer].

The Connection Type parameter will determine which protocols are permit-
ted as follows:
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12 Web Visu XSOFT-CODESYS-3
12.2 Selecting the XSOFT-CODESYS-3 WebVisu encryption type

ConnectionType=

0: Only HTTP connections allowed

1: Only HTTPS connections allowed

2: HTTP and HTTPS connections allowed

3: HTTP and HTTPS connections allowed, but access via HTTP will automati-
cally be redirected to HTTPS.

B E4EXE 9D C| S - -3 @
0SPriority.High.End=155
#16 priority levles
0SPriority.AboveNormal.Base=156
0SPriority. AboveNormal.End=173
#16 priority levles
0SPriority.Normal.Base=184
0SPriority.Normal.End=201
#16 priority levles
0SPriority.BelowNormal.Base=202
0SPriority.BelowNormal.End=219
#8 priority levles
0SPriority.Low.Base=230
0SPriority.Low.End=239
#14 priority levles
0SPriority.Lowest.Base=240
0SPriority.Lowest.End=255

[CmpOpenSSL]

WebServer.Cert=server. cer
webServer.PrivateKey=server. key
webServer.CipherList=HIGH
WebServer.CertStoreBase=/home/etc/PKI/

[CmpwebServer]

FileupTloadDirectory=/home/PTcPrg/visu
#Enablelogger=1

#For ConnectionType there are the following options:
#0: only http-connections are possible

#1: Oonly https-connections are possible
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13.1 Logging in to the Web Config Tool

13 Web Config Tool for XC-104-... and XC-204-...

The Web Config Tool can be used to configure XC-104-... and XC-204-...
modular PLCs with operating system version V3.1.0.0 or higher. Access is
possible with an up-to-date browser installed on a connected device or the
PC.

% Please note that Internet Explorer is not supported.

Security

The encryption uses a 2048-bit RSA key. This key will be generated on the
device the first time it starts. Please note that the Web Config Tool cannot be
used at all without this encryption.

Since there is no way to check a certificate in local IP ranges, the "Untrusted
certificate" dialog box will be shown. Instead, you can check whether the cer-
tificate's digital thumbprint has changed so as to prevent man-in-the-middle
attacks.

Remote use

The XControl Web Config Tool can be accessed through a remote browser.

13.1 Logging in to the Web Config Tool

In order to be able to access the Web Config Tool, you must know the IP
address of the device that you want to configure. The device or the PC with
which you want to access the XControl device must be in the same subnet
as the XControl device.

The service runs on port 8375 and uses the https protocol. This means that if
the device's IP address is, for example, "192.168.119.204", the URL will be
"https://192.168.119.204:8375/#/login".

To open the Web Config Tool, follow the steps below.
After logging in, you can use the Web Config Tool as described below.
Password setup

If you reset the device to its factory settings, the Web Config Tool will ask
you to create a password when you access the device. The default language
will be English.

% This means that the first person who logs in will be the person
creating the password.
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13 Web Config Tool for XC-104-... and XC-204-...
13.1 Logging in to the Web Config Tool

The following screen will appear:

Initial setup of remote user

Allow remote access without password

Enabling remote access without password can pose a security risk and
is not recommended.

Password &y

At least 8 characters in length
At least 1 digit

At least 1 uppercase letter

At least 1 lowercase letter

At least 1 special character: (valid: ! @ # $ » & ¥)

Confirm password o

Figure 95: Enter password

The password must meet the following requirements:

e Minimum of 8 characters in length

e Atleast 1 number

e Atleast 1 uppercase letter

e Atleast 1 lowercase letter

e Atleast 1 special character, with the following characters allowed: ! @ #

$ N&

> Please note that the password will not be accepted unless all
the above conditions are met.

After creating the password, you will be automatically authenticated.
Authentication and session

Once you create a password, the login screen will be shown every time you
access the Web Config Tool afterwards.

% Passwords are created during initial commissioning.
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13 Web Config Tool for XC-104-... and XC-204-...
13.2 Navigation

Login

Password

e =

Figure 96: Authentication with password

You can change the password on the "Device" configuration page.
9 After 15 minutes of inactivity, you will be logged out automati-

cally. When this happens, the login screen will be shown with a
message saying that your session expired.

After logging in, the following page will appear:

System configuration -3 ¥ English ~ [

Device information

Device Device information

Device name

151300001206

(5 Network
)  DpateaTime Model number

XC-204-C10-000
Remote access

m)

Serial number

€D Backup &Restore 151300001206
e Update Image name
eaton-image-release
&y User management
Image version
%] Services 2.0.0-rc6
& Logs o
192.168.119.204 (Static)
[ m] Legal

em0 MAC

00:05:4b:07:6f:16

Boot drive

Figure 97: Web Config Tool start page

To navigate to a different page, you will need to click on the E button on
the left in the top blue bar. Once you click on the button, a pane with all the
configuration pages will appear. You can then access any configuration page
from the pane.

You can close the pane with the configuration pages at any time by clicking
on the < arrow at the top right of the pane.

To log off, click in the upper blue bar.
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13.3 Setting a language

13.3 Setting a language

As soon as the device is ready, the top blue bar will show the language selec-
tion drop-down menu for the Web Config Tool. As of this writing, German
and English are available as languages. English will be selected by default.

Figure 98: English and German language selection options

13.4 Device configuration page — System configuration page
e - |

Device information Power management

Reboot Shutdown

Factory reset

Factory reset

2020.04.1.0 Powerfail

(% Power down resources are in goed condition. Current
power fail reserves are 74ms.

Change password

USB

B Enzble USB M@ Enable USE autostart

W Enable USE factory reset

Reset changes m

Figure 99: System configuration page with disabled USB interface
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13.4 Device configuration page — System configuration page

13.4.1 Device information

"Device information" will show information regarding the device and the
image currently being run. In addition, you can change the password for the
web configuration by clicking on the "Change password" button.

Device information

Change password

Figure 100:  Device configuration page — Device information section

13.4.2 Changing / setting up passwords

If you reset the device to its factory settings, the Web Config Tool will ask
you to create a password when you access the device. The following screen
will appear:
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13.4 Device configuration page — System configuration page

Change password

Current password N

New password o

At least 8 characters in length
At least 1 digit

At least 1 uppercase letter

At least 1 lowercase letter

At least 1 special character: (valid: 1 @ # $ / &)

Confirm new password o

Cancel

Figure 101:  Change password

Once you create a password, it will be possible to change it but not to delete
it (unless you carry out a factory reset) — please refer to

13.4.3 USB interface activation

127

Enable USB

In the "USB" section, you can enable the USB interface by toggling the corre-
sponding switch to the right and disable it by toggling it to the left. If the USB
interface is not enabled, USB Autostart and USB factory resets will not be
possible.

Enable/disable USB Autostart

The USB Autostart function is used to automatically start executable files on
a plugged-in USB storage device when the device is booting up.

If USB Autostart is enabled, the system will search for shell scripts named
"etn-startup.sh" in the root directory of the partitions on a plugged-in USB
drive and run them with a GNU Bash interpreter.
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13.4 Device configuration page — System configuration page

Enable/disable USB factory reset.

The ability to reset the device to factory settings will be enabled (i.e., avail-
able) if you toggle the "Enable USB factory reset" switch to the right. For
information on how to reset the XControl device to factory settings, please
refer to => Section “3.10 Factory resetting XC-104-... and XC-204-...", page
68.

USB

Enable USB Enable USB autostart
Enable USB factory rese

Enabling USE factory reset feature can be a security risk. Please make sure you are following the security guidelines in the factory reset
chapter of the user manual to prevent access to the device's USB slot.

Reset changes Apply

Figure 102:  Device configuration page — USB section

13.4.4 Power management

You can restart and shut down the device in the "Power management” sec-
tion. To prevent the device from being shut down or restarted accidentally,
you will need to confirm these actions in a confirmation prompt.

Power management

Reboot Shutdown

Figure 103:  System configuration — Power management section

13.4.5 Factory reset

In the "Factory reset" section, you can reset your device directly tofactory set-
tings without the need for additional preparation. A confirmation prompt will
appear after you click on the button. If you confirm the "factory reset," the
prompt will disappear.

Factory reset

Factory reset

N

Figure 104:  System configuration — Factory reset section

All Ethernet ports will be reset to their default settings. If a password has
been set, it will be deleted.
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13.5 Network configuration page

13.4.6 Powerfail

A factory reset can also be carried out by plugging in a storage device into
the device's USB port and booting the device — please refer to => Section ”
Enable/disable USB factory reset.”, page 127.

To keep data retentive, it will be copied from RAM to NVRAM when the
device is switched off. As soon as the data has been stored, the time until
the device is de-energized will be counted up. This time will be shown in the
"Powerfail" section.

If this time falls below a value of 10 ms, an error message will appear in
order to let you know that the data can no longer be stored in a retentive
manner.

There are two possible causes for this error message:

1. The remaining time has decreased due to the components getting older.
2. The operating system is in an error condition.

Powerfail

Power down resources are not critical. Current power fail reserves are 75ms

Figure 105:  System configuration — Powerfail section

13.5 Network configuration page

129

The number of "Network interfaces" sections that you can use to set up the
IP configuration for each interface will depend on the specific number of net-
work interfaces on the device.
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13.5 Network configuration page

= System configuration X English v @&

Network interface ethO General settings

J® DHCP Hostname

eaton-ceag-x11
1P address

192.168.0.150

Subnet mask

255.255.255.0

Default gateway

192.168.0.1

DNS server

62.2.17.60

Figure 106:  Network configuration page with one Ethernet interface

Change the device's IP address

If you change the configuration, you will be disconnected from the Web Con-
fig Tool. if this happens, you will need to log in again with the new IP
address. There are two options: The first one is to use static address assign-
ments, in which case you will have to assign an IP address, a subnet mask, a
default gateway, and a DNS server. The second is to enable the DHCP ser-
vice, in which case a configuration will be automatically requested from your
network — please refer to => Section “13.5 Network configuration page”,
page 129.

You can change the hostname in the "General settings" section. This name
will be used for specific multicast DNS services. This type of service, which
you can use to find the device without knowing the corresponding IP
address, is provided with XSOFT-CODESYS-3.
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13.6 Update configuration page

You can update the operating system and the bootloader under "Update." The
runtime system cannot be updated with the Web Config Tool. It can only be
updated with XSOFT-CODESYS-3.

You can upload a RAUC bundle in order to update the device's operating sys-
tem or the bootloader. The file will have .raucb as an extension.

You can simply drag&drop the *.raucb file you want to use.

% Do not turn off or unplug the device during the update!

= System configuration ¥ English v B

Update

Drag and drop a RAUC-bundle or click

O

Mo RAUC-bundle selected

Figure 107:  No RAUC bundle selected
If you have already uploaded a RAUC bundle, the name of the bundle will be
shown here.

After selecting the package and tapping the "Update" button, it is important
for you to remain on the page until the upload is completed. You can follow
the corresponding progress on the first progress bar, as shown below.

You can follow the corresponding progress on the first progress bar, as
shown below.
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13.6 Update configuration page

System configuration ¥ English ~ @

Update

Upload

Do not close the page as the interruption of the upload would abort the update.

Progress display

Once the upload has been completed, the second bar will show the installa-
tion progress.

D XV-104 system configuration x

<~ A Nichtsicher | B#ps//10.23213.. AY @ 5 3 ( ) co ||
— L3 - :
— System conﬁguratlon ¥ English ﬂ
E |
|
1
Upload
— 2%
Do not close the page as the interruption of the upload would abort the update.

Figure 108:  Update progress bar

As soon as the update has been completed, you will need to restart the
device in order to run the new version.

» To do this, click on the "Restart" button shown after the update is com-
pleted.

% Please note that you can only apply one update after each
restart.
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13.7 Date & time configuration page

The "Date & time" configuration page will show the current device time with-
out taking into account the local device's time zone.

= System configuration

Date & Time Time synchr
Current time on the device N T P
13 February 2022 16:42:08
. I Enable
Timezone
Etc/UTC v Preferred address
127.0.0.1
Second addrress
127.0.0.1

Figure 109: "Date & time" configuration page

13.7.1 Date & Time
You can set the time, including the corresponding seconds, and the time
zone. If you change the time zone, the time shown above will not be re-cal-
culated.

13.7.2 Time synchronization with NTP

In the "Time synchronization with NTP" section, you can enable NTP and
select a preferred address and a backup address. The NTP service will then
be used to correct the time and the system time every minute. This can also
help counteract RTC drift if the device runs for multiple years or decades.
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13.8 Remote access configuration page

13.8 Remote access configuration page

You can use the "Remote access" configuration page to enable and disable
the corresponding service.

= System configuration X English v B

SSH
. Enable

Reset changes ‘ Apply l

Figure 110:  "Remote access" configuration page

13.8.1 SSH

You can enable and disable remote access in the "SSH" section.

Make sure to disable SSH after you no longer need it and the
device is in a production environment. This will disable remote
access and improve the device's security.

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... 08/25 MNO50005EN Eaton.com 134



13 Web Config Tool for XC-104-... and XC-204-...
13.9 Legal configuration page

13.9 Legal configuration page

The "Legal" configuration page shows all open-source software packages
delivered with the running image, as well as the corresponding versions. It
also shows the licenses for the delivered software packages as applicable.

= System configuration % English v @&

Used packages

This is a list of installed software and their respective licenses.

acl acl-dev acl-lic adwaita-icon-
Version: 2.2.53 Version: 2.2.53 Version: 2.2.53 theme-lic
Yocto recipe: acl Yocto recipe: acl Yocto recipe: acl .
Version: 3.34.3
Yocto recipe: adwaita-icon-
GPLv2 LGPLv2.1  GPLv2 LGPLv2.1  GPLv2 theme

LGPL-3.0 CC-BY-SA-3.0

adwaita-icon- alsa-conf alsa-lib alsa-lib-lic
theme-symbolic Version: 1.2.1.2 Version: 1.2.1.2 Version: 1.2.1.2

. Yocto recipe: alsa-lib Yocto recipe: alsa-lib Yocto recipe: alsa-lib
Version: 3.34.3
Yocto recipe: adwaita-icon-
theme LGPLV2.1  GPLV2 LGPLV2.1  GPLV2 LGPLV2.1  GPLV2

LGPL-3.0 CC-BY-SA-3.0

alsa-ucm-conf alsa-ucm-conf-lic at-spi2-atk at-spi2-atk-lic
Version: 1.2.1.2 Version: 1.2.1.2 Version: 2.34.1 Version: 2.34.1

Yocto recipe: alsa-ucm-conf Yocto recipe: alsa-ucm-conf Yocto recipe: at-spi2-atk Yocto recipe: at-spi2-atk
BSD-3-Clause BSD-3-Clause LGPL-2.1 LGPL-2.1

13.10 Logs configuration page
On the "Logs" configuration page, you can download various log files gener-
ated on the device. To download the log file, double-click on the "Download"
button.

= System configuration % English v @&
Log Download
AuthenticationLog Download
BootLog Download
ErrorLog Download
RauclLog Download
SystemLog Download
VncLog Download

Figure 111:  Stored log files
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14 OPCUA

OPC Unified Architecture, or OPC UA for short, is a standardized communi-
cation protocol for exchanging data between machines that makes it possi-
ble to use all devices universally.

CODESYS V3.5.9 and higher supports OPC UA.

The OPC UA server is integrated into the PLC. When the PLC starts, the
OPC UA server will be started automatically as well.

OPC UA's scope of functionality matches OPC DA's scope of functionality.
The URL for the OPC UA server needs to be entered into the OPC UA client:

.opc.tcp://<IP-Address>:4840"

Just like with OPC DA, the symbol list needs to be set up in X-SOFT-CODE-
SYS 3.

To run the OPC UA server, additional information needs to be loaded onto
the PLC. The symbol configuration will be generated during the download for
this purpose.

e Basic types of derived function blocks
Contents of attributes assigned with compiler pragma directives
Tag type (INPUT / OUTPUT / IN_OUT)

To generate the symbol configuration, follow the steps below:

» Select the application and open the context menu
» Click on "Add object" and "Symbol configuration."
P Please specify a file name.

» Enable the "Support OPC UA functionalities" option.
» Confirm with OK.

The symbol configuration editor will appear.
You can use this editor to define all the tags that should be transferred.

The symbol configuration will be updated with the next download or online
change.
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15 Libraries, function blocks and functions

The libraries contain IEC function blocks and functions that you can use, for
example, for the following tasks:

e Data exchange through the CAN bus

e Controlling the real-time clock

e Determining bus load of the CAN bus

e Triggering interrupts

e Sending/receiving data through the interfaces

% Codesys helps users with various functions and function
blocks that are managed in libraries.
There are available libraries for assistance with the follow-
ing, for example:
*  Field bus communication (z.B. CAN),
*  Realtime clock functions
e Communication through serial interfaces
*  File handling functions

The following libraries are available:

Library Description

EA_Network This library provides Ethernet interface configuration functions for all
Eaton PLCs with Ethernet interfaces. Contains POUs to configure a
local Ethernet interface and contains POUs to create and work with
additional IP-Addresses.

|ODrvEtherCAT EtherCAT Stack container library
EA_CANopen Library for CANopen
|0DrvModbus Library for Modbus RTU
|0DrvModbusTCP Library for Modbus TCP
|0DrvEthernet Library for Modbus TCP
EA_CAN types (when using Eaton CAN devices)
EA_CAN library Function blocks for CAN

EA_XC303Events Library for interrupt ocessing

EA_XN322_SI_RS This library provides serial interface configuration functions for all
Eaton PLCs with an RS-232 and an RS-485 interface.

% Examples of libraries available to users:
* EA_CANopen,
*  |ODrvModbus,
e SysCom,
e SysFileAsync...
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15 Libraries, function blocks and functions
15.1 Using libraries

When creating a standard project, libraries with frequently used functions
will be automatically added to the project.

This includes, for example, the Standard.lib library with known function
blocks such as: counter, timer, trigger function blocks, etc.

Additional libraries that are added automatically include the loStandard-Lib
and 3SLicense-Lib libraries.

When you open a project, the following libraries will be copied to the library
manager.

e  3Slicense (system library)
e Standard.lib

e |oStandard

e BreakPointLogging

If the application requires additional libraries, you will need to install them
manually in the library manager.

When the project is saved, these libraries will be assigned to the project and
will be available the next time you open the project.

15.2 Installing additional system libraries

If necessary, you can install additional libraries manually.
The following steps are required:

Gerate D ffif) Bibliotheksverwalter x -
=2 EventCounter %, Bibliothek hinzufigen < Bibliothek laschen | 2 Figenschaften 73 Details _
= [{ Deviee (ic-303) 2
=2l sP5-Logik Name MNamensraum o
=1} Application +: Component Manager = Component Manager, 3.5.9.0 (System) Component_Manager
“ GVL Component Manager, * (System) Component_Manager

EA_CAM = EA_CA|

i) Eibliotheksverwalter M, 3.5.2.0 (Eaton Automation) EA_CAN

i
i
i
+

Basic_prog {(PRG) stem)
Event_prog (PRG) } I ard E
PLC_PRG (PRG) Standard = Standard, 3.5.9.0 (System) Standard
"8 symbokonfiguration +-+5) Ut = Ut 3.5.9.0 (System) utl e
+ {4 Taskkonfiguration 4 1 '
+- 1l XM300_Master (XN300-Master) =5 Ut 3,5,9,,9{;53,5(@ =
4 L 2 4 n 13

Figure 112: Libraries, installing manually

» 1. Make sure that the library you want to install is found on a folder on your
PC.

»2. In the configuration tree, double-click on "Library manager."

Click on the "Add library" menu option.
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15.2 Installing additional system libraries

{fiff Bibliotheksrepository |

Speicherort:  [System =] [ searbeien... |
(€1 ProoramDataWSOFT-... \Managed Libraries)

Installierte Bibliotheken: Installieren. ..

Firma: | (alle Firmen) -

Deinstallieren

Exportieren,

st Versions (not recommended)

R

= Use Cases

4| . | r Details...

Gruppieren nach Kategorie

Abhangigkeiten. .

Bibliotheksprofile..

Figure 113:  Adding a library to the library repository

» 3. Click on the "Install..." button.
»4. In Explorer, select the library in the folder where it is stored.

) Bibliothek auswahlen =
—~
S z g - B durchsuchen ]
(D) [ « XSOFT-CODESYS-3 » LB » |4,H,,,.,,,,,; r)
Organisieren v Neuer Ordner
1% Computer * Name : A
€ Netzwerk
@? Systemsts (@ c3_eA23_¥N300zip 24
F YT |_] EAZ3_XN300.compiled-library 21
& Papierkorb
- o I ] r
Dateiname: EA23 XN300.compiled-library v | Alle Dateien () -

»5. Confirm with click on <Open>.
The new window will show the libraries available, depending on the target
system.

»6. Select "Add library."

Bibliothek hinzufigen =

XN300 2= — 5

Ubereinstimmung
EA_XN300_CAN
EA23_XN300
¥N300_Thresholdar
¥N300_LimitAl
E] ¥n300_2551
XN300_dinterpolationscale
=] %N300_CounterSimulation
XN300_DMS_Calibration
XN300_CNTEDIO_1x 16BitincrementalEncoder
¥N300_20DIPCNT_4xBBitCounter
[E] KN300_20DIPCNT_2x16BitincrementalEncoder
¥N300_1DCDB35Motor_Pam
XN300_1DCDB35Motor_Diagnostic
¥N300_1DCDB3SMotor_Basic

o i v

Figure 114:  Search for a library in the library repository
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15.2 Installing additional system libraries

»7. To find the installed library faster, enter a search string into the search
box (e.g., "XN300").
3. Select the library to install and click <OK>.

The library now appears in the Library Manager.

“ Bibliothek hinzufugen < Bibliothek lgschen | “f Eigenschaften 725 Details -

Name Namensraum Effektive Vers
35l
Ere;
EA23_XN300, 3.5.1.12 (Eaton GmbH)
d
Standard = Standard, 3.5.9.0 (System) Standard 3.5.9.0

o B

Figure 115:  Search for a library in the library repository
% In addition, users can create their own libraries in order to store

frequently recurring tasks as functions or function blocks in
them.
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16.1 Using PLC shell commands

16 PLC shell commands

The PLC shell is a text-based PLC monitor. PLC shell commands for scanning
particular information from the PLC are entered in an entry line and sent to
the PLC as a string. The returned response string is displayed in a result win-
dow of the PLC shell. This functionality is used for diagnostics and debug-
ging tasks.

16.1 Using PLC shell commands

To enter a PLC shell command, follow the steps below:

P Establish a connection to the device.

» In CODESYS, double-click on the "Device (XC303)" device in the configu-
ration tree.

» Select the "PLC Shell" tab.

» Enter the PLC shell command into the input line below or click on the "..."
button and select the PLC shell command you want by double-clicking
on it.

P Add other settings to the command if necessary, e.g. baud rate with-
setcomconfig.

» Press the Return button.

The result will be displayed.

Gerste - 7 x il pevice x o
= &) EventCounter i3
= %3 7] Device [Verbunder] (XC-303) Kommunikation copyprojtousb - Copy project To USE Memory Disk -
remprojfromsd - remove backup project from SD-Card
=2l sps-Logik
X remprojfromusb - remove backup project from USB
+ €} Application [Stof Applikationen
— XN specific shell-commands —--
Sichern und Wiederherstellen
xngetvezsion =By Standardkommando singeben =
(xnmodules sho
Co=e nvarisbles sho
xncontig sho -
Log lxnstatistics sho getemdist
mem
reflect
5PsEinstellungen __ Can-pus 4 apdphgl =
canload <argr E:",
SPS-Shell Display CANTY | gannyg
Srenens mand | [topem
Benutzer und Gruppen reseiprg
PP caninfo resetpracold
Display CRN-Q reload
Gerate-Information getpraprop
getprstat
e armnass plcload
LOCAL_IO Parameter ] sinfo
channelinfo
LOCAL_IO E/A-Abbild =
getswitchpos 2
Taskaufstellung
Attention may run se
Status
Informatien 5 =
« i »

Figure 116:  PLC Shell tab with results for the "?" browser command
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16.2 List of PLC shell commands (updated)

The following PLC shell commands are available.

Table 14 PLC shell commands in alphabetical order
Attribute ID Description
? Prints a list of available commands.
applist Print List of currently loaded applications.
caninfo Display CAN Controller Informationen

canload <arg>

Display of the loading of the CAN fieldbus
<arg>

<none> show CAN-Bus load.

<reset> reset CAN-Bus load statistics.

canshow?) <arg>

Shows CAN controller statistics
<1>; <2>; <none> for both controllers

canshowReset?) <arg>

Resets CAN controller statistics
<1>; <2>; <none> for both controllers

cert-createcsr2) [<number in search result with
"cert-getapplist">]

Generates CSR files for all applications.

cert-export? <trust level>

Exports the specified certificate [<number in search result with "cert-getcertlist">]

cert-getapplist

Shows all registered certificates being used (ID of component and use)
Display all registered applied certificates (Component ID and application)

cert-getcertlist? [<trust level>]

Lists all certificates with the specified trust level.

If you do not specify a trust level, all certificates will be listed.

Available trust levels

e untrusted: Untrusted certificates

e trusted: Trusted certificates

e own: The PLC's certificates

e quarantine: Certificates with a trust level (trusted / untrusted) that could not be clarified with a
validation. This will result in incoming connections being rejected.

cert-genselfsigned
[<number retrieved by "cert-getapplist'>
<expdays=>]

Generates self-signed certificates; you can use expdays= to specify the certificate's validity period
Standard value: 365 days

Generate all self signed certificates

cert-gendhparams [len in bits]

Generates the parameters for the Diffie-Hellman key exchange
Important: This operation can take several minutes!

Generate parameters needed for Diffie-Hellman key exchange. Attention may run several minutes!

cert-import?) <trust level> <Dateiname.cers)

Imports the specified certificate.

cert-remove2! <trust level> <number in search
result with "cert-getcertlist" or "all">

Removes the specified certificates.

cert-importcrl

Import all certificate revocation lists (CRLs).

channelinfo

Return communication channel information.

clearsram? <segment number>

Initializes and flags the SRAM segment or the whole SRAM as free.
The segment number can be retrieved with the following shell commands:
"getsramlayout" or "all”:

copyprojtosd Copy the (boot) project onto a Multi Media Card (incl. directory structure/project directory)
copyprojtoush’) Copy the (boot) project onto the USB drive (incl. directory structure/project directory)
factoryreset<arg> Factory reset the device with the given serial number

getemdlist Used internally to display all available commands.

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... 08/25 MNO50005EN Eaton.com 142



16 PLC shell commands
16.2 List of PLC shell commands (updated)

Attribute ID Description
getdhcpstate?) Returns the status of the Ethernet interface(s) in regard to whether DHCP is enabled
Example: eth0 : DHCP Enabled = NO
gethwinfo Show hardware information
getdevicebrandname?) Returns the device name
Example: Device Brand Name = XC-204-C11-003
gethostname?) Returns the host name
Example: Host name = eaton-xc204
getinitplcsettings? Returns the settings for the boot project
Example:

BP_OVERWRITE=1
BP_COPY_FROM_USB=1
BP_ALLOW DISABLE_START=1

RTS-Update-Settings
FW_ONLY_NEWER_VERSION=0
FW_FORCED_OVERWRITE=0
FW_INSTALL_FROM USB=1

RTS-Startup-Settings
RTS_START_DELAY_SEC=0
RTS DISABLE START=0
RTS_SUPERVISE=1

getipadress?) <adaptername> Shows the IP address of the Ethernet interfaces (= Ethernet adapters)
getipconfig Display Ethernet address
getipdns Display current DNS address
getipgateway Display Gateway address
getmacaddr Display the physical (MAC) address of the Ethernet interface (<arg> = interface name)
getipnetmask Display the IP subnet mask (<arg> = interface name)
getntpconfig? Returns the settings of the NPT server daemon
Example:

Preferred Server 127.0.0.1 Min Poll 4 Max Poll 10
Standard Server 127.0.0.1 Min Poll 4 Max Poll 10
Ntp Service: stopped

getsramlayout?) Example:
--- SRAM layout: Address=0xb6801000
Segment[0]: Tag=TAG_RETAIN FREE, Size=32488, Guid=00000000-0000-0000-
0000-000000000000

getserial? Shows the device's serial number.
getswitchpos?) Shows the current switch position
Example:
Switch position: RUN
getprgprop [not implemented, yet]
getprgstat [<app name>|<app index>] Get the status of one specific or all loaded applications.
getrtc Display data and time [YY:MM:DD] [HH:MM:SS]
getsslversion?) Shows which OpenSSL version was used for the encryption
Example:
OpenSSL 1.1.1n 15 Mar 2022
gettimezone Show actual timezone information (offset to UTC)
getversion Show device versions list
licinfo Show license info

143 Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... 08/25 MNO50005EN Eaton.com



16 PLC shell commands
16.2 List of PLC shell commands (updated)

Attribute ID

Description

listadapters?)

Shows the available Ethernet interfaces (= Ethernet adapters).

logdelfilter [<CmpName>...]

Delete the log filter settings for specified components

loggetfilter [<CmpName>...]

Retrieve the current log filter settings for specified components

logsetfilter [<CmpName>...] <FilterValue>

Configure log filter settings using hexadecimal values

mem <address> [<size]>

Shows the free memory on disk_sys. Print Hexdump of specified memary region

ntpsetpolltime?) <arg>

NTP polltime <arg>= Can be used to set to preferred (O=normal, 1=preferred) minpoll maxpoll

ntpsetserver? <arg>

Configures the NTP server address
<arg> = Preferred server address (0= DNS name or 1= IP address)

ntpstart2

Starts or refreshes the NTP server daemon.

ntpstop?

Stops the NTP server daemon.

password-disable

Disable user management (not recommended, reboot required)

password-enable

Enable user management (reboot required)

password-reset

Remove actual user management (reboot required)

pid [<app name>|<app index>]

Output Dump GUIDs of one specific application or all loaded applications.

pinf [<app name>|<app index>]

Output project information of one specific application or all loaded applications.

plcload)

Display system performance: CPU usage [%]

powerfailinfo

Display Powerfail info (= Section “13.4.6 Powerfail”, page 129)

reboot

Accept changes (registry save) and restart PLC

reflect!)

Mirror current command line for test purposes.

reload [<app name>|<app index>]

Reloads the boot application

remprojfromsd

Deletes the backup project from the microSD card

remprojfromush

Deletes the backup project from the USB drive

resetprg [<app name>|<app index>]

Reset user program

resetprgcold [<app name>|<app index>]

User program cold reset

restoresram <filename>

Restores the entire SRAM content from the file.

restoreretains? [<applicationname>)

Restores retained data from file(s) [optionally only for the specified application].

ric-get?) Returns the UTC universal time with the DataTime string.
rtc-set2) Sets the UTC universal time with the DataTime string (see IS0 8601)
rtsinfo Returns information on the runtime system, e.g., the processor and the version of the runtime system.

saveretains? [<applicationname>]

Saves retained data in file(s) [optionally only from the specified application].

savesram?! <filename>

Saves the entire SRAM content in a file

sddisable Disable SD storage
sdenable Enable SD storage
sdstate Show SD state

sessinfo-getent?)

Retrieves the number of data sets with session information.

sessinfo-list2

Lists all data sets with session information.

setdhcpstate?) <arg>

Set DHCP on/off (<arg>= AdapterName)

sethostname

Set new hostname

setinitplcsettings2) <arg> <val>

Assigns the <val> value to the <arg>s InitPlc setting.

setipaddr <arg> )

Set ip-address (<arg> = AdapterNo Adr1.Adr2. Adr3.Adr4)
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16 PLC shell commands
16.2 List of PLC shell commands (updated)

Attribute 1D Description
setipconfig Set IP address and subnet mask (<arg> = AdapterName Adr1.Adr2.Adr3.Adr4
Mask1.Mask2.Mask3.Mask4)
setipdns Set DNS address [setipdns adr1.adr2.adr3.adr4]
setipgateway <arg> Set ip default gateway (<arg>= AdapterNo Adr1.Adr2.Adr3.Adr4)
setipnetmask <arg> Set ip-subnetmask (<arg> = AdapterNo Adr1.Adr2.Adr3.Adr4)
setrtc!) Set date and time [YY:MM:DD] [HH:MM:SS]; e.g.setrtc 03:07:24 10:46:33
setsshstate? <arg> Enable encryption. SSH enabled: <arg>=1; SSH disabled: <arg>=0
settimezone <arg> Setting new timezone information (<arg> = offset to UTC)
showsecuritysettings2) Shows the list of all security settings and the current configuration.
showtimezones?) Shows a list of selectable time zones.
sshstate? Shows the configured state for the encryption
Example:
SSH = disabled
startprg [<app name>|<app index>] Start a specific or all user programs
stopprg [<app name>|<app index>] Stop a specific or all user programs
storagestate?) Shows the storage state.
Example:
USB Storage Devices mounted: 0
SD Storage Devices mounted: 0
taskprioget <taskname> Shows the priority of the given task
taskprioset <taskname> <prio> Sets the priority of the given task
taskinfo Shows a list with information about all tasks
unmountall? Terminates the connection to all active USB partitions.
usbautostartdisable? Disables the USB interface; USB Autostart=disabled
usbautostartenable?) If a USB data storage device is plugged into the USB port, projects will be started there automatically;
USB Autostart=enabled
usbdisable?) Disables the USB interface.
ushenable?) Enables the USB interface; a USB data storage device can be read.
usbfactoryresetenable Enable USB factory reset
usbfactoryresetdisable Disable USB factory reset
usbstate?) Shows the USB state
Example:

USB Storage=enabled
USB Autostart=enabled

xngetversion Shows version information; shows current XN driver version
xnmodules shows currently configured and connected SDIAS modules
xnvariables shows XN module variables

xnconfig shows XN module configuration variables

xndebug?) Example:

Debug Tevel is set to 3

1) Youcan access help with extended information for this PLC shell command in CODESYS. Enter a question mark followed by a space before the command
e.g.. ? plcload in the command line of the PLC browser
2) Available for devices with runtime system version 3.5.17 or higher
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16 PLC shell commands
16.3 CPU load shell commands

16.3 CPU load shell commands
plcload

The plcload PLC shell command provides information on the current CPU-
system load.

The "SchedGetProcessorlLoad" function from the Codesys V3 CmpSchedule
library provides the processor load.

A utilization of more than 95 percent can cause a failure of the serial and
Ethernet communication and/or an impairment of the real-time response.

canload

The canload PLC shell command shows the CAN bus load.
caninfo shows the CAN buses' baud rates and states.

You can also get information regarding the CAN bus with the
CAN_GetBuslLoad and CAN_GetBusState functions in the EA_CAN library.
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17 Interferences

17 Interferences

This section provides troubleshooting information for your Modular PLCs
XControl: XC-104-..., XC-204-..., XC-303-... in case it does not behave as

expected.

Fault

Cause

Remedy

XControl will not boot
up

There is no 24 VDC supply voltage

Check the input wiring.
Switch on XContral.

PLC LED = red; solid

Indicates a runtime system error.
Device hangs on startup;

the runtime system does not start, a connec-
tion cannot be established through XSOFT

CODESYS;
LED PRG = OFF,

Cause 1: Invalid OS version loaded; the 0S
version on the device is too new/old to support

the respective PLC runtime system.

Cause 2: The device's last restart was trig-

gered by a hardware watchdog timeout.

In both cases, a LOG file will be written to

/var/log/codesyscontrol.log

Cause 1: Install the appropriate oper-
ating system for the runtime system.

Cause 2: Start the device manually; if the
fault occurs again, check the application
for errors that trigger the watchdog.

If necessary, check whether the boot
application version matches the runtime
system version.

The runtime system starts,
PRG LED = ON or OFF,

Cause: Retentive data could not be loaded.
Additional information can be found in the LOG
file, which can be read with XSOFT CODESYS.

Log in to the device through XSOFT
CODESYS and read the log file

LED PRG = ROT

Indicates an application error.

Log in to the device through XSOFT

e The attempt to load the boot project failed. CODESYS and read the log file

e An exception occurred in the application.
Additional information can be found in the LOG
file, which can be read with XSOFT CODESYS.
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18 Maintenance
18.1 Cleaning and maintenance

18 Maintenance

18.1 Cleaning and maintenance

The devices are maintenance-free.
However, the following work may be necessary:

¢ (Cleaning the device when soiled.

CAUTION
POINTY, SHARP OBJECTS AND CORROSIVE LIQUIDS

Do not use any pointy or sharp objects (e.g., knives)
for cleaning. Do not use aggressive or abrasive cleaning prod-
ucts or solvents.

Make sure that no liquids get into the device (short-circuit haz-
ard) and that the device is not damaged in any way.

» Carefully clean the device with a clean, soft, damp cloth.
If there are any spots that are proving difficult to get off, spray a little
dishwashing liquid on the damp cloth first.

18.2 Repairs

For repairs, please contact your vendor or Eaton's Technical Support.

CAUTION
DESTRUCTION
The device should only be opened by the manufacturer or by an

authorized repair center. Operate the device until only with the
enclosure fully closed and sealed.

Contact your local supplier or Eaton technical support for repairs.

Use the original packaging to ship the device.

CAUTION
UV LIGHT
Plastics will become brittle when exposed to UV light.

This artificial aging will reduce the device's lifespan. Protect the
device from direct sunlight and other sources of UV radiation.

18.3 Storage and transport
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18 Maintenance

18.4 Disposal

CAUTION
SHORT-CIRCUIT HAZARD
If the device is or has been exposed to environmental fluctua-
tions (ambient temperature, air humidity), condensation may
form on or inside it. As long as this condensation is present,
there will be a short-circuit hazard.
Do not switch on the device when it has condensation in or on
it.
If the device has condensation in or on it, or if the panel has
been exposed to environmental fluctuations, let the panel settle
into the existing ambient temperature before switching it on. Do
not expose the device to direct thermal radiation from heating
appliances.

The ambient conditions must be met when transporting and storing the

device.

The ambient air temperature for storage / transportation must not exceed the

maximum specified limit:

% Before commissioning

If storing/transporting the device in cold weather conditions or in
such a way that it will be exposed to extreme differences in
temperature, make sure that no condensation forms on or
inside the device.
If there is condensation in or on the device, do not switch on the
device until it is completely dry.

» Use the original packaging to ship the device.

The device is sturdily built, but the components inside it are sensitive to

excessively strong vibrations and/or mechanical shock.

Accordingly, make sure to protect the device from mechanical loads that

exceed the scope of the unit's intended use.

The device should only be transported in its original packaging after being

packed properly.

18.4 Disposal
A CAUTION

/\ Installation requires qualified electrician
IMPORTANT!
Dispose of recyclables as required by your local recycling regula-
tions.
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18 Maintenance
18.4 Disposal

Devices no longer being used must be professionally disposed of as per local
regulations or returned to the manufacturer or the relevant sales office.
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19 Appendix
19.1 Dimensions and weights

19 Appendix

19.1 Dimensions and weights

19.1.1 XC-303-...

XC-303-...
Dimensions (H X D x W) mm 104.7% 72 X 50
inch 412 X 2.83 X 1.97
Space units (SU) width 4 SU
Weight kg 0.3
Ib 0.66
Mounting DIN-rail I[EC EN 60715, 35 mm
Mounting position Vertical, upright
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Figure 117:  Dimensions XC-303-...
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19.1.2 XC-104-..., XC-204-...

19 Appendix

19.1 Dimensions and weights

XC-104-..., XC-204-...

Dimensions (H x D x W) mm 104.7X 72 X 23
inch 412X 2.83 X 0.91
Space units (SU) width 2SU
Weight kg 0.1
Ib 0.24
Mounting DIN-rail IEC EN 60715, 35 mm
Mounting position Vertical, upright
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Figure 118:
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19 Appendix
19.2 Approvals and national approvals

19.2 Approvals and national approvals

Modular PLCs XControl: XC-104-..., XC-204-..., XC-303-... and XN300 sys-
tem devices are approved for use in several countries and regions.

Approvals and declarations

cUL cULus (pending; expected file No.: E205091)

CE The devices in the XControl series of products comply with all applicable European
Union (EU) Directives and feature the CE marking.
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19.3 Technical specifications

19.3.1 General ambient conditions

19 Appendix

19.3 Technical specifications

XC-104-...

XC-204-...

XC-303-...

Ambient climatic conditions

Standards IEC/EN/DIN EN 61131-2 |EC/EN/DIN EN 61131-2 IEC/EN/DIN EN 61131-2
Ambient temperature -20...460°C -20...+55°C

Storage temperature —-25...470°C —40...+80°C

Mounting position horizontal and vertical, horizontal,

relative to the DIN-rail

Derating must be taken into account for vertical

relative to the DIN-rail

mounting
Relative humidity, non-condensing (IEC/EN 60068-2-30) 5...95%
Air pressure (in operation) max. 2000m max. 2000m max. 2000m
Ambient mechanical conditions
Protection Style [EC: IP20
Vibration resistance
constant amplitude (5 - 8.4 Hz ) +3.5 mm +3.5mm +3.5mm
Constant acceleration (8.4 - 150 Hz) g +1.0 +1.0 +1.0

Shock resistance half sinewave, 15 g/11 ms

18 impact resistances

18 impact resistances

9 impact resistances

Drop / drop height (IEC EN 60068-2-31) 50 mm 50 mm 50 mm
Free fall, packaged (EN60068-2-32) 0.3m 0.3m 0.3m
Overvoltage category Il Il Il
Pollution degree 2 2 2
Insulation resistance (UL61010-2) - - 500 Vet
Connection terminals Plug-in terminal block
Terminal capacities
Spring-cage terminals
solid 0.2 - 1.5mm?
Flexible with uninsulated ferrule 0.25 - 1.5mm?
Flexible with insulated ferrule 0.25 - 0.75mm?
Collar d<2.8mm
AWG 24-16
Strip length 10mm
PLC
Microprocessor PLC NXP CORTEX A7 Single NXP CORTEX A7 Dualwith  Freescale CORTEX A7 Dual
with 800 MHz + CORTEX 1 GHz + CORTEX M4 with  core with 960 MHz
M4 with 200 MHz 200 MHz

Memaory

Program memory

eMMC-FLASH: 2 GB

QSPI-FLASH: 128 MB

Cache memory

DDR3L-RAM: 256 MB

DDR-RAM: 512 MB

DDR-RAM: 512 MB
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19.3 Technical specifications

XC-104-...

XC-204-...

XC-303-...

Data memory

NVRAM, depending on the PLC version: 4 to 32 kBytes

NV-RAM: 128 kByte

Retain/Persistent data 4 kByte 32 kByte 96 kByte
Operating System Embedded Linux with RT Embedded Linux with RT Embedded Linux with RT
patch patch patch
Watchdog Yes Yes Yes
RTC (Real Time Clock) Yes Yes Yes
External storage devices
Mikro Secure Digital Card = optional Yes
USB Drive Yes Yes yes, optional

PLC status indication

LED, two-colored, green,
red

LED, two-colored, green,
red

LED, single-colored, green
LED, single-colored, red

System bus
Maximum number of bus modules 6 16 32
I/0 image table refresh rate <1ms <1ms <1ms
Ethernet interfaces
Terminal type RJ45 RJ45 RJ45
Baud rate
eth0, eth1 10/100MBit/s 10/100MBit/s 10/100MBit/s
eth2 - - 10/100/1.000MBit/s
Galvanic separation eth0 closed eth0...1 closed eth0...2 closed
From each other - Yes Yes
System bus Yes Yes Yes
UL supply voltage 1/Q1...1/Q4 - 1/Q1...1/Q2, yes 1/7Q1...1/04, yes
RS485 = Yes Yes
CAN1 = Yes Yes
CAN2 = = Yes
Local inputs - Yes Yes
Local outputs - Yes Yes

USB interface

Type of interface

USB 2.0 Host Type A, downstream port

Power supply for connected devices:

Rated operating voltage

5V DC (-5% +10%)

5V DC (-5% +10%)

5V DC (-5% +10%)

max. current 500 mA 500 mA 100 mA
Galvanic separation from

System bus no no no

POW no no no

UL supply voltage 1/Q1...1/Q4 - no Yes

RS485 = no Yes

CAN1 = no Yes
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19.3 Technical specifications

induced by high frequency fields

ENG1131-2

XC-104-... XC-204-... XC-303-...
CAN2 - - no
Local inputs - no Yes
Local outputs - no Yes
Electromagnetic compatibility XC-104-... XC-204-... XC-303-...
immunity
ESD Contact discharge 6 kV, criteria B 6 kV, criteria B 4KV
igggi '_ f'EE,\?/GE'}' 3611_2%&2)) Air discharge 8 kV, criteria B 8 kV, criteria B 8 kv
XC-104-...: (EN 61131-2:2008)
Electromagnetic fields (RFI) criteria A
0.8-1.0GHz 0.08—1.0 GHz: 10 V/m 0.08—1.0 GHz: 10 V/m 0.8—1.0 GHz: 10 V/m
1.4-2.0GHz 1.4—-6.0 GHz: 3 V/m 1.4-6.0 GHz: 3 V/m 1.4—-2.0GHz 3V/m
2.0-2.7 GHz 20-2.7GHz: 1V/m
Burst (EN 61131-2, Level 3) POW 2kV 2kV 2kV
crteria B eth0...21) 1KV 1KV 1KV
Local inputs/outputs?) (Y (Y 1kV
Surge, ( POW, 0.5kV; 0.5kV; 0.5kV:
symmetrical, XC-104-.../XC-204-. . .. XC-104-.../XC-204-. . .. XC303-...
asymmetrical 61000-6-2, criteria B 61000-6-2, criteria B (ENG1131-2, Level 1),
criteria B
eth0 to 2/CAN/RS-485, kv kv 1kV
balanced")
Local inputs/outputs, = = 1kV
balanced
Cable dependant interference, 10V 10V 10V

1) If provided
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19.3.2 Power supply on devices and on system bus

POW power supply of the CPU XC-104-..., XC-204-... XC-303-...
Power loss ride through
Duration of dip 10 ms 10 ms 20 ms

Rated operating voltage
Rated value Ug 24V DC 24V DC 24V DC
admissible range 19.2...30vV DC 19.2...30vV DC 18...30vV DC
Residual ripple =15p S% S
Protection against polarity reversal Yes Yes Yes
Input current lg max. 1A max. 2.4 A max. 3.3 A
Maximum heat dissipation (without local 1/0) 8W 8W 8W
Galvanic separation from POW to

System bus) no no no

UL supply voltage 1/Q1...1/Q4 no no Yes

RS485 1) no no Yes

CAN1Y) - no Yes

CAN2") - - no

Local inputs - no Yes

Local outputs - no Yes

eth0...eth2 Yes Yes Yes

Status indication POW

LED, single-colored,

LED, single-colored,

LED, single-colored,

green green green
Ugp_24 output voltage for the XN300 slice modules
Output rated voltage 24V DC 24V DC 24\ DC
Output current 03A 08A 1.6A
Short-circuit rating no no Yes
Galvanic separation from POW no no no
Ugp_s5 output voltage for the XN300 slice modules
Output rated voltage 5VDC 5V DC 5VDC
Output current 03A 0.8A 1.6A
Short-circuit rating Yes Yes Yes
Galvanic separation from POW no no no
1) If provided
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19.3.3 Power supply for local inputs/outputs on XC-204-..., XC-303-...

On XC-204-... devices, the local inputs and outputs are powered through the
system power supply. On XC-303-... devices, the local inputs and outputs
are powered through terminal

X2/UL; this terminal is powered externally.

Power supply of local inputs/outputs XC-204-... XC-303-...

Rated operating voltage Uy System supply X2/UL
Rated value Ug 24V DC 24V DC
admissible range 19.2- 30V DC 18- 30V DC

Residual ripple =5% =5%

Protection against polarity reversal - Yes

Input current I max. 1A max. 2 A

Galvanic separation Uj to

System bus no Yes
POW no Yes
RS485 no Yes
CAN1 no Yes
CAN2 — Yes
Local inputs no no

Local outputs no no

eth0...eth2 Yes Yes

Flag Display none LED, single-colored, green
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19.3 Technical specifications

19.3.4 Local inputs XC-204-..., XC-303-...
Each of the transistor inputs can alternatively also be configured as an

159

Digital inputs (EN 61131-2, type 1) XC-204-... XC-303-...

Inputs (quantity) 2 4

Input rated voltage 24V DC, observe polarity 24V DC, observe polarity
Voltage levels 19,2...30V DC 18...30V DC

Input current per channel at rated operating voltage at 24 V

normally 2.5 mA

normally 2.5 mA

Switching levels as per EN 61131-2

Limit values type “1”

low <5, high> 15V DC

low <5, high> 15V DC

Input delay
0ff > 0On <0.2ms <0.2ms
On - Off <0.2ms <0.2ms
of which the following can be used as interrupt inputs: 11...12 1...14
Galvanic separation from
From each other No No
Local outputs No No
System bus No Yes
POW No Yes
RS485 No Yes
CAN1 No Yes
CAN2 = Yes
eth0...eth2 Yes Yes
Flag Display LED, single-colored, green LED, single-colored, green

Cable length (unscreened)

<30m

<30m
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19.3.5 Local outputs XC-204-..., XC-303-...

Each of the transistor outputs can alternatively also be configured as an
input. If the PLC is RESET, the outputs will be switched off.

Digital outputs XC-204-... XC-303-...
Channels (quantity) 2 4
Short-circuit proof Yes Yes
Isolation voltage - 500V AC
Heat dissipation per channel

Q1to Q4 <0.1W <0.1W
Load circuits

Q1to Q4 0.5A 05A
Output delay

0ff > 0n typ. 0.1 ms typ 0.1 ms

On - Off typ. 0.1 ms?) typ 0.1 ms)
Duty factor 100% 100%
Simultaneity factor g 1 1

Galvanic separation from

From each other No No

From the inputs No No

System bus No Yes

POW No Yes

RS485 No Yes

CAN1 No Yes

CAN2 = Yes

eth0...eth2 Yes Yes
Flag Display LED, two-colored, green, red  LED, single-colored, green
Cable length (unscreened) <30m <30m

1) without capacitive load
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19.3.6 CAN interfaces XC-204-..., XC-303-...

The following devices feature CAN interfaces:

a CAN interface

XC-204-C11-003
XC-204-C21-001
XC-303-C11-001
XC-303-C21-001

two CAN interfaces
e XC-303-C32-002

CAN(open) XC-204-... XC-303-...
Baud rate CAN1, CAN2 50/100/125/250/500/ 50/100/125/250/500/
1000kBits/s 1000kBits/s
Device profile to DS301V4 to DS301V4
29 Bit Identifier Yes Yes

PDO type

asyn., cyc., acyc.

asyn., cyc., acyc.

Connection

3 pole plug connector,
Push-In

3 pole plug connector, Push-
In

Bus termination resistors for first and last CAN

stations

120 Q, switchable for
CAN1 with dip switch TC

120 Q, switchable for
CAN1 with dip switch TC1
CAN2 with dip switch TC2

CANopen stations (number)

maximum 126/8

maximum 126/8

Galvanic separation from CAN1 to

Supply voltage Upgw No No
System bus No No
UL supply voltage 1/Q1...1/Q4 No No
RS485 No No
CAN2 = Yes
Local inputs No No
Local outputs No No
eth0...eth2 Yes Yes
Galvanic separation from CAN2 to
Supply voltage Upgw No No
System bus No No
UL supply voltage 1/Q1...1/Q4 No No
RS485 = Yes
CANT = Yes
Local inputs No No
Local outputs No No
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eth0...eth2 - Yes
Flag Display LED, two-colored, green, LED, two-colored, green, red
red
Connection cable A shielded cable must be A shielded cable must be

used for the interface. The
shielding must be termi-
nated on both sides exter-
nally.

used for the interface. The
shielding must be terminated
on both sides externally.
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19.3.7 RS485-Interface

The following devices feature an RS-485 interface:

e XC-204-C11-003
* XC-204-C20-002
 XC-303-C21-001
» XC-303-C32-002

RS485-Interface

XC-204-...

XC-303-...

Terminal type

3 pole plug connector, Push-In

3 pole plug connector, Push-In

Transfer rate as

Modbus RTU

1200, 2400, 4800, 9600, 19200, 38400,
57600, 115200 Bit/s

1200, 2400, 4800, 9600, 19200, 38400, 57600,
115200 Bit/s

serial interface

4800, 9600, 19200, 38400, 57600, 115200
Bit/s

EVEN, ODD, and NONE parity is supported,
as are 1 or 2 stop bits; in conformity with
CODESYS serial adapter

4800, 9600, 19200, 38400, 57600, 115200 Bit/s
EVEN, ODD, and NONE parity is supported, as are 1
or 2 stop bits; in conformity with CODESYS serial
adapter

Bus termination resistors for first and last
stations

120 Q switchable;

To activate, both the TRSa and TRSh DIP
switches must be switched to the ON posi-
tion

220 Q switchable;
To activate, both the TRSa and TRSb DIP switches
must be switched to the ON position

Galvanic separation RS485 to

Supply voltage Upgw No No
System bus No No
Uy supply voltage 1/Q1...1/04 No No
CANTY No No
CAN2Y - Yes
local inputs!) No No
local outputs’) No No
eth0...eth2 Yes Yes
Flag Display LED, multi-color, green, red LED, multi-color, green, red

Connection cable

A shielded cable must be used for the inter-

face. The shielding must be terminated on
both sides externally.

A shielded cable must be used for the interface. The
shielding must be terminated on both sides exter-
nally.

1) If provided
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POU

Programming organization unit

A type POU object is a programming organization unit in a CODESYS project. In POUs
schreiben Sie Quellcode fiir Ihr Steuerungsprogramm.You write source code in POUs for
your control program.

Boot project

Project loaded from the CPU's non-volatile memory.

/home Topmost file directory in the XControl PLC
that a user with the "XC-303_user" status can access

Input delay An input delay is the delay between a pulse edge from input terminals |1 to 14 and the
CPU's GPIO.

0S Operating system

MicroSD Micro Secure Digital Card

Task Process, task for operating system

Forcing Setting by force, initializing changeable operands/tags with a fixed value

RTS RunTimeSystem

PRG Program

PLC Programmable logic controller

RC RemoteControl

IL Reference Listing  IL
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